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5 x Pourquol ?



1. Pourquoi la sécurité est la priorite
des entreprises qui adoptent AWS ?
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Priorité d’AWS aussi Un nouveau monde Difficile



2. Pourquol est-ce difficile ?
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Anticipation des régulations Contréler les changements



3. Pourquol est-ce si long ?

ﬁ '\Y,
¥ i

Beaucoup de processus  Plusieurs équipes Beaucoup de dépendances




4. Pourquol tant de processus ?

Détecter les Visibilité et controle Réduire les risques
changements d’'erreurs



5. Pourquoi détecter les changements
est difficile ?
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Manque de Pas de cycle Peu d’automatisation
visibilité déclencheur / réponse



Comment AWS peut vous aider ?

Processus plus rapides Permet I'innovation
en restant protegé



Responsabilité Partagée

Nous nous occupons de la securité du cloud.
Vous vous occupez de la sécurite dans le cloud



Principe du moindre privilege

Confiner les autorisations
au strict nécéssaire



AWS |IAM

ldentity & Access Management.
Controler QUI peut faire QUOI dans
votre compte et définir des politiques d’acces.



Dashboard

Details

Groups

Users

Roles

Policies

Identity Providers
Account Settings

Cradential Report

Encryption Keys

I&M > Roles = DBA

= Summary

Role ARN

Instance Profile ARM(s)
Path

Creation Time

+ Permissions

Managed Policies

There are no managed policies attached to this role.

Inline Policies

arn:aws:iam:663354267581:role/DBA
arn:aws:lam:663354267 581 instance-profile/DBA
!

2013-09-27 11:32 POT

This view shows all inline policies that are embedded in this role.

Create Role Policy

Policy Name

policygen-DBA-201308271307

Actions

Show Policy | Edit Palicy |



Show Policy

{
"Version": "20812-18-17%,
“Statement”: [
{

"Effect”: "Allow”,

"Action®: [
“rdsiDescribelBInstances”,
"rdsiDescribelBLogFiles”™,
“rdsiDescribelBParameterGaroups”,
“rdsiDescribeDBParameters”,
“rdsDownloadDBLogFilePortion”

1

“Resource”: [

-n'll
1,
"Condition": {
“StringEquals”: {
“rds:db-tag/environment”: |
“prod”,
"Iﬂl""



~ Policy Versions

Each time you update a policy, you create a new version. You can have up to 5 versions. Learn more.

Set as Default Dalete

Version Creation Timme

Viarsion 2 (default) 2015-04-06 O7:07 PDT

Varsion 1 2015-03-27 10:28 PDT
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Principe du moindre privilege

Restreindre les acces réseaux
aux noeuds qui en ont besoin





















VPC Dashboard

Filter by VPC:
MNone

Virtual Private Cloud
Your VPCs

Subnets

Route Tables

Internet Gateways

DHCP Options Sats
Elastic IPs

Peering Connections

Security
Metwork ACLs

Security Groups

—
4

Q4 Search VPCs and their prog X

Nama =

[ vpc-27 1458146

vpc-27148f46 (10.40.0.0/16)

Summary Tags

VPC ID:

State:

VPC CIDR:

DHCP options set:
Route tabla:
GClassicLink:

VPCID -

State = | WPC CIDR

availabla 10.40.0.0M6

vpo-27148148
availabla
10.40.0.0/16
dopt-c¥Td5cal
rib-25148f48
Disabled

DHCP options set = | Route table

dopt-cT7d5cad rth-Z8148§48

Metwork ACL: acl-26148f47
Tenancy: Default
DMS resolution: yes
DNS5 hostnames: no

Network ACL

acl-26148f47



(1 Search Subnets and their p

Mame

public-1a
public-1b
private-1a
private-1b
private-1c
public-egrass-1a
public-egrass-1b
public-bastion-1a

public-bastion-1b

Subnet ID

subnet-colafear
subnat-fa 148198
subnet-bd46facTy
subnat-a246feds
subnat-fAEEdEa0
subnet-204480ab
subnet-dB3IEA0aF
subnet-adIbfcd
subnet-ebd THI:

CIDR

10.40.0.0/24
10.40.1.024
104020023
10.40.4 0023
10.40.6.0/23
10.40.250.0024
10.40.251.0024
10.40.252 Q23
10040254 023

Availability Zone

us-gast-1a
us-gast-1b
us-east-1b
us-gast-1b
us-gast-1oc
us-gast-1a
us-gast-1b
us-gast-1a

us-gast-1b

Route Table

rth-5a3abiaf | interneat
rth-5a3abiaf | interneat
rtb-23148148
rth-28148§48
rtb-28148§45
rtb-5a3eS83f | internet
rtb-5a3eS83f | internet
rtb-5a3eS83f | internet
rth-5a3abiaf | internet

Auto-assign Public IP -

MNa
MNa
Ma
Ma
Ma
Mo
Mo
Ma
Mo



Create Route Table Delete Route Table

Q) Search Route Tables and th »

Mama < Routa Table ID = Associated With - Main - VPG
interned rtb-5a3a583F G Subnats MNa wpo-27 14846 (10.40.0.0M16)
[ ] rtb-29148f458 0 Subneats Yes vpc-27 148046 (10.40.0.0M1E)
rth-29148148
Summary Routes Subnet Associations Route Progagaticn Tags

Destination = Target  Status  Propagated

10.40.0.016  local Active Mo



(1 Search Subnets and their p

Mame

public-1a
public-1b
private-1a
private-1b
private-1c
public-egrass-1a
public-egrass-1b
public-bastion-1a

public-bastion-1b

Subnet ID

subnet-colafear
subnat-fa 148198
subnet-bd46facy
subnat-a246feds
subnat-fOEEdEa0
subnet-204480ab
subnet-dB3IEA0aF
subnet-adIbfcd
subnet-ebd THI:

CIDR

10.40.0.0/24
10.40.1.024
1004020023
10.40.4 0023
10.40.6.0/23
10.40.250.0024
10.40.251.0024
10.40.252 Q23
10040254 023

Availability Zone

us-gast-1a
us-gast-1b
us-east-1b
us-gast-1b
us-gast-1oc
us-gast-1a
us-gast-1b
us-gast-1a

us-gast-1b

Route Table

rth-5a3abiaf | interneat
rth-5a3abiaf | interneat
rth-Z23148148
rth-29148§45
rth-281 48§45
rtb-5a3eS83f | internet
rtb-5a3eS83f | internet
rtb-5a3eS83f | internet
rth-5a3abiaf | internet

Auto-assign Public IP -

MNa
MNa
Ma
Ma
Ma
Mo
Mo
Ma
Mo



Web Application Firewall

) % n Protege vos applications web

rl@! | contre les attaques les plus frequentes



Principe de protection des données

Protégez vos donnees en transit et au repos



Chiffrez vos données

AMAZON EMR
AMAZON S3
AMAZON GLACIER
AMAZON REDSHIFT
AMAZON RDS



Choisissez un modele adapteée

Automatique — AWS se charge du chiffrement
Activé — vous utilisez les outils AWS pour le chiffrement

Coteé Client — vous utilisez vos propres outils et procedures



Gestion des clés privees sur AWS

ceréparaws  AWS CloudHSM

mais vous gerez les clés Service HSM dédié

Plus de performance pour
I'accés aux clés et le chiffrement

Conforme a des regles strictes O
adoptées par I'industrie AWS ToTRSM

EC2 Instance



Key Management Service

Simplifie la création, le contrdle, la
m rotation et l'utilisation de clés de

chiffrement dans vos applications



Principe de visibilité

Vous ne protégez pas ce que vous ignorez
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eee® J EC2 Management Console , +

€ | @ https//eu-west-1.console.aws.amazon.com/ec2/v2/home?region=eu-west-1#SecurityGroups:sort=groupld [

AWS ~  Services v Edit ~ powuser @ 6709-3476-2290 ¥  Ireland ¥  Support ~

EC2 Dashboard Create Security Group Actions v P - I 7]
Events

Tags Filter by tags and attributes or search by keyword 1to12 of 12

Reports
Limits Name Group ID Group Name VPC ID Description

sg-1f1d0173 default vpc-5c96e435 default VPC secu

Instances sg-33e7fdd7 ElasticMapReduce-master Master group for

Spot Requests sg-3de7fd49 ElasticMapReduce-slave Slave group for E

Reserved Instances sg-6620aa03 d-9367354752_controllers vpe-18d31b7d AWS created sec
sg-8a4175fe default default group

AMIs sg-9823a9fd default vpe-18d31b7d default VPC secu

Bundle Tasks co hBFRQAAA rele_lnvimah wimard 9 wne BAOBAATE Prantad from the

Security Group: sg-6620aa03 _ =]

Volumes
Description Inbound Outbound Tags

Snapshots
Group name  d-9367354752_controllers Group description  AWS created

security group for
Security Groups d-9367354752
Elastic IPs directory controllers

Placement Gralns Group ID  sg-6620aa03 vpc-18d31b7d

© 2008 - 2015, Amazon Web Services, Inc. or its affiliates. All rights r ved. Privacy Policy Terms of Use Feedback




Journaux d’audit

Acquérir, Analyser et Archiver












AWS CloudTrall

CLl

CloudFormation

Console
ElasticBeanstalk

RedShift

Il i
¥

wr

User | Action | Time

Tim |Created| 1:30pm

Sue |Deleted|2:40pm

Kat |Created| 3:30pm

AL /¢

Vos appels
d’API

Sur de nombreux
services dans
plusieurs régions

Sont

Et mis a vore
disposition
dans des
journaux d’audit

enregistrés
continuellement
par CloudTrail



View Event

"eventVersion~: “1.02",
"userIdentity”: {
"kype”: "IBMUser”,
"principalId”: TAIDAIL4BLJTMMOIVCGESG",
"arn": "arn:aws:iam::6633542675B1:user/billshin cli”,
"accountId”: "6633522675EB1",
"accessKeyId”: "TASTAJMEIGN43IGVODHQSA™,
"ugserName”: “billshin_cli”,
"sessionContext™: {
"attributes”: |
"mfafuthenticated™: "true”,
"creationDate”: "2015-04-06T04:35:088"7

br

"invekedBy": "signin.amazZonaws.ocom”
b
"eventTime": ~“2015-04-06TL14:02:302",
"eventSourcae”: "iam.amazonaws.com”,
"eventName"”: "PutBolePolicy”,
"awsRegion”: “us-east-1".



Protégez vos journaux avec |IAM

Archivez vos journaux









AWS Config

Tracez les changements de votre configuration



AWSI Config

Changements  Enregistrement Flux de changements Historique
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Delete Subnet Modify Auto-Assign Public IP

(1 Search Subnets and their p X

Mama

privabe-1a
private-1b
privabe-1c
public-1a
public-1b

B public-1c
public-bastion-1a
public-bastion-1b
public-egrass-1a

public-egrass-1b

e

Subnet ID

subnat-bidGfacT
subnet-a24&feds
subnat-fAEEdEal
subnet-coiafeaT
subnet-fA14 8158
subnet-dfS8dTaE
subnet-ed3bfcE
subnet-eba TG
subnat-804480ak

subnet-dB38R0af

CIDR

10.40.2.0M23
10404 0M23
10.40.6.0:M23
1040006824
10.40.1.0624
10.40.8.0:d24
10.40.252.0/23
1040254 0123
10.40.250.0/24

100402510024

Availability Zone -

us-gast-1b
us-gast-1b
us-gast-1e
us-gast-1a
us-gast-1b
us-gast-1c
us-gast-1a
us-gast-1b
us-gast-1a

us-gast-1b

Route Tabla

rtb-2814B8f48
rth-2814B8f48
rtb-2814B8f48
rtb-5a3a583F | internat
rtb-5a3eb83f | internet
rtb-5a3a583F | internat
rtb-5a3eb83f | internet
rtb-5a3a583F | internet
rtb-5a3eb83f | internet

rtb-5a3a583fF | internet



£ Awsconfig

EC2 VPC vpc-27148f46 at April 06, 2015 9:08:26 AM PDT (UTC-07:00)

rd th th th th
< 03 Fabruary 2015 06 Fabruary 2015 06 Fabruary 2015 06 April 2015 06 April 2015
7:03:26 PM 9:34:25 AM 9:51:09 AM B:28:29 AM 9:08:26 AM

-

1 Change

» Configuration Details

* Relationships

= Changes (1)

Configuration Changes (0)

Relationship Changes (1)

Fiedd From To

AWSEC2::Subnet null "subnet-df59d786"



S aws Config

EC2 Subnet subnet-df59d786 at April 08, 2015 9:40:15 AM PDT (UTC-07:00)

th

th
0 April 2015 D April 2015
9:08:26 AM 9:08:27 AM
2
» Configuration Details
» Relationships
+ Changes (2)
Configuration Changes (0)
Relationship Changes (2)
Field From To
AWSHEC2:NetworkAcl "acl-26148£47" null
AWSHEC2:RoutaTable "rtb-5aleS83f" null



Q Filter by tags and attributes or search by kKeyword

DataClassific -

Red
Red
Yeallow
Yallaw
Yallaw
Yallaw

Red

Yallaw

Yallow

Instance IO ~

i-cBB1e3c1
i-faTeBdf2
i-B05bdB6a
-25cc6d28
-ofTbfBcs
i-Baablabh
-TdEHETO
-cETabff
i-28daTada
-8B 37cibd
i-cBafld30
-BbfEEbaE
-add27ia
-TBoaB2TE
Hic53altt
-eef118dc
i-6d21c259

-45abdfT1

Actions ¥

LY

L2 AN AN AN AN AN AN AN AN AN AN AN AR AN N QN

Instance State -

running
running
running
running
running
running
runming
runming
stapped
running
running
running
running
running
runming
runming
running

running

Public IP

54.186.23.184
B4.187.14.70
a0.112.160.118
54.244.16.232

50.112.166.95

Security Groups =

ActivaDirectoryDo. ..
ActiveDirectoryDo. ..
svel-SecSveBecy. .
svoi-SecBvoSecu...
svoi-WabTierSec...
svoi-WabTierSec...
vps_AppTher
vps_AppTier
vps_AppTier
vpe_AppTier
vpe_AppTier
voe_AppTier
vpc_AppTier
vps_MgmitTier
vps_MgmiTher
vpo_MgmiTier
vpo_MATTar

vpo_MATTar

Image ID

ami-cG 187816
ami-cG1878f8
ami-bhaTeaBs
ami-baTeals
ami-baTeals
ami-biaTeals
ami-d1addiel
ami-0358ca3l
ami-aT527ed7
ami-2a31bfla
ami-d1add3ei
ami-d13845a1
ami-baTeals
ami-cG1678f8
ami-cG 187818
ami-2ad1bfia
ami-0358ca33

ami-0358ca33

Elastic IP

50.112.160.119
54.244 16.232

50.112.166.895

Private IP Addr~

10.0.3.66
10.0.2.178
10.0.3.27
10.0.231
10.0.3.209
10.0.2.138
10.0.3.38
10.0.3.18
10.0.2.147
10.0.2.58
10.0.2.73
10.0.2.81
10.0.2.66
10.0.254.36
10.0.253.186
10.0.253.68
10.0.4.219

10.0.5.149



Votre configuration de sécuritée
devient un déclencheur

Analyse de journaux avec AWS Lambda.
Terminez les resources non-conformes.
Validez les changements.

Retour en arriere automatique si non-conforme.



Config Rule

Des regles verifient la conformité des changements

* Fournies par AWS

"Pas besoin de coder”

* Crées et hébergées par
Vous-méme




AWS Inspector

Service de vérification de la sécurité

Agent au niveau du systeme

Test Manuel ou automatique

Donne des recommandations d’apres
les failles trouvées



Déployez en permanence

Les déploiements continu ameliorent la sécurite.
Interdisez “SSH” en production.
Amenez vos patchs de securité en production rapidement.
Utilisez AWS CodeDeploy.



AWS Compliance & Certification

aws.amazon.com / compliance



“... We’ll also see organizations adopt cloud services
for the improved security protections and compliance
controls that they otherwise could not provide as
efficiently or effectively themselves.”

Security’s Cloud Revolution is Upon Us
FORRESTER Forrester Research, Inc., August 2, 2013




“Based on our experience,

| believe that we can be even
more secure in the AWS cloud
than in our own data centers”

Tom Soderstrom — CTO — NASA JPL



Y

Caplfa/’Ong”

“We work closely with AWS to develop a
security model, which we believe enables us
to operate more securely in the public cloud
than we can in our own data centers.”

Rob Alexander, CIO, Capital One



Mellleur Audit
Meillleure Visibilité

Meilleur Controle



aws.amazon.com/security
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AWS User Groups







