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The CrowdStrike Falcon Endpoint Protection solution is founad
in the AWS Marketplace and ofters the tollowing key benefits:

 Full protection against malware and malware-free
attacks for online and offline endpoints in cloud and

on-premise environments.

« Comprehensive real-time and historical visibility of
endpoint activity for threat detection, response, and
forensics, with integrated threat intelligence and

proactive threat hunting.

 Full visibility into all managed endpoints and

unmanaged assets across all accounts for improved

security and IT hygiene.
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Step 1 Locate CrowdStrike Falcon Endpoint Protection solution in the AWS
Marketplace.

Step 2 Click the Continue to Subscribe button.

T — =

Categories Delivery Methods « Solutions « Migration Mapping Assistant Your Saved List Partners  Sell in AWS Marketplace
CrowdStrike: Falcon Endpoint Protection Enterprise Continue to Subscribe
\ Sold by: CrowdStrike
Save to list
N The CrowdStrike Falcon cloud delivered platform helps successfully stop breaches by unifying
true next generation antivirus (NGAV), endpoint detection and response (EDR), managed
v Show more
(0)
Overview Pricing Usage Support Reviews
Product Overview
Falcon Endpoint Protection Enterprise unifies the technologies required to successfully
stop breaches, including true next-gen antivirus and endpoint detection and response HighlightS
(EDR), managed threat hunting, and threat intelligence automation, delivered via a single
lightweight agent. The modules include: e Full protection against malware and malware-free
attacks for online/offline endpoints in cloud and on-
Falcon Prevent: Next-gen AV protects against both malware and malware-free attacks premise environments
using signature-less, behavioral-based proprietary machine learning; third party tested e Comprehensive real-time and historical visibility of
and certified, allowing you to confidently replace your existing legacy AV. endpoint activity for threat detection, response and
Falcon Insight: EDR solution that delivers comprehensive and continuous real-time and forensics

historical visibility across detection, response and forensics, so nothing is missed and
: e |ntegrated threat intelligence and proactive managed
attackers have no place to hide. . £ e dited b "
: . S : g unting of threats 24/7 for expedited breach response
Falcon X: Integrated threat intelligence that automates incident investigation and speedy g / P P

breach response.
Falcon OverWatch: Layer of elite security experts staffed around the clock to help you
proactively hunt, investigate, and advise on threat activity in your environment.

O

Step 3 Next, select the appropriate contract duration and options for your organization.

e aws markeplac

Categories v Delivery Methods « Solutions « Migration Mapping Assistant Your Saved List Partners  Sell in AWS Marketplace

CrowdStrike: Falcon Endpoint Protection Enterprise

Configure your Software Contract

Choose the contract that suits your needs. You're charged for your purchase on
your AWS bill. After you purchase a contract, you're directed to the vendor's site to

, , . By subscribing to this software, you agree to the
complete setup and begin using this software. For any software use beyond your

e , . .. pricing terms and the seller's end user license
contract limit, you're charged consumption pricing. ~greement (EULA). Your use of AWS services is
subject to the AWS Customer Agreement.

Contract Duration

® 12 months 24 months 36 months Total Contract Price $0
Due Today
Auto Renew -Yes
Renewal Settings Select contract Option(s)

Auto Renew when this contract ends on - Thu May 14 20207

® Yes

No
| understand that when | renew, the seller’s pricing terms and end user
license agreement (EULA) might have changed. On the renewal date, | will be

billed based on the price and EULA applicable on that date, which | can find
on the Your Marketplace Software page.

O
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Step 4 Next, select the Create Contract button to subscribe to the CrowdStrike Falcon

-ndpoint Protection solution.

——

Partners  Sell in AWS Marketplace

Categories Delivery Methods « Solutions « Migration Mapping Assistant Your Saved List

CrowdStrike: Falcon Endpoint Protection Enterprise

Configure your Software Contract

Choose the contract that suits your needs. You're charged for your purchase on

your AWS bill. After you purchase a contract, you're directed to the vendor's site to L : ) :
_ _ , By subscribing to this software, you agree to the
complete setup and begin using this software. For any software use beyond your 2 s ) : e
e R S e e e e pricing terms and the seller's end user license
B i g P P g agreement (EULA). Your use of AWS services is

subject to the AWS Customer Agreement.

Contract Duration

‘® 12 months ) 24 months ) 36 months Total Contract Price $0
Due Today

Auto Renew -Yes

Renewal Settings Select contract Option(s)

Auto Renew when this contract ends on - Thu May 14 2020?

® Yes

No
| understand that when | renew, the seller's pricing terms and end user
license agreement (EULA) might have changed. On the renewal date, | will be
billed based on the price and EULA applicable on that date, which | can find
on the Your Marketplace Software page.

Contract Options

O
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Creating a Policy in the CrowdStrike Falcon Endpoint
Protection Solution

Step 5 Once you have subscribed to the CrowdStrike Falcon Endpoint Protection

solution and registered, you will be provided with a login URL.

O

Step 6 At the login page, enter your email (the email you used for registration), click
Continue, and then enter your password.

O

Step 7 Next, you will be taken into the dashboard of the CrowdStrike Falcon Endpoint
Protection solution.

O
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Step 8 On the left-sideof the dashboard, select the menu icon with three lines.

Detections Dashboard

No Detections Yet

Use this Detections Dashboard to
monitor suspicious and malicious
activity.

Run test attacks to get to know
detections and preventions

Step 9 Next, select the Prevention Policies option from the menu.

Detections Dashboard

No Detections Yet

Use this Detections Dashboard to

monitor suspicious and malicious
activity.

Run test attacks to get to know

detections and preventions

Step 10 Next, you will be taken to the Prevention Policies page and may see some default
policies created.Select the Add new policy option to create a new policy.

Prevention Policies

WINDOWS POLICIES MAC POLICIES LINUX POLICIES
1 policy (® Add new policy
POLICY STATUS POLICY NAME CREATED LAST MODIFIED APPLIED PENDING
R Enabled Default (Windows) May. 3, 2019 12:31:03 May. 3, 2019 12:31:03 0 0 E

O
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Step 11 Next, you will be able to name your policy and add an optional description of the policy.
In this example, let's name the policy Test1 and adding a description of “Test.”

O

Step 12 After you have named your policy, click the Create button.

CANCEL

O
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Step 13 Next, you are taken into the policy itself, where you can select the action items
to enable.

All Policies (Disabled)
SETTINGS ASSIGNMENT

Policy details Delete Enable

NAME DESCRIPTION PLATFORM STATUS PRECEDENCE —
: - ¢

Test1 Test Windows Disabled 1 0of 1 -

Prevention policy settings Cancel Save

Sensor Capabilities

Notify End Users

Show a pop-up notification to the end user when the Falcon sensor blocks, kills, or quarantines. These

messages also show up in the Windows Event Viewer under Applications and Service Logs.

TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Sensor Visibility Enhanced Visibility 0 2 1 Enable All

TYPE CATEGORY CLOUD ANTI-MALWARE ADWARE & PUP

Next-Gen Antivirus Cloud Machine Learning Detection: Disabled Prevention: Disable Detection: Disabled Prevention: Disabled

TYPE CATEGORY SENSOR ANTI-MALWARE

Next-Gen Antivirus Sensor Machine Learning Detection: Disabled Prevention: Disable

TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Next-Gen Antivirus Quarantine 0 1 0 Enable All

O

Step 14 IN this example, | have selected to enable the ransomware protection.

All Policies (Disabled)

Changes on the Policy Settings tab are unsaved

TYPE CATEGORY CLOUD ANTI-MALWARE ADWARE & PUP

Next-Gen Antivirus Cloud Machine Learning Detection: Disabled Prevention: Disablec Detection: Disabled Prevention: Disabled

TYPE CATEGORY SENSOR ANTI-MALWARE

Next-Gen Antivirus Sensor Machine Learning Detection: Disabled Prevention: Disablec

TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Next-Gen Antivirus Quarantine 0 1 0 Enable All
TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Malware Protection Execution Blocking 0 3 1 Enable All
TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Behavior-Based Prevention Exploit Mitigation 0 0 5

TYPE CATEGORY ENABLED DISABLED UNAVAILABLE :
Behavior-Based Prevention Ransomware 5 0 0 (@ Enable All
Backup Deletion (® Cryptowall (@ File Encryption (® Locky (@
Deletion of backups often indicative of ransomware A process associated with Cryptowall was blocked. A process that created a file with a known A process determined to be associated with Locky
activity. ransomware extension was terminated. was blocked.

File System Access (@

A process associated with a high volume of file

system operations typical of ransomware behavior

wrae tarminatad

O
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Step 15 Next, click the Save button at the top-right to save any changes you have made to
the policy.

(Disabled)
Changes on the Policy Settings tab are unsaved
Policy detalls Delete Enable
NAME DESCRIPTION PLATFORM STATUS PRECEDENCE _
Testl Test Windows Disabled 1of1 =3
Prevention policy settings Cancel Save
Sensor Capabilities
Notify End Users
Show a pop-up notification to the end user when the Falcon sensor blocks, kills, or quarantines. These
messages also show up in the Windows Event Viewer under Applications and Service Logs.
TYPE CATEGORY ENABLED DISABLED UNAVAILABLE
Sensor Visibility Enhanced Visibility 0 2 - Enable All
TYPE CATEGORY CLOUD ANTI-MALWARE ADWARE & PUP
Next-Gen Antivirus Cloud Machine Learning Detection: Disabled Prevention: Disabled Detection: Disabled Prevention: Disabled
TYPE CATEGORY SENSOR ANTI-MALWARE
Next-Gen Antivirus Sensor Machine Learning Detection: Disabled Prevention: Disabled
TYPE CATEGORY ENABLED DISABLED UNAVAILABLE
Next-Gen Antivirus Quarantine 0 1 0 Enable All

O

Step 16 You will be asked to review and confirm the changes.

Confirm Policy Change

Changes to apply

Enable Ransomware - Backup Deletion.

Enable Ransomware - Cryptowall.

Enable Ransomware - File Encryption.

Enable Ransomware - Locky.

Enable Ransomware - File System Access.

CANCEL CONFIRM

O
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Step 17 Once you have saved the changes, you will then be able to Enable the new policy
by selecting the Enable option at the top-right of the page.

(Disabled)
SETTINGS ASSIGNMENT
Policy details Delete Enable
NAME DESCRIPTION PLATFORM STATUS PRECEDENCE _
Test1 Test Windows Disabled 1 of 1 4
Prevention policy settings Cancel Save

Sensor Capabilities

Notify End Users

Show a pop-up notification to the end user when the Falcon sensor blocks, kills, or quarantines. These

messages also show up in the Windows Event Viewer under Applications and Service Logs.

TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Sensor Visibility Enhanced Visibility 0 2 1 Eriakie S
TYPE CATEGORY CLOUD ANTI-MALWARE ADWARE & PUP

Next-Gen Antivirus Cloud Machine Learning Detection: Disabled Prevention: Disabled Detection: Disabled Prevention: Disabled

TYPE CATEGORY SENSOR ANTI-MALWARE

TYPE CATEGORY ENABLED DISABLED UNAVAILABLE

Next-Gen Antivirus Quarantine 0 1 0 Enable All

O

Complete
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Thank you.

For more information, visit amzn.to/2FjLF1A



https://aws.amazon.com/marketplace/pp/B07R62YS3J
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