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Kubernetes DESMNFJ 01 X > M EF I zmes)

Kubernetes control-plane Kubernetes data-plane
Container
Runtime
I:__= $ kubectl apply ..
YAML(s) @
Node x N
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Kubernetes DEENFJ 01 X > M EFT IV s

Deployment Controller

Controller

® <> ©

Deployment

creates

creates

« "control loops” E/=(d “reconcile loops” EIFE(IND

« TJOUSEZISEICBITIIL—Too=ERL. CD)L—TDH
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Kubernetes D—BHAIESHT I O1M XA M EFTIV ()

Amazon DynamoDB

Kubernetes control-plane

DynamoDBTable Controller

$ aws dynamodb create-table \ @

——table—-name MyTable ...

|5_r \ $ kubectl apply ..

apiVersion: example/vl
kind: DynamoDBTable

ddbtable.yaml

spec:
tableName: MyTable
indexName:

c-m

DynamoDBTable

5
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Kubernetes OHLERTE

- 2T F LN LOIRRARRD Y 7R— ~

- Container Network Interface (CNI), Container Storage Interface(CSl)
- AT FSAAMLDTZTAA>2F—T1T—R

- Container Runtime Interface (CRI)

- Validating/Mutating Admission Webhook
- DRILRT>1—SDE=EEFF

- DR LEEKIC KD Kubernetes API DT S5 H I )VIRHEIR (today's topic)
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Kubernetes APl Overview

$ curl https://<YOUR_KUBERNETES_API_ENDPOINT>/

{
"pathsf: [

"/api/vl",

“/apis/apps/v1l",
~ SNip ~
"/apis/networking.k8s.1io/v1",
~ SNip ~
u/logsu’
"/metrics",
"/version"

]
¥

¥ TEHBEMT RBAC =&zt L/zO—7J)L Kubernetes 75 XA (CTETLTULET.
EESCFIFAD Kubernetes BRIB(CHI1TD RBAC ExNb(I5#< JEIHIR T T,

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Kubernetes APl Overview

$ curl https://<YOUR_KUBERNETES_API_ENDPOINT>/api/vl

"kind": "APIResourcelList",
"groupVersion': "v1",
"resources": |

{

"kind" : -l
"'shortNames": ["po"]
~ SNip ~

¥
{

~ SNip ~
]
Iy

¥ TEHBEMT RBAC =&zt L/zO—7J)L Kubernetes 75 XA (CTETLTULET.
EESCFIFAD Kubernetes BRIB(CHI1TD RBAC ExNb(I5#< JEIHIR T T,

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Kubernetes API Overview

$ curl https://<YOUR_KUBERNETES_API_ENDPOINT>/api/vl/pods

{ ~ snip ~
"metadata": {
"selfLink": "/api/v1/pods",
"resourceVersion'": '"590660"

"metadata": {
""name": '"nginx-deployment-7b758584f7-cqb6b”,

"metadata": {
"name": "coredns-5d4dd4b4db-8xdrn”,

¥ TFTEHBEMT RBAC ZE3ht L/zO—7)L Kubernetes 75 XA (CTETLTULET.
EESCFIFAD Kubernetes BRIB(CHITD RBAC ExNL (S5 < IEIERE T .

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Kubernetes APl Overview

$ kubectl get pods --all-namespaces -v=7

10428 19:34:42 Config loaded from file: /<YOUR_HOME>/.kube/config
10428 19:38:05 GET https://<YOUR_KUBERNETES_API_ENDPOINT>/api/v1/pods

~ snip ~

10428 19:38:05 Response Status: 200 OK in 33 milliseconds

default nginx-deployment-7b758584f7-cqb6b 1/1 Running

kube-system coredns-5d4dd4b4db-8xdrn 1/1 Running

~snip ~

« Kubernetes APl = HTTP T® Kubernetes U — X Di{E%= gt
e kubectl = Kubernetes API EI RS CENTEBR T 77> b

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Kubernetes DEENFJ 01 X > M EFT IV s

« ¥TRAVERK - POST https://<K8s_API>/apis/apps/v1/namespaces/default/deployments

BT - PATCH https://<K8s_API>/apis/apps/v1/namespaces/default/deployments/<resource_name>
« YAML Hh'5 Request Body M4SN D

Ii_: \ $ kubectl apply ..

deployment.yaml

apiVersion: example/vl
kind: Deployment
metadata:

spec:
replicas: 3

dWsS



JisRENJ= Kubernetes APl DFRF

$ curl https://<YOUR_KUBERNETES_API_ENDPOINT>/

{

"paths": [
Il/apill ,
"/api/vl",

~ SNip ~

“/apis/apps/v1l",

"/apis/my-resource.toris.io",
"/apis/my-resource.toris.1io/v1",
"/metrics",
"/version"

]
5

¥ TFTEHBEMT RBAC ZE3ht L/zO—7)L Kubernetes 75 XA (CTETLTULET.
EESCFIFAD Kubernetes BRIB(CHITD RBAC ExNL (S5 < IEIERE T .

© 2020, Amazon Web Services, Inc. or its Affiliates.
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YisRE=NJ= Kubernetes APl DFRF

$ kubectl get mr --all-namespaces -v=7

10428 19:34:42 Config loaded from file: /<YOUR_HOME>/.kube/config
10428 19:38:05 GET https://<YOUR_KUBERNETES_API_ENDPOINT>/apis/my-resource.toris.io/v1

~ snip ~

10428 19:38:05 Response Status: 200 OK in 30 milliseconds

my-super-duper-resource Th13m

~ snip ~

o JLER=MJ= Kubernetes APl HIZ#ED Kubernetes APl [B4K(C kubectl TIR{/E T3

« Kubernetes =41 — X (Pods, Deployments...)/2lF T3 <HBDOIY —X %=
TEL. TNS5% kubectl + YAML CTEBIBTE3

dWsS

© 2020, Amazon Web Services, Inc. or its Affiliates.



Kubernetes D—BHAIESHT IO A M EFT IV (mm)

Amazon DynamoDB

Kubernetes control-plane

DynamoDBTable Controller

$ aws dynamodb create-table \ @

——table—-name MyTable ...

|§_: \ $ kubectl apply ..

apiVersion: example/vl
kind: DynamoDBTable

ddbtable.yaml

spec:
tableName: MyTable
indexName: ...

c-m

DynamoDBTable

5
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Kubernetes AP1 DRRFRBIRILREIRTGIE

1. Aggregation Layer (APl aggregation / AA)

- The aggregation layer allows Kubernetes to be extended with additional APlIs,
beyond what is offered by the core Kubernetes APIs. [1]

- (BER) 70T —>3> L1M7 —ICL>T API DiENNE Kubernetes
YRR BIEE 78D . Kubernetes 177 API hMigH 9 dtkge =B X I
Bégef =R TS E 9

2. Custom Resources (CustomResourceDefinition + Custom Controller, CRD)
- Custom resources are extensions of the Kubernetes API. [2]
- (&3&R) hRHFLVUY—XI[Z Kubernetes APl DILER T 9

[1]

[2]
aAWS


https://kubernetes.io/ja/docs/concepts/extend-kubernetes/api-extension/apiserver-aggregation/
https://kubernetes.io/ja/docs/concepts/extend-kubernetes/api-extension/custom-resources/

Kubernetes AP1 DRRFRBIRILREIRTGIE

@ -

dWsS


https://kubernetes.io/ja/docs/concepts/extend-kubernetes/api-extension/apiserver-aggregation/
https://kubernetes.io/ja/docs/concepts/extend-kubernetes/api-extension/custom-resources/

Kubernetes APl DR IRILIREIR T EDIEL

1. Aggregation Layer (APl aggregation / AA)
- Kubernetes @ RESTful API £UTDUY —ZAZER(TENNBIRE

- &< Ey=1A

2. Custom Resources (CustomResourceDefinition, CRD)
- Kubernetes EUCDUY—RX = {ER(TENT]EE
- e.g. BIIh@® “kind: DynamoDBTable”
- Kubernetes UY) —X (& Kubernetes RESTful APl ®DUY —X & UTERIR
cNdfice. FEREUTAPIUY—XXHEINEND

X Custom resource 2T CTIFEICT —HZ ANDFEICUMRSIRVLES. Z2< DT — AT Custom

controller x EZXRXOSwW IEZXED =8 (T
LA



1. Aggregation Layer ([C& 3 Kubernetes API Hi5&p

Kubernetes control-plane

Amazon
API Gateway AWS Lambda  Amazon DynamoDB

Proxies requests .
. Response

. TF 5k U7z Kubernetes APl UY — XDkHAb A ML —=(C eted SN DT—5FY — X% F

I

()
\l

FHUTZWI —X

SAEHYIR Kubernetes UY — X (CFF1E LIRWWANRL —=3 > (e.g. logs, exec)’zEE U

W —X
. SMIMBOII> bO—S(control loop)ZERE I B EHEL)

X ERRDE S APl aggregation TlEI— RZET(XFFRATHETEDEH. IRATIRS Custom Resource EDIEAENTE(CKDEREOIEE
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1. Aggregation Layer [C&Kd Kubernetes API H:55&4)

1. Metrics Server [1]
- Horizontal/Vertical Pod Autoscaler (HPA/VPA), kubectl top

- In-memory 7 JUS—<3>

2. Service Catalog 12;

3 CR + Custom Controller €7 )LICEITHT. IRITD Aggregation Layer ZFAHUZ/\—=3 > (&
2020/07 TH/MR— MMET

[1]
[2]
dWsS


https://github.com/kubernetes-sigs/metrics-server
https://github.com/kubernetes-sigs/service-catalog

2. CR + Custom Controller [C& D Kubernetes API L5551

Kubernetes control-plane

Amazon DynamoDB

IE_— \ $ kubectl apply .. E
fdc.ibtable.yaml ] DynamoDBTable

provisions DynamoDB Table

: example/vl i '
: DynamoDBTaEle/ : @ $ aws cloudformation create-stack ..
. E c-m 6;
: MyTable :
P DynamoDBTable Controller
AWS CloudFormation

« Custom resource TDEDIEILWD(E ConfigMap DX SIRED T, EZXRXXOZvYO(E
¥¥/29°. Kubernetes APl MKHALRA ML —=THD eted ([TRIFSND

e Custom resource DEEE Y —ADEFRDREEZIIERE T EFTIESRKAOD YV I%
Custom controller & UCEET B EH—A%EY

dWs$s



2. CR + Custom Controller (C& B Kubernetes API LK

i. aws/aws-app-mesh-controller-for-k8s
- AWS App Mesh MUY — X% Kubernetes 7> XI5 EHE

apiVersion: appmesh.k8s.aws/vlbetal routes:

kind: VirtualService — name: route-to-svc-a
metadata: http:
name: my-svc-a match:
namespace: prod prefix: /
spec: action:
meshName: my-mesh weightedTargets:
virtualRouter: — virtualNodeName:
name: my-svc—-a-router weight: 1
listeners:
— portMapping:
port: 9080

protocol: http A

© 2020, Amazon Web Services, Inc. or its Affiliates.

dWsS


https://github.com/aws/aws-app-mesh-controller-for-k8s

2. CR + Custom Controller (C& B Kubernetes API LK

ii. godaddy/kubernetes-external-secrets

- AWS Secrets Manager (72 E)D Y — X% Kubernetes 75 XS D Secrets (C[E]HA
- Pod (Z3@&FE1ED Secret ZFFH T =D /ciEERY(C AWS Secrets Manager Z#lFB] g

Kubernetes cluster

my-external-secret.yaml /\ ........................................

# ~ snip ~ . | ExternalSecret

kind: ExternalSecret | !
metadata: | ExternalSecrets $ aws secretsmamanger \

name: my-external-secret OO @ get-secret-value ..

spec:
backendType: secretsManager
data: : upsert Secret

key: my-service/password i
name: password ; B¢
E secret

c-m

AWS Secrets Manager

dWsS


https://github.com/godaddy/kubernetes-external-secrets

2. CR + Custom Controller (C& D Kubernetes API L5

iii. aws/aws-service-operator-k8s [11

- “The ASO will allow ... users to create, update, delete and retrieve the status of objects
in AWS services such as S3 buckets, DynamoDB, RDS databases, SNS, etc. using the
Kubernetes API ..."”

- amazon-archives/aws-service-operator M v2 &UL\DIIBAE CIRERFER (2]

Iv. aws/amazon-sagemaker-operator-for-k8s [3;

- “Amazon SageMaker Operators for Kubernetes are operators that can be used to
train machine learning models, optimize hyperparameters for a given model, run
batch transform jobs over existing models, and set up inference endpoints.”

[1]
[2]

[3]
dWs$s


https://github.com/aws/aws-service-operator-k8s
https://github.com/aws/aws-service-operator-k8s/blob/master/docs/background.md
https://github.com/aws/amazon-sagemaker-operator-for-k8s

2. "Operator” Pattern - a semantic pattern of CR + Custom controller

- CoreOS T HMEMIE U /= Kubernetes 558/ N5 — > [1]

- CR + Custom Controller (C & Kubernetes TF?E?'U_EGDETCEﬁ(L_TPO

T —=>3 2/ XA EBOEMMEZ 1— FEX B9 D/\
SH—"% “Operator” EFUN (% R+ CCEERTART ‘Operator” &U¥/5\AQET?T?5)

B280D CR + Custom Controller E£([C KD T =ND Z EE—f%RY
- e.g. DT —HINR=—ADTY h7vT, )I\woOr7vT, UXRNFEZNEN
{&RBD CR + Custom Controller T2

- Operator Hub [2]

- "“The registry for Kubernetes Operator”

- Launched by Red Hat “in collaboration with AWS, Google Cloud, Microsoft"
(Feb. 28, 2019)

[1] (Nov. 03, 2016)

o aws


https://coreos.com/blog/introducing-operators.html
https://operatorhub.io/

CR + Custom Controller [C&D
Kubernetes APl DL

\ aws
N



Kubernetes APl Dii5E — Demo

Kubernetes J Y — X f&5| Kubernetes A =1 h&

apiVersion: foo.bar/vl
kind: HuelLight
metadata:

name: hallway-light

namespace: entrance

spec:

name: hallway 1
brightness: 254 J

hue-light.yaml Philips Hue Bulb Light

Kubernetes 4 81Z= /]
(Hue S hHRE TN TL\DEBEDEAE]) Hue S bOD&BIEAD =

dWsS



Kubernetes APl Dii5E — Demo

Kubernetes control-plane Home

| — $ kubectl apply .. E @
s— s ¢

Philipé Hue
Bulb Light

hue-light.yaml

HuelLight | . Hue Bridge

apiversion: foo.bar/vi | % vk

kind: HueLight ] 69 i
metadata: - ' :
] controls light
name: hallway-light : @ gLt .on/off _ ’
c-m

namespace: entrance — Retrieve/set brightness

spec: i ; PHILIPS "
name: hallway : HueLight Controller : Philips Hue
brightness: 254 ! d ! !’ alict Remote API

* Huelight A0 > 12 MER/EF/HIBR = 4T/ =ZE/HAT
« TFEHR(CYNIES A hOHDScZzHR L. EE LRI DIGS(EMIES A bOHD == EHh

dWsS
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Demo - hue-lights-controller

=8 (3 HueLight UY —XNEE 72 YAML ZZ apply U725
F‘"Fd)jzr MYRITUTZ DRSS =HEE

DO TIEDHETE=NIZD

EWVWDAS v LIRT A

=22 D 2

S O
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Kubebuilder ZFIHUZHFEZ(IUHD

$ mkdir my-new—-controller && cd $_

$ kubebuilder init —--domain toris.io ——license apache2 ——owner Tori

$ kubebuilder create api —-—group home—automation —-version vl —-kind HuelLight
$ vi api/v1l/huelight_types.qgo

$ vi controllers/huelight_controller.go

$ make install && make run

$ cat config/samples/home—automation_vl_huelight.yaml | kubectl apply —f -

% See also the Kubebuilder's Quick Start

dWsS


https://book.kubebuilder.io/quick-start.html
https://github.com/kubernetes-sigs/kubebuilder

Pitfalls




Pitfalls

- Kubebuilder, Operator SDK (1]
- Kubebuilder. Operator SDK 7' CRD + CC EE(CKLFIH=ND

- & &EB controller-runtime & controller-tools 2,31 ZFIFHLUTHED. &1
FNDOEF/I\—=3> (4 v0.6.0 & v0.3.0 (2020/04/30 BE5)

- SIS EIRENEEN A BN 53

- Kubernetes VS5 XNV —XZfB 1> bO—SFEEKDEHL T
- e.g. Hue 51 bEAENIEL CTLVES ? SEMDERD AT Y FZ)>TCTU
£ D TLVZ5 ? Philips Hue Remote API BN —BFBY(CARFRAC DD ?
- e.g. DynamoDB Table Z AWS MC THIFRLUTCUFE D> TCWEE EDVLDEE)
ZERBDNE ? AWS APl iloXO0w KU D02 TIEBESTD?
- e.g. EFREFICHICUTORWVWEDZIRD &L ?

—

[1]

L2,5] aws


https://github.com/operator-framework/operator-sdk
https://github.com/kubernetes-sigs/controller-runtime
https://github.com/kubernetes-sigs/controller-tools
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= Yall.)

- Kubernetes ZZRI{t I DI E VLRI EEHE E—E S DT T LA A

> hEFTIL

- Kubernetes API DL5R57A(C (& Custom Resource & Aggregation

Layer "D
- W5 EBIC Kubernetes KARDRERE(C(IFZANT (CTSHTILIE AP
YRV EIEE

- ZREMBRCEETEFTICIESESAHD

- BHE(CENDETZ Kubernetes DILE CTIHE D PaaS i+ LT 5N
- AREEAHODIRAMEBEESDTHNIL
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Thank you!

\
Tori Hara
W toricls &




