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manage access to your 

AWS resources
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Why organize your AWS 
resources? 



Security boundaries



Relationships



Identification



Automation



Cost allocation

Break down cost by multiple dimensions

• Cost center

• Business unit

• Customer

• Project

• Application

• Environment
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AWS tagging



What are tags?

Tag key Tag value

cost-center 193384

environment PRODUCTION

project hermes

application-id xyz456

AWS Resources
AWS Tags



Tag naming and limits

Each resource can have a maximum of 50 tags

System created tags that begin with aws: are reserved

For each resource, a Tag key must be unique

Each tag key can have only one value



Tag naming and limits

Tag key Tag value

song-name supercalifragilisticexpialidocious

1-128 UTF-8 chars 0-256 UTF-8 chars

Letters, numbers, spaces representable in UTF-8, and 

the following characters:

_ . : / = + - @



Tag naming and limits

Tag keys and values are

case sensitive

Use the same convention for all tags company-wide
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Tagging use cases



Tags for cost allocation

app=foo-bar

cost-center=761015

env=PROD

Cost Center $

761015 1839.44

851274 373.85
cost-center=851274

Application $

foo-bar 132.43

Environment $

PROD 4362.43



Tags for automation

EC2 Instance

Key Value

auto-shutdown TRUE

env DEV

schedule weekdays

Automated Start-Shutdown



Tags for access control

Key Value

access-project my-site

Key Value

access-project my-site



Tags for organizing EC2 Console RDS Console

S3 Console Lambda Console



Organize resources

EC2 Console

$ aws ec2 describe-instances --filters Name=tag:env,Values=PROD

env=PROD
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Resource groups



▪ Automate task on a large number of resources

▪ Applying updates or security patches

▪ Updating applications

▪ Opening or closing ports to network traffic

▪ Collecting specific log and monitoring data

Resource groups

AWS service to organize resources



Resource groups – Tag based

Region

Subnet

Subnet

Availability Zone

Identifier Tag: Name Service Type

i-0b069bd045d069 Webserver10 EC2 Instance

i-9610c90c9450c90 Webserver20 EC2 Instance

my-app-bucket Production Data S3 Bucket

database-1 My DB Cluster RDS DBCluster

… … … …

Subnet

Subnet

Availability Zone

Group type and 

grouping criteria

Tag based

All supported resource types

Tag

s:
env: PROD

app: MYAPP



Resource groups - CloudFormation

Region

Subnet

Subnet

Availability Zone

Identifier Tag: Name Service Type

i-0b069bd045d069 Webserver10 EC2 Instance

i-9610c90c9450c90 Webserver20 EC2 Instance

my-app-bucket Production Data S3 Bucket

database-1 My DB Cluster RDS DBCluster

… … … …

Subnet

Subnet

Availability Zone

Group type and 

grouping criteria

CloudFormation stack based

All supported resource types

Stack:

my-site-prod

CloudFormation



Service Integration details

CloudFormation Provision and organize resources at the same time

CloudWatch View metrics and alarms for a single resource group

DynamoDB Create, edit, and delete groups of tables

EC2 dedicated host Launch instances into resource groups

EC2 capacity reservations Launch instances into resource groups with capacity reservations

License Manager Manage licenses of your dedicated host groups

Resilience Hub Discover applications defined using resource groups

Resource Access Manager Share host resource groups across accounts

Service Catalog App Registry Applications are automatically added to a resource group

Systems Manager Gather insights and take bulk actions on resource groups

VPC Network Access Analyzer Specify sources and destinations using resource groups

Resource groups integrations
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Resource groups demo
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Slide holder for demo video
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Tagging best practices



Tagging best practices

• Use tags consistently

• Define tag value proposition

• Focus on required tags

• Start small; less is more

• Adopt a standard for tag names

• Align tags with financial dimensions

• Avoid multi-valued tags

• Integrate with other data sources



Automate tagging

• CloudFormation

• Resource tags

• Service Catalog

• TagOption libraries

• AutoTags

• Tagging solutions

• Cloud Custodian

• CloudTrail + Lambda



Tag governance process

• Impact analysis

• Tag request approval

• Add, change, or deprecate tags

• Monitoring and remediation

• Missing or incorrect tags

• Report tagging metrics and key process indicators
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Tag Editor



Remediate untagged resources

Resource Groups Tagging API

Tag Editor

AWS Config

$ aws resourcegroupstaggingapi tag-resources \
--resource-arn-list arn:aws:s3:::MyProductionBucket \
--tags Environment=Production,CostCenter=1234

required-tags



• Find resources to tag

• View and edit tags for selected resources

• Export results to CSV

Tag Editor
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Tag Editor demo



Slide holder for demo video
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Tag policies



Tag policies

“When tag key ‘env’ is attached to a resource, tag key must 

be lowercase and tag value must be PROD, TEST, or DEV” 

Tag key Tag value Compliant

Env PROD NO

ENV TEST NO

env prod NO

env PROD YES



AWS Organizations

Tag policies

Management Account

Organizational Unit

Account Account

Attach tag policy to root, organizational 

unit, or account
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Tag policies demo



Slide holder for demo video
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AWS Resource Access Manager



• Securely share resources across AWS accounts

• Share within AWS Organizations, IAM roles, and IAM users

• Reduce operational overhead

• Improve security and visibility

• Optimize costs

AWS Resource Access Manager



AWS Organizations

Infrastructure OU

Networking Account

Workloads OU

App A Account

Private subnet

App B Account

Private subnet

Transit Gateway



AWS Organizations

Infrastructure OU

Networking Account

Workloads OU

App A Account

App B Account

Private subnetPrivate subnet
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Resource Access Manager 
demo



Slide holder for demo video
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Thank you!


