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Explore, organize, and
manage access to your
AWS resources
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Why organize your AWS
resources?
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Security boundaries
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Relationships
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Identification



Automation
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Cost allocation

Break down cost by multiple dimensions

Cost center

Business unit

 Customer /

2.8

* Project l

‘

Application

Environment



AWS tagging
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What are tags?

AWS Tags
AWS Resources J
LEL LG Tag value
{ F b
environment PRODUCTION

II__i} application-id xyz456
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Tag naming and limits

Each resource can have a maximum of 50 tags
System created tags that begin with are reserved
For each resource, a Tag key must be unique

Each tag key can have only one value
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Tag naming and limits

Tag key Tag value
song-name supercalifragilisticexpialidocious

1-128 UTF-8 chars 0-256 UTF-8 chars

Letters, numbers, spaces representable in UTF-8, and
the following characters:
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Tag naming and limits

Tag keys and values are
case sensitive

Use the same convention for all tags company-wide
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Tagging use cases
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Tags for cost allocation
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761015 1839.44

app=foo-bar cost-center=851274
851274 373.85
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cost-center=761015 EIEHOE]; [HRAE
iy . '——l . iy . '——l @"'.,. Environmen t $
[yt §<> [t @¢ [t §¢ [t <> PROD 4362.43

env=PROD
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Tags for automation

Key Value

auto-shutdown TRUE

| env DEV
| 1:} schedule WL GEVS

|

I\

Automated Start-Shutdown

EC2 Instance
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Tags for access control
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"Action": [
"ec2:5tartInstances",
"ec2:5topInstances"”

1,

"Resource": [
"arn:aws:ec2:x:x*x:instance/*"

1,

"Effect":"Allow",

"Condition":{
"Str'inﬂ:ﬂll:n'l clts f

"ec2:ResourceTag/access-project":"${aws:PrincipalTag/access—-project}"

}
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Key

Value

access-project

my-site
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Key

Value

access-project

my-site




Tags for organizing
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Organize resources

_______________________________________________________________________________________________________

Instances (1/1) o —

Q

env: PROD X Clear filters

Name Instance ID Instance state Instance type Status check

web server [4 i-0b069bd09610c945d © stopped @Q t3.small =

$ aws ec2 describe-instances --filters Name=tag:env,Values=PROD
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Resource groups
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Resource groups

AWS service to organize resources

= Automate task on a large number of resources

= Applying updates or security patches

i1l D”l4 ]

= Updating applications

= Opening or closing ports to network traffic

®
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= Collecting specific log and monitoring data @




Resource groups - Tag based

Availability Zone

Availability Zone

Tag based

All supported resource types

i [§]| Subnet i i [§]| Subnet i

" B8] subnet i . B8] Subnet i env: PRO D

: + : : :

1 + : 1 : O

e = . ; app: MYAPP
Identifier Tag: Name Service Type
i-Ob069bd045d069 Webserver10 EC2 Instance
i-9610c90c9450c90 Webserver20 EC2 Instance
my-app-bucket Production Data S3 Bucket
database-1 My DB Cluster RDS DBCluster
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Resource groups - CloudFormation

Availability Zone

Availability Zone

. CloudFormation

CloudFormation stack based

All supported resource types

i [g] Subnet i i [§] Subnet i

el 5] e 5] Stack:

i [§]| Subnet i i [§] Subnet i my Slte prOd
Identifier Tag: Name Service Type
i-Ob069bd045d069 Webserver10 EC2 Instance
i-9610c90c9450c90 Webserver20 EC2 Instance
my-app-bucket Production Data S3 Bucket
database-1 My DB Cluster RDS DBCluster
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Resource groups integrations

Service
CloudFormation
CloudWatch
DynamoDB
EC2 dedicated host
EC2 capacity reservations
License Manager
Resilience Hub
Resource Access Manager
Service Catalog App Registry
Systems Manager

VPC Network Access Analyzer

Integration details
Provision and organize resources at the same time
View metrics and alarms for a single resource group
Create, edit, and delete groups of tables
Launch instances into resource groups
Launch instances into resource groups with capacity reservations
Manage licenses of your dedicated host groups
Discover applications defined using resource groups
Share host resource groups across accounts
Applications are automatically added to a resource group
Gather insights and take bulk actions on resource groups

Specify sources and destinations using resource groups




Resource groups demo
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B & @ ohor

% Resource Groups & Tag Editor

= AWS Resource Groups Saved resource groups Create new group
Create query-based group

Group type

Select a group type to define a group based on resource types and tags, or create a group based on your existing CloudFormation stack.

O Tag based CleudFarmation stack based

Group resources by specifying tags that are shared by the resources. § Create a resgurce group based on

n existing CloudFormation stack. The group will have the same logical structure as the stack.

Grouping criteria
Define a group based on resource types and tags.

Resource types

All supported resource types

Tags

Q Q Add

Preview group resources

Group resources

Q 1 S

Identifier [ g Tag: Name v Service v Type v Region v Tags v

To see resources, click the Preview group resources button,

Group details

Group name

Maximum 300 characters. Must contain onk ters, numbsers and hyphens.

Group description - eptional

2rs. It can only contain le bers, hyphens, underscores, de

» Group tags - optional

d here will not be applied to group resouwrces,

only the resource group itself,

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookle preferences



Tagging best practices
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Tagging best practices

« Use tags consistently

« Define tag value proposition

* Focus on required tags

e Start small; less is more

« Adopt a standard for tag names

« Align tags with financial dimensions
« Avoid multi-valued tags

* Integrate with other data sources
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Automate tagging

* CloudFormation
* Resource tags
 Service Catalog
* TagOption libraries
* AutoTags
* Tagging solutions
* Cloud Custodian
* CloudTrail + Lambda
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Tag governance process

Impact analysis E 0

Tag request approval

« Add, change, or deprecate tags

Monitoring and remediation

* Missing or incorrect tags

Report tagging metrics and key process indicators

aws
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Tag Editor
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Remediate untagged resources

Resource Groups Tagging API

$ aws resourcegroupstaggingapi tag-resources \
--resource-arn-1list arn:aws:s3:::MyProductionBucket \
--tags Environment=Production,CostCenter=1234

Tag Editor

Tag Editor

Find resources to tag

You can search for resources that you want to tag across regions. en, you can a remove, or edit ta Or resources

AWS Config

required-tags

Resource types

Tags — Optional

Q

Type the tag key and optional values shared by the resources you want

aws
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Tag Editor

« Find resources to tag

 View and edit tags for selected resources

« Export results to CSV T (el =)

1 _F




Tag Editor demo
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¥ Resource Groups & Tag Editor
AWS Resource Groups
Resources

Create Resource Group

Saved Resource Groups

Tagging
Tag Editor

Tag Policies

What's new

Feedback

Tag Editor

Find resources to tag

You can seareh for ressurces that you want to tag across regions, Then, you ean add, remave, ot edit tags for resaurces in your search results, Learn more

Regions

us-east-2

Resouree types

v
Tags - Optional
Q
Type the tag k!‘.',' and optional values shared by the resources you nt to search for, and then choose Add or press Enter.
Resource search results
Chaoose up to 500 resources for which you want to edit tags.
Identifier [7 = Tag: Name v

Service v

To see results, click the Search resources button,

Type

Region

Add

Search resources

v Tags

2022, Amazon Web Services, Inc. or its affiliates.

Privacy

Terms

Cookie preferences




Tag policies
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Tag policies

“When tag key ‘env’ is attached to a resource, tag key must
be lowercase and tag value must be PROD, TEST, or DEV"

{

"tags': { ;
venv': { Tag key Tag value Compliant
"tag_key": {
"@@assign’: “"env"” Env PROD NO
k
"tag_value": {
“@@assign": | ENV TEST NO
"“PROD",
~DEVT, env prod NO
"TEST"
env PROD YES




Tag policies {

”tags": {
llenvll: {
"tag_key": {
ﬁ% AWS Organizations | "eeassign”: "eny’
"tag_value": {
"@Eassign": [

"PROD",
IIDEVII'
“TEST"

Management Account

Organizational Unit

/\ Attach tag policy to root, organizational

unit, or account

Account Account

aws
~—



Tag policies demo
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@ AWS Organizatons

C & console.aws.amazon.com

Q s fors feat g tions (E2] L @ Global ¥ Admin/labatf-Isengard @ 1557-9793-1174 ¥

@ Resource Groups & Tag Editor

AWS Organizations X AWS Organizat

v

AWS accounts Policies

Services
Policies in AWS Organizations enable you to manage different features of the AWS accounts in your organization. Learn more [

Poligies
Settings Supported policy types

Get started

Policy type - Status

Organization 1D
Al services opt-out policies

9knht Artific

@ Enabled

intelligence (A)) servi

u to control wi

Lear

Backup policies
Backup po!

s enable you to deplay your organization's @© Enabled

nization-wide backup plans to help ensure compliance acro

accous

ing policies helps ensure co

Service control policies

ervice control policies

@© Enabled

© Enabled

ation, You €an use

1 more [

rees across y

be capitatized) and their atlowed values. L
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AWS Resource Access Manager
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AWS Resource Access Manager

« Securely share resources across AWS accounts

« Share within AWS Organizations, 1AM roles, and IAM users

« Reduce operational overhead 1 F

=
« Improve security and visibility == @

« Optimize costs




AWS Organizations

goo
04| Infrastructure OU EFCA) Workloads OU
I:IA . A
o | Networking Account | - |P5| App A Account
e i
P e
Transit Gateway I:ICA) App B Account
\i\
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AWS Organizations

04| Infrastructure OU EFCA) Workloads OU
A ) i A
Lo | Networking Account | . |IBPo App A Account

App B Account

________________________________________________________________________________________________________________________
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Resource Access Manager
demo
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© RAM Conscle x +

€ C & us-east-2.coNs0le.aWs.AMAZON X

aws

@ Resource Groups & Tag Editor

Resource Access
Manager

¥ Shared by me
Resource shares
Shared resources

Principals

¥ Shared with me
Resource shares
Shared resources

Principals

Permissions library New

Settings
k

AWS Resource Access Manager

Share AWS resources with other AWS accounts.

How it works

‘rﬁ/\

(=
AWS Resource
Access Manager
Share resources across
AWS accounts or AWS

Organizations by creating
a Resource Share

Select Resources
Select the resource(s) that
you would like to add to a

Resource Share

Specify Principals
Specify account(s), OU(s)
or Organization which can
access the resources in the
Resource Share

Share Resources
The specified principals will
now have access to resources
in the Resource Share

Start sharing your AWS resources with other
accounts

Pricing

AWS RAM is offered at no additional charge. There
are no setup fees or upfront commitments.

More resources [3

What is AWS Resource Access Manager?
Getting started

Documentation

Your AZ ID

Gl ¥ (0} Ohio ¥

»

Admin/labatf-lsengard @ 1557-9793-1174 ¥

AZ IDs provides a consistent way of identifying
the location of a resource across all your accounts.
This makes it easier for you to provision resources
centrally in a single account and share them
across multiple accounts,

The following table shows you the AZ IDs for
availability zones in this region

Use cases AZ Name AZID
Manage resources centrally in a multi-account environment Increase efficiency, decrease costs us-east-2a use2-az1
Create resources centrally and use RAM to share them to benefit from a simplified RAM enables you to efficiently use your resources across accounts in multiple
resource management experience in a multi-account environment. parts of your company, improving utilization and driving costs down. us-east-2b Use2-az2

us-east-2c use2-az3

Stay compliant

You can use RAM to easily share standard building blocks to enable compliance
and maintain consistency across accounts.

Benefits and features

Reduces operational overhead Visibility and auditability

Through integration with AWS CloudWatch and AWS CloudTrail, RAM provides
comprehensive visibility into shared resources and accounts.

Create resources centrally, and use RAM to share those resources with other
accounts. This eliminates the need to provision duplicate resources in every
account, which reduces operational overhead.
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Thank you!
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