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Reduced risk

Operational

efficiency

Speed

Agility

Reduced operational burden by 
removing undifferentiated heavy lifting

Consistent environment improves 
developer velocity

Automation increases speed and ease 
of testing and iterating

Uniform security across environment, 
maintained with automation

Why customers adopt containers
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Container deployment production/non-production
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Source: Container Infrastructure Software Survey, IDC, December 2021
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Drivers to deploy containers
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What were the primary drivers that caused your organization to initially deploy containers and Kubernetes?

Source: Container Infrastructure Software Survey, IDC, December 2021



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

Drivers to deploy containers
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What were the top challenges when deploying containers and Kubernetes

Source: Container Infrastructure Software Survey, IDC, December 2021

Security is a 

top driver and

a top challenge
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What are best practices for 
securing container workloads 
running on AWS?
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Amazon GuardDuty for  
EKS Protection 
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Amazon GuardDuty – expanded coverage for EKS
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Amazon EKS control plane API and audit logs

Kubernetes control plane API – HTTP API to query and manipulate the state of API objects in 

Kubernetes

Pods, Namespaces, ConfigMaps, Events

Audit logs provide information on API interactions

• What happened?

• When did it happen?

• Who initiated it?

• On what did it happen?

• Endpoints, pods, configmap, etc.

• Where was it observed?

• From where was it initiated?

• To where was it going?
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What can GuardDuty for EKS detect with audit logs
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Persistence

ContainerWithSensitiveMount

MaliciousIPCaller

MaliciousIPCaller.Custom

SuccessfulAnonymousAccess

TorIPCaller

Policy

AdminAccessToDefaultServiceAccount

AnonymousAccessGranted

ExposedDashboard

KubeflowDashboardExposed

Execution

ExecInKubeSystemPod

Privilege Escalation

PrivilegedContainer

Credential Access

MaliciousIPCaller

MaliciousIPCaller.Custom

SuccessfulAnonymousAccess

TorIPCaller

Defense Evasion

MaliciousIPCaller

MaliciousIPCaller.Custom

SuccessfulAnonymousAccess

TorIPCaller

Discovery

MaliciousIPCaller

MaliciousIPCaller.Custom

SuccessfulAnonymousAccess

TorIPCaller

Impact

MaliciousIPCaller

MaliciousIPCaller.Custom

SuccessfulAnonymousAccess

TorIPCaller

Currently 27 finding types
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Account ID

Account ID

GuardDuty EKS findings detail
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Remediation of GuardDuty for EKS Protection findings

• Make cluster API endpoint private

• If public is a must, then white list specific CIDR IP addresses

• Review and revoke unnecessary anomalous access

• Reverse actions taken – where appropriate

• Rotate credentials and secrets of impacted users

• Isolate pods, revoke pod credentials, and gather data for 

forensics

• Terminate pods or nodes

• Patch container image and re-deploy
12

GuardDuty Kubernetes remediation guidance: 

https://docs.aws.amazon.com/guardduty/latest/ug/guardduty-remediate-kubernetes.html

EKS security best practices:

https://aws.github.io/aws-eks-best-practices/security/docs/

Automate

wherever 

you can
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Where can you use GuardDuty for EKS Protection?
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Development

EKS 

Cluster
GuardDuty

Test

EKS 

Cluster
GuardDuty

Production

EKS 

Cluster
GuardDuty

Sandbox

EKS 

Cluster
GuardDuty

Security

GuardDuty

AWS CodePipeline

Deployment Pipeline
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Amazon Inspector
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Amazon Inspector – How it works

15



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. 

How Inspector scans container images

• Retrieve the image from ECR

• Extract each layer of the image

• Look at OS and the installed packages

• Look through the file system for other files

• Compare against vulnerability database

16
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Inspector findings for container images

• Available in Inspector & Amazon ECR consoles

• Repositories configured for continuous scanning:

• All findings closed 30 days after image was first pushed to the repo

• No further scanning of the image occurs

• Repositories configured only for scan on-push:

• Findings will remain open until the image is deleted

• Closed findings are deleted after 30 days

• Deleting an image closes the associated findings

17
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ECR scan results in Inspector
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ECR Scan results in Inspector – by container image
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Account ID
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ECR Scan results in Inspector – container image findings
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Account ID

Account ID

Account ID
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ECR Scan results in Inspector – image layer findings
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Account ID

Account ID
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ECR Scan results in Inspector – image layer findings
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Account ID

Account ID

Account ID
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Remediating Inspector container findings

Delete the image in the ECR repository

Closes associated findings

Publish an updated image
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Using Inspector and container image scans

Build Stage
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AWS Code Pipeline

Security monitoring

AWS Security Hub

Findings

Build

image

Build

Amazon ECR

Registry

Image

Scan

Results

AWS

CodeBuild

Amazon 

Inspector

Amazon GuardDuty
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Inspector notifications for container image scans
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Amazon Elastic Container 

Registry (Amazon ECR)

Image

Amazon Inspector Amazon EventBridge

Scan Status 

Event

Push

Event
Amazon EventBridge Target Service
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Inspector container scan events
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{

"version": "0",

"id": "20d26d65-e3a7-14d5-9e27-e71a63f889ad",

"detail-type": "Inspector2 Coverage",

"source": "aws.inspector2",

"account": "<account ID>",

"time": "2022-01-21T21:14:49Z",

"region": "us-east-1",

"resources":

[

"arn:aws:ecr:us-east-1:<account ID>:repository/ictu/sha256:0298122deacefd0cxxx"

],

"detail":

{

"scanStatus":

{

"reason": "SUCCESSFUL",

"statusCodeValue": "ACTIVE"

},

"eventTimestamp": "2022-01-21T21:14:44.588013Z"

}

}
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Deploying containers post Inspector scan – verify and 
deploy
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Check 

Inspector 

Results

Trigger Container 

Deploy

Results 

OK?
D  ’  

Deploy

No

Yes
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Inspector container scanning – stage to deploy
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Staging ECR 

repository

Image

Amazon Inspector Amazon EventBridge

Check 

Inspector 

Results

Deploy ECR 

repository

Results 

OK?
D  ’  

Move

No

Yes

Deploy
Amazon Inspector

Important !!

Monitor Inspector 

findings from both 

repositories.
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How can you use Inspector and container image scans –
Multi Account

SecurityAccount

Amazon Inspector

Registry

Build Account

Registry

Amazon Inspector

Prod Account

Amazon Inspector

Amazon 

EventBridge

Events

EC2

EC2

EC2

Amazon 

EventBridge

Findings
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AWS Security Hub
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Security Hub with GuardDuty and Inspector
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Security Hub, Inspector, & GuardDuty – Multiple Accounts
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Security Account

Account 1 Account 2 Account 3

AWS Security Hub

Inspector

GuardDuty

EKS

GuardDuty

Security HubSecurity Hub

EKS

Registry

Registry

EC2

EC2

EKS

Inspector

GuardDuty

Security Hub

Amazon 

EventBridge

Findings
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Using Security Hub to aggregate and prioritize

• View findings across multiple accounts and regions

• View findings for one resource from multiple sources

• Include findings from 3rd party products and your custom checks

• Security standards to help confirm best practice compliance 
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Thank you!
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