
Adopting a Cloud Access 
Security Broker (CASB) for 
Your AWS Environment
Learn how CASBs can help secure your  
Amazon Web Services (AWS) footprint.



AWS Marketplace Introduction

As more organizations move to the cloud, they should be proactive in securing their cloud applications and  
AWS footprint. CASBs provide a comprehensive level of visibility, compliance, and data security during that journey. 
In this whitepaper, SANS analyst and senior instructor, Kyle Dickinson discusses ways to integrate CASBs into your 
organization, common functionalities found within CASB platforms, and how CASBs can aid organizations in securing 
their footprint in the cloud.

Building on Dickinson’s perspective, AWS Marketplace will share how you can apply this process to your  
AWS environment. They will provide an introduction to relevant software seller solutions that can enable your  
security posture. Finally, McAfee will be featured as an available option that can facilitate your CASB adoption  
and enhancement strategy.

The featured McAfee solution for this use case can be accessed in AWS Marketplace:

McAfee MVISION Cloud + Enterprise 
Products (EDR and Protect) 
A single platform for visibility, 
comprehension, and control across  
your digital estate.

https://aws.amazon.com/marketplace/pp/B07SKBHJXR?qid=1575568554958&sr=0-4&ref_=srh_res_product_title


Introduction

With the explosive rate of enterprises moving toward the use of cloud service 
providers (CSPs), organizations are seeking new methods and best practices to 
implement security controls in cloud environments. Many organizations have already 
securely and successfully migrated their productivity suites and web applications. 
Now they are moving their business-critical and highly sensitive systems, including HR 
applications, customer relationship manager (CRM) systems and enterprise resource 
planning (ERP) software to the cloud. But how can they ensure that they’ve gained 
visibility through and through?

With the convenience provided by cloud access security brokers (CASBs) and the 
means to integrate with modern technologies, organizations can effectively secure 
their cloud-based data. In this paper, we discuss ways to integrate CASBs into your 
organization, common functionalities found within CASB platforms and how CASBs 
can aid organizations in securing their footprint in the cloud. We begin with CASB 
deployment types.
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Integrating CASBs

CASBs can be integrated into organizations in various ways. It’s up to each 
organization to determine which deployment method best fits its needs. As 
part of this decision-making process, organizations need to be aware that 
deployment types differ in the features and functionality they provide. The 
types of CASB deployments include:

•   API—This deployment mode, shown in Figure 1, allows organizations to 
integrate to their applications, and it requires no agents. However, the 
available APIs are limited to what the SaaS provider allows access to. 
With the API integration, organizations may not have the ability to do 
real-time prevention.

•   Forward proxy—Forward proxies redirect traffic destined to an 
application to the CASB (see Figure 2). This can leverage agents or 
proxy auto-config (PAC) files. To leverage a CASB as a forward proxy, 
organizations must have a solid strategy for managing endpoints 
because they must elastically deploy either the agent or PAC file. If your 
organization leverages BYOD, this deployment mode may be challenging 
to implement.

•   Reverse proxy—This method redirects traffic through a federated identity 
to a SaaS application. It integrates with existing identity providers and 
allows an organization to securely access its cloud applications for 
managed enterprise devices as well as BYOD. See Figure 3.

Organizations should consider consulting with the 
CASB vendor to better understand what features are 
available based on the deployment method they 
choose to integrate.
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Common CASB Capabilities

Similar to the NIST characteristics of cloud computing (on-demand self-service, 
broad network access, resource pooling, rapid elasticity and measure service),1 there’s 
something to be said about the common 
capabilities available within a CASB solution. Key 
capabilities that aid organizations in securing 
their cloud applications and AWS footprint 
include visibility, compliance, data security and configuration compliance (see Figure 4).

Comprehensive Visibility
When moving to CSPs and cloud applications, a degree of visibility may be lost, and 
that may depend on the type of logging available from the provider. Correlating the 
logs and data available can also prove to be challenging, especially across multiple 
providers and applications. A CASB assists organizations with the visibility of their 
cloud-based applications. By giving organizations insight into the security posture of 
their infrastructure-as-a-service (IaaS) environment, they also gain a better visibility 
with their SaaS footprint.

Security teams should be looking for patterns of misconfigurations within their 
Amazon Web Services (AWS) footprint or cloud applications. Examples could include 
whether there are stale users in the environment or whether cloud storage is allowing 
anonymous or public access. Teams should also be reviewing whether controls that 
have been put in place are taking effect and whether there are interactions with 
unauthorized applications. With an organization adopting multiple services that reside 
in the cloud, providing a comprehensive view to operations and security teams can 
reduce the complexity inherent in managing multiple SaaS applications. Because CASBs 
can integrate with the different cloud applications, including an AWS footprint, they 
provide security teams with a comprehensive view of the environment.

Auditing
CASBs can help make sense of AWS CloudTrail2 auditing data, including how to 
determine malicious behavior. They typically use machine learning (ML) to baseline 
normal behavior in an environment to reduce the number of false positives. Although 
it can take some time to establish this baseline, this step can help an organization 
secure its environment for the long term. Once this baseline has been created, the CASB 
can begin to alert for anomalous activity, such as an intern turning off multiple virtual 
machines from an IP address and location that he’s never used before to log in.
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1   “The NIST Definition of Cloud Computing,” NIST Special Publication 800-145, September 2011,  
https://csrc.nist.gov/publications/detail/sp/800-145/final#pubs-documentation

2   This paper mentions product names to provide real-life examples of how various tools can be used when integrating CASBs into cloud environments. 
The use of these examples is not an endorsement of any product.

https://csrc.nist.gov/publications/detail/sp/800-145/final#pubs-documentation
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CASBs can also evaluate an organization’s AWS footprint, including auditing data, so 
it has a better understanding of the activity occurring with the AWS footprint. This 
information is critical because the size of an organization can scale from tens to 
hundreds of accounts. With a CASB’s capability to perform user and entity behavior 
analytics (UEBA), security personnel can get a better understanding of behavior that 
deviates from the norm. Consider these examples:

•   Is it normal for David from Accounting to stand up multiple SQL databases in a day?

•   Should Marc the intern be deleting Amazon EC2 instances after hours?

•   Is someone logged in from multiple locations at the same time?

UEBA gives organizations the capability to trigger alarms 
for security operations centers (SOCs) to investigate 
such activities further. In addition, it allows them to 
understand whether there are opportunities for the 
organization to scale back local users, groups and 
permissions based on activity within the environment.

Data Security
When moving data to a third party’s infrastructure, data protection becomes a priority 
for organizations. CASBs afford key capabilities in a single tool: from understanding 
where your data resides, to determining which data is being transmitted back and forth, 
to uncovering object storage that does not offer malware detection. They integrate with 
cloud storage services such as Amazon Simple Storage Service (Amazon S3) and provide 
analysis of data as it is transferred to and from Amazon S3 storage.

Depending on how an organization integrates the CASB, the level of data security can 
vary. For example, CASBs may also offer integrations to existing endpoint data loss 
prevention (DLP) tools, such as McAfee DLP Endpoint and McAfee MVISION Cloud. This 
proxied connection accomplishes a very important task organizations must consider 
when moving assets to the cloud: DLP. Understanding 
what data is being transferred and where it is going 
becomes a unique challenge. Because of this, a CASB 
has an opportunity to aid in enforcing DLP policies, as 
well as providing malware detection for data that is 
coming to and from the organization’s AWS footprint or 
cloud applications. This is a desirable attribute of CASBs. 
With the rising popularity of SaaS-based productivity applications and the diminishing 
“castle walls” of the organization’s perimeter, it is wise to consider a solution to manage 
data flow in and out of the organization.
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With a CASB’s capability to perform UEBA, security 
personnel can get a better understanding of 
behavior that deviates from the norm.

When moving data to a third party’s 
infrastructure, data protection becomes a priority 
for organizations. CASBs afford key capabilities in 
a single tool.
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Configuration Compliance
With elasticity and self-service being a couple of the key characteristics of cloud 
computing, development staff need to be able to understand whether a workload’s 
configuration is adhering to a best practice. This is true both for those teams that are 
experienced and have been using AWS for several years and for new teams that are 
leveraging AWS for the first time.

A CASB can also provide:

•   Configuration reporting—A CASB can extend itself by evaluating AWS accounts, 
looking at the configuration(s) and aligning them to best practices such as 
discovering shadow IT cloud services. The Center for Internet Security (CIS) 
Benchmarks3 help organizations identify best practices.

•   Compliance reporting—To further the configuration reporting and aligning to best 
practices, a CASB can provide insight to the compliance status. Security personnel 
can also determine whether controls for SaaS applications are being enforced.

With a CASB monitoring configurations within our AWS footprint and cloud applications, 
security personnel can identify at-risk workloads and correct them, as well as gain 
understanding of additional applications that may be in use. A common at-risk 
configuration could be that multifactor authentication (MFA) is not enabled on an AWS 
Management Console user. The CASB can display an alert. For application discovery, ask 
if data is going to a data storage service that is not on a preapproved list of cloud-based 
storage or if you detect that data is going to another third-party service.

Use Cases

Table 1 provides three use cases and the features security teams can leverage with 
a CASB to address identified needs. These use cases are common for a CASB, and 
solutions can be addressed by AWS Marketplace partners such as Netskope and McAfee.

 

CASBs are growing in popularity, as the uses of cloud applications and IaaS are 
increasing. Being able to integrate security solutions into these platforms is becoming 
necessary for organizations that consume these modern technologies.
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8   Cloud Security Alliance, Top Threats to Cloud Computing: Egregious Eleven,  
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/

9   Cloud Security Alliance, Top Threats to Cloud Computing: Deep Dive,  
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-deep-dive/

3   Center for Internet Security, www.cisecurity.org/benchmark/amazon_web_services/

Table 1. Use Cases

Use Case 

I want to enforce DLP policies. 
 

What cloud applications are being 
used in the organization?

Are there unused identity and access 
management (IAM) groups in any of 
the organization’s AWS accounts?

How to Leverage 

Using a CASB in the API configuration allows the organization to enforce DLP policies to control its 
data based on signatures that it creates. The organization is also able to leverage the reverse proxy 
or forward proxy configurations to inspect data in transit and block data transfer violations.

Because a CASB is acting as a “middleman-as-a-service,” an organization is able to gain insight into 
other cloud applications. This helps the organization prevent shadow IT in the modern cloud world.

A CASB gathers this data directly from the organization’s AWS account. It does not need to utilize the 
different deployment models.

https://www.cisecurity.org/benchmark/amazon_web_services/
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Summary

Leveraging a CASB has several advantages for an organization. As an organization 
moves applications and data from an on-premises data center to the cloud, the 
number of applications that it can leverage grows constantly, as do the areas where 
data can reside. Strategizing how an organization is going to secure cloud-based 
Infrastructure, applications and data are a few of the pieces to consider when moving 
to the cloud. When determining what type of CASB deployment to use, an organization 
should consider what kinds of devices are within the organization, whether managed, 
unmanaged or both. An organization also needs to consider if it has the capability to 
manually and automatically push agents or configuration files to the workstation. Once 
an organization evaluates the deployment method and functionality, it possesses the 
ability to maintain the deployment it selected.
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Enhance your CASB 
deployment in AWS with 
third-party solutions. 

As CASBs continue to grow in popularity, it’s important to understand the value they can bring for organizations moving 
to the cloud. A CASB assists organizations by reducing complexity and providing a better understanding of their  
security footprint.

McAfee’s MVISION Cloud + Enterprise Products (EDR and Protect) is a CASB solution that helps organizations ensure that 
sensitive data is not lost, misused, or accessed by unauthorized users. For example, McAfee can be paired with Amazon 
Detective to provide rich, multi-faceted incident data for DLP/malware detection and user behavior and threat analytics. 
This combination goes beyond basic configuration issues to identify and resolve threats quickly and efficiently.

How AWS customers are leveraging McAfee to secure their environment 

McAfee MVISION Cloud provides a comprehensive set of services that help businesses reduce risk, ensure compliance, 
improve Internet security, and achieve operational efficiencies. Some ways that customers are leveraging McAfee 
MVISION as a CASB solution to enhance their security posture include: 

• Prevent data exfiltration:  McAfee MVISION offers organizations visibility into critical or sensitive data stored in
Amazon Simple Storage Service (S3) to assure proper protection of data used in their AWS environment. Its content
engine automatically classifies sensitive information. Then, it enforces controls to remove or quarantine sensitive
data and prevent data exfiltration via cloud-based email and messaging.

• Identify configuration issues: McAfee MVISION can also help AWS customers identify configuration issues to
prevent DevSecOps, workload, container, and other services before they can cause serious issues. It automatically
audits the security configuration of cloud services and suggests modifications to improve your security posture
based on industry best practices. You can also audit user permissions and apply least-privileged permissions.

• Accelerate incident response: McAfee MVISION finds insider threats, compromised accounts, and suspicious
activities like superhuman travel and unusual downloads through user and entity behavior analytics (UEBA)
and threat identification. It leverages machine learning to build behavior models that detect active account
compromise and insider threats. The solution also uses sandboxing and signatures to identify malware
in the cloud and stop threats.
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Why use AWS Marketplace?

AWS Marketplace simplifies software licensing and procurement by offering thousands of software listings from popular 
categories like Security, Networking, Storage, Business Intelligence, Machine Learning, Database,  
and DevOps. Organizations can leverage offerings from independent security software vendors in AWS Marketplace  
to secure applications, data, storage, networking, and more on AWS, and enable operational intelligence across  
their entire environment. 

Customers can use 1-Click deployment to quickly launch pre-configured software and choose software solutions  
in both Amazon Machine Image (AMI) formats and SaaS subscriptions, with software entitlement options such as hourly, 
monthly, annual, and multi-year. 

AWS Marketplace is supported by a global team of security practitioners, solutions architects, product specialists, 
and other experts to help security teams connect with the software and resources needed to prioritize security 
operations in AWS.
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McAfee MVISION Cloud + Enterprise 
Products (EDR and Protect) 
A single platform for visibility, 
comprehension, and control across  
your digital estate.

How to get started with CASB solutions in AWS Marketplace

Security teams are using AWS native services and seller solutions in AWS Marketplace to help build automated, 
innovative, and secure solutions to address relevant use cases and further harden their cloud security posture.  
The following solutions can help you get started:

Bitglass Cloud Access Security Broker 
(CASB) and CSPM
Zero-day real-time protection for any 
managed application on any device.

Netskope - Public Cloud Security
Visibility, real-time data, and thread 
protection when accessing cloud 
services, websites, and private apps.

https://aws.amazon.com/marketplace/pp/B07SKBHJXR?qid=1575568554958&sr=0-4&ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/B081FHGRJY?qid=1576519648718&sr=0-1&ref_=srh_res_product_title
https://aws.amazon.com/marketplace/pp/B082878BMG?qid=1576519721017&sr=0-1&ref_=srh_res_product_title
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