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Responsible use of artificial mtelllgence and machlne
learning

Resources and tools to guide your development and application of
Al and ML technologies

Amazon SageMaker Now Supports Shadow Testing | Validate performance of new ML models against production models »

Artificial intelligence (Al) applied through machine learning (ML) will be one of the most transformational technologies of our generation, tackling some of
humanity’s most challenging problems, augmenting human performance, and maximizing productivity. Responsible use of these technologies is key to fostering

continued innovation. AWS is committed to developing fair and accurate Al and ML services and providing you with the tools and guidance needed to build Al and

ML applications responsibly.

Machine Leatning / R Machine Leaming

AWS Al Service Cards — Amazon Rekognition Face Matching

An AWS Al Service Card < for which the service is intended, how machine learring (ML) s used by the service, and key erations in the responsible design and

use of the service. A Service Card will evolve as AWS dback, and as the service iterates through its development proce: mmends that customers the
perfarmance of any Al service on their own content for each use case they need to solve. For more information, please see the AWS Responsibls Us Machine Leaming guide and the
references at the end. Please also be sure to review the e for the services you plan to use

Thi Service Card appl ¢ el of Rekognition Face matching thatis current as of 11/07/2022

Q@ raoe conrra

Overview

Overview

Amazan Rekognition face matching enables application bullders to maasure the similarity between an image of one face and an image of
Intended use cases and
limitations

a secend face. This Al Service Card describes considerations for responsibly matching faces in typical identification-style photes and in
media (e.g, movies, photo albums and *wild' Images captured in uncontrelled or natural ervironments) using our Comp aces and

SearchFaces APis. Typically, customers use Comparefaces for comparing a source face with a target fece {11 matching) and Searchfaces

Design of Rekognition
face matching for comparing 2 source face with lection of target faces (1:N matching). Rekognition does net previde customers with pre-built

collections of fa ustomers must create and populate tl own face cellections. Throughout th d, we will use *face matching” to
Deployment and
performance

pptimization best

refer to Rekognition's CompareFaces APt and SearchFaces AP|

A pair of fece images s szid to be a “true m f both images contain the face of the seme person, and ue non-matcl therwise
practices Given an input palr of “scurce” and "target” images, Rekogrition retumns a score for the similarity of the source face In the source image
Further information with the target face in arget image. The minimum similarity score is 0, implying very little similarity, and the maximum is 100,
implying very high similarity. ognition itself dees not independently decide that two faces from images are a match of true non-
Glossary match: the customer's workflow calling CompareFaces and/or SearchFaces decides by using avtomated lagic (by setting a similarity
thrashold bet 0 and 100 and predicting a true match If the similarity score exceeds the threshold), human judgment, or & mix of

both.

Human faces differ physically, such as by skin tone and geometry. However, any single individual can be represented by dissimilar images,
and, corversely, different individuals may be representad by very similar images. For example, two Individuals wha only differ in the

shape of thelr eyes might leok the same If wearing the same palr of sunglasses. This Is because there are many possible factors (calied
*confounding variation") that combine to change the location and color of the image pixels that represent a face. These confounding
intensity, and wavelength; (2) head pose; (3) camera focus and Imaging cts; {4)
uding tongues, scarves, ayeglasses, hats, plry, or other

factors knclude (1) distsibutions of Ughti
xel resolution; (5) ecdusions by hands, facial hak, head hai

ebjects; (6) facisl axpression (such 3¢ neutral or open.eyed); and (7) alterations to the skin's tone (for example, by makeup, facs paint,

wrburn, or acne). Rekognition's similarity score Is designed to be low for images of faces of different individuals and high for images of

the sama face, Ignoring the confounding variations. Rekagnition only usas the information availzble in the source and target Images to
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