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Key takeaways

• Digitalization strategies in the public sector have taken 
a new direction during the pandemic.

• A lack of digital and technology skills is slowing down 
digital transformation (DX).

• There is also a growing gap between citizens with 
high/adequate digital skills and citizens with low or no 
digital skills. To support a channel shift, digital skills 
development is needed for IT professionals, for digital 
proficiency outside IT and among citizens.

• A holistic, strategic approach to skills development 
is required to ensure that the organization has the 
digital and tech skills needed for the future.

• Hybrid working models will remain a reality for most. 
Attraction and retention of key skills in the public 
sector will depend on flexibility in working conditions 
and a strong learning and skills development culture.

70% of organizations say 
they are accelerating 

their move to the cloud to deliver 
digital services.

60% of public sector organizations say that strong career development 
(including skills training programs) is key to keeping employees.

35% of public sector 
organizations have 

an organizationwide program for 
digital skills development.

More than

30% of EU citizens have 
no or low levels of 

digital skills.

Only

63% say lack of skills 
and experience 

is a barrier for their move to 
the cloud.
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The pandemic has accelerated DX in the public sector

Before the pandemic, European healthcare organizations 
were exploring IT solutions to face cost and funding 
pressures, focusing on improving business process 
efficiency. 

COVID-19 has accelerated the digital transformation of 
health processes and solutions to build digital ecosystems, 
but there is still a lot to be done to improve coordination of 
care and use of patient data both in this moment of crisis 
management and for the long term. There will be greater 
uncertainty, and healthcare systems will need to adapt. 
They must be able to cater to emergency situations without 
neglecting the population’s existing health needs.

Healthcare organizations have been forced into new 
care delivery models to build modern operating models, 
including the rapid adoption of remote-care options for 
improved patient experience, such as telehealth, remote 
patient monitoring, and remote intensive care units (tele-
ICU). Along with the intelligence platforms that support 
them, these are the first signs of a more innovative 
business model.

Building new care 
delivery models

A dramatic transfer to 
remote education and digital 
solutions

Process change and 
accelerated digital service 
development

The pandemic has been the biggest challenge for education 
authorities in decades. Before COVID-19, almost all 
European education organizations were trying to start their 
DX journey with uneven progress across countries and type 
of institution. But modernized learning was among the 
most important priorities. 

School closures forced transformation, and many 
employees have been cautious in the adoption of digital 
technologies. With the vast majority of European students 
suddenly impacted by school closures and lockdowns, 
learning activities rapidly had to be moved online, and 
educators had to start using collaboration tools and 
create online content. The pressure is now on to establish 
long-term, blended learning offerings. The education 
sector across Europe has thereby experienced a dramatic 
acceleration in digital transformation. 

COVID-19 is accelerating the transformation of the 
government sector in Europe. The pandemic has made 
digital interactions between government and citizens, 
between government and businesses, and among 
government agencies the rule, rather than a complement 
to standard interactions. 

It has catapulted civil servants into the future of remote, 
flexible working arrangements. It has also prompted 
governments to roll out urgent public health and economic 
recovery measures that have translated into new business 
workflows and digital services. COVID-19 has accelerated 
the next wave of innovations that will further disrupt 
the complex, often siloed processes of government 
departments and agencies.

This will help to create a government sector that is citizen 
centric and employee driven, with high-touch digital 
experiences combined with digitally augmented in-person 
experiences for citizens. These innovations will also enable 
a redesign of organizations to optimize and automate back- 
and middle-office processes, leveraging the expertise of 
civil servants and improving it with data-driven insights.
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How the pandemic has changed day-to-day operations …

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

Thinking about the impact of the pandemic on your workforce 
performing their jobs, which of the following statements are true?

The public sector shows agility and 
an ability to adapt.

IDC conducted a survey of 250 health, government, and education organizations in seven countries across Europe. This IDC InfoBrief presents the results.

Public sector organizations have shown flexibility 
during the pandemic, with 76% of authorities 
looking for new ways to deliver services to 
citizens digitally.

This change triggered higher demand for cloud 
solutions to continue operations: 68% of European 
public sector authorities say they have accelerated 
the move to the cloud to provide agility in the future.

Overall, 1 in 2 public sector authorities was able to 
adjust internal processes and ways of working 
but had difficulties in providing access to all 
systems remotely, which delayed or slowed 
operations.

Had to find new ways to deliver our services to our clients digitally

Had to accelerate our move to cloud solutions to continue our operations

Had to change our internal processes and ways of working in a significant way

Introduced a workplace transformation program to make the workforce more resilient in the future

Have not been able to provide access to all systems remotely, so some work could not be done or only done slowly

Had to move most staff to remote working

Delivery of services to our clients has been impacted negatively due to the lack of tools, technology, and/or budget

76%

68%

55%

50%

49%

36%

33%
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… and service delivery for the long term

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

How did your organization deliver your services before the pandemic? And how do you deliver them now?

Longer term, 
how will you 
provide your 
services?

Government
% of respondents

Education
% of respondents

Health
% of respondents

Before pandemic        Now

Health        

Education      

Government

Face to face Phone Digital video
calls

Online 
(via a portal, chat, 

or email)

Face to face Phone Digital video
calls

Online 
(via a portal, chat, 

or email)

Face to face Phone Digital video
calls

Online 
(via a portal, chat, 

or email)

72%

54%

14% 14%16% 16%

7% 8%13% 13% 9%
24%

7%

50%

14%

70%71%

49%

15% 21%

6% 13%
7% 17%

Changes will remain, especially in education
Service delivery has moved online because of the pandemic, but in 
healthcare and government face to face is still the dominant delivery model. 
Education is different, as most universities and schools have turned to 
online teaching, and the change in delivery mode will be permanent.

Government has undergone a significant change in the acceptance of a mix 
of delivery, though face-to-face interactions will continue to dominate. 

Different groups have different needs

They will want a mix of delivery

They will want a majority of services digital

They will want to go back to pre-pandemic delivery

0% 10% 20% 30% 40% 50% 60% 70%
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Challenges in the public sector continue to slow down digital transformation

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

The workplace has changed during the pandemic, with the 
introduction of remote working, new processes, and a need 
for employees to improvise and adapt. Processes are vital 
to the public sector, as they represent predictability and 
stability to citizens. However, in a change introduced by 
external factors, or by digital transformation, the resistance 
has become a challenge.

Acquiring digital skills has become a challenge across 
industries. The skills gap, both inside and outside the IT 
department, is the second-most-important challenge in digital 
transformation (after security), according to IDC research.

In addition to the skills gap, the lack of IT strategy and the risk 
of exposure to security threats have become serious challenges 
in migration to cloud services. Outsourced applications have 
become vulnerable to security breaches and unauthorized 
access, and legislation is only gradually adapting to the rapid 
change and opportunities in digital transformation.The implications of digitalization and cloud 

migration are a common issue across the 
EU, and the public sector will need guidance 
from national and EU governments, legal 
authorities, and the IT industry to benefit from 
the opportunities. Initiatives such as the GAIA-X 
project will become a part of the landscape.

A future hybrid working model will require 
that employees have proper access and 
connectivity. 

What have been the main challenges in 
implementing changes brought by the pandemic?

How challenging is it to recruit top talent with the 
required digital skills in your department?

Internal resistance

Continued difficulty in hiring What are the top obstacles to adopting cloud-
based IT systems in the future?

The skills gap, security risks, and 
strategy shortcomings are linked, 
and need to be managed together.

Lack of IT strategy and security

Legislation under construction 
and debate

Lack of infrastructure

Employees being resistant to change/a rigid work culture 

Access to quality and high-speed internet

Maintain IT security around data and systems access

Need for training to reskill/upskill workforce with digital skills

38% 40% 42% 44% 46% 48%

GAIA-X

80%

60%

40%

20%

0%

0% 10% 20% 30% 40% 50% 60% 70%

Not at all difficult Slightly difficult Moderately to 
very difficult

Lack of skills or experience in our organization

Lack of IT strategy to transition to the cloud

Exposure to potential security breaches

Lack of budget to support cloud adoption/migration
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There is a clear need for digital proficiency in society as well as in the 
public sector

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

Source: Eurostat, 2020

Percentage of population 25–64 years old 
with low or no digital skills

The broader workforce (outside the IT 
department) lacks the digital skills to do their 
work remotely.

63% 14%

Which advanced digital skills would your IT 
staff need to have?

Digital skills levels are low in many countries in 
Europe. More than 30% of EU citizens have no or low 
levels of digital skills. The numbers are increasing, 
but the number of citizens with above basic skills is 
also rising, which means the gap between digitally 
included and excluded citizens is widening.

As a result of DX, technology skills are becoming part of 
the daily processes in many areas. Digital proficiency is 
increasingly a requirement in job postings. The areas 
where the public sector most demands digital proficiency 
are in productivity tools, digital service design, business 
process automation, and digital marketing — all above 
38% of respondents.

Technology evolves very rapidly, in all industries including 
the public sector. All industries are realizing that IT 
skills quickly become outdated unless a culture of 
continuous learning is adopted. IT professionals, as 
well as digitally skilled business professionals, will need to 
embrace a continuous learning culture. Their employers 
will need to foster this to ensure digital transformation, as 
well as employee satisfaction.

Increasing gap in society Digital skills required across the organization Digitalization requires continuous learning

2015        2019
Agree/strongly 

agree
Disagree/strongly 

disagree

26% 30%

21%
28%

25%31% 33%

22%

35%

21%

EU France Germany Spain U.K.

0% 10% 20% 30% 40% 50% 60%

IT certifications

Cloud computing service models

Data security, integrity, and protection

Data analysis

IT development project management

Data and information visualization
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31%

22%

47%

Hiring top talent with digital and IT skills is a challenge for the public sector — 
especially in government and education

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

Digital skills outside the IT department IT skills for the IT department Digital skills 
harder to hire 
than IT talent

Remuneration 
structure can be 
a barrier, but so 
is lack of talent

Hiring business professionals with digital skills is 
markedly more difficult than hiring IT professionals. 
The need for improvement in digital skills is not just a 
matter of IT professionals; digital skills are becoming a 
necessity for employees to perform their roles in the 
lines of business. And there is a distinct lack of talent 
with this combination of skills.

Meeting the salary expectations of candidates is a 
barrier to hiring, particularly in the education sector. 
But the challenges vary across Europe. In Spain, 
respondents are particularly concerned with the lack 
of talent, while in France, Sweden, and Switzerland the 
money issue is seen as the critical factor.

Not difficult          Slightly difficult          Moderately difficult          Difficult          Extremely difficult

Lack of candidates 
with the right skill sets

Cannot meet salary 
expectations

Sector not attractive 
for talent

0% 20% 40% 60% 80% 100%

Education

Health

Government

0% 20% 40% 60% 80% 100%

Education

Health

Government
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Talent retention will be key — career development, workplace flexibility, and 
skills development are the essential ingredients

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

Rate your level of agreement with the following statements:

Increasing gap between supply 
and demand for skills

The public sector not only has problems hiring — retaining 
digital talent has also become a challenge, most pronounced 
in the more digitally dependent education sector. 

According to IDC, the main factors for employee 
experience and employee loyalty are:

• Opportunities for career development 

• Flexibility in remote/office workspaces 

• A sense of purpose 

• Opportunities for development/training and learning

The European public sector has a significant advantage in its 
ability to create a sense of purpose and its ability to create 
flexibility in the workplace. These advantages will become 
key to employee retention and in maintaining diversity and 
employee satisfaction.

We often lose talent 
with digital skills to 
companies outside 
our sector

We use career 
development, 
including digital 
training programs, to 
retain our employees

49%
51%

56%

57%
62%

65%
60%

51%

Government Healthcare Education Public sector
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Training programs are not part of overall strategy, even if digital and tech 
skills are seen as strategic resources

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

Invest in digital skills in the workforce

Digital skills training and reskilling/upskilling programs in the public sector 

Digital/cloud skills are key when hiring

If talent retention is a key 
consideration, training must 
be linked to strategy

Increased focus on digital skills in 
existing workforce and when hiring
When asked what positive outcomes have resulted 
from the pandemic, it’s clear from organizations that it 
has brought greater attention to the need to invest in 
digital skills across the workforce in the public sector. 
But while the government sector will overwhelmingly 
rely on investing in training, healthcare and education 
will take a mixed approach.

Most public sector organizations see training 
programs as key to staff retention — 97% of 
public organizations in Europe have training, 
upskilling, or reskilling programs in place to 
bridge the technology skills gap. 

But in most cases these are either ad hoc or 
are handled at a departmental level, decided 
by each department manager. 

Education

Health

Government

52%
Education

Health

Government

57%

59%

40%

59%

71%

Government Healthcare Education Public sector

32%
43%

32% 35%

Organizationwide programs

42%
33%

48% 41%

Departmental programs

25% 18% 21% 22%

Ad hoc programs

2% 7% 0% 2%

No specific programs

A holistic, strategic 
approach to skills 
development is 
required to ensure the 
organization has the 
digital and tech skills 
needed for the future.
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The digital skills needed are many and varied

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

Advanced digital skills needed outside the IT department

The key digital skills in demand reflect new ways of working
Digital skills for productivity and collaboration tools rank highest among public sector respondents, followed closely by skills around digital security and ethics — skills needed for 
effective, hybrid/remote working. Skills that can help deliver digital services and ensure effective communication are also key.

Skills for productivity and collaboration tools are of 
the highest importance in government organizations 
(46%), followed by digital service design (44%) 
and communications and digital marketing (42%), 
underlining the shift in operational model.

In the health sector, skills for digital security and 
ethics are of the highest importance, underlining 
the sensitivity of engaging digitally with patients 
(48%). Skills for productivity tools/collaboration and 
communications/digital marketing share second 
place (both 43%).

Skills for talent management (46%) are slightly more 
important for respondents in the education sector 
than website and content management and business 
process automation (both 44%). This reflects the 
sector’s need to do efficient workforce planning and 
content management for online education.

Government EducationHealth

Productivity and 
collaboration 

tools

Talent 
management 

tools

Digital service 
design and 

business impact

Website 
and content 

management

Digital security 
and ethics

Business 
process 

automation

Communications 
and digital 
marketing

Analytical 
and business 
intelligence

44% 41% 40% 40% 39% 39% 39% 28%
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Digitalization strategies in the public sector are changing
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What are the top benefits you have seen from using the cloud?

28% 30% 32% 34% 36%

Increased flexibility in application development

We are now accelerating our 
move to cloud to provide 

agility in the future

The organization is investing in 
increasing digital skills across 

the workforce

Digital/cloud skills will be a 
key consideration for the 

hiring of future employees

Higher security and improvements in availability

Ability to introduce new services faster

Lower departmental IT costs

Easier to innovate and experiment with new solutions

73% 7% 63% 6% 49% 10%

Agree         Disagree

Public sector digitalization strategies need to be supported by 
standardization and innovation

Digital strategy and digital service 
development depend on the new skills

The public sector needs flexibility, the highest security, speed, and standardization in its deployment of 
digital services. During the pandemic, the use of digital services among citizens rose and the use of public 
cloud services in the public sector accelerated to meet the demand. 

30% of respondents say their applications are based on public cloud or have a cloud-first strategy.   
70% of respondents say they are accelerating their move to the cloud. 

In many parts of the public sector, the burden of older systems consumes most IT budgets. In the rapid 
development of digital services, there is a constant risk of increasing the burden of IT maintenance. In 
other sectors, application modernization, innovation, and standardization have leveraged the micro 
services available in public cloud services. Public sector strategies need to be supported in a similar way. 

A rapid move toward cloud services and a standardization of digital 
services come with challenges, mainly from cultural resistance 
and the need for rapid skills development. As in other industries, 
the public sector deems digital services to be business critical and 
therefore a knowledge that needs to be kept in-house. 63% say 
digital skills are an investment area. Digital service development and 
cloud deployment are areas where skills are in shortage. The public 
sector needs to develop consistent strategies to meet the demand.
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The European public sector looks to the cloud for security, flexibility, speed, 
and reduced IT costs

Source: IDC Public Cloud Spending Guide, 2021

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

GovernmentHealth Education

European healthcare providers are also increasingly 
leveraging hybrid cloud models to address the 
explosive growth in health data collected from a 
plethora of medical devices and applications inside 
and outside of clinical settings and to turn all that 
data into actionable information.

The education sector is looking to technology 
to enable innovation and new business models. 
Cloud technology is an important element in 
this as it underpins the adoption of online and 
distance learning, remote working, and agile 
campus operations.

The European government sector is starting to 
realize the benefits of hybrid and public cloud 
deployments in terms of scalability, agility, and 
operational efficiencies.

Forecast for cloud-related spending in the 
private and public sector as a percentage of 
total IT spending

Only 5% of European public sector 
organizations have no plans to move 
to the cloud, while more than 1 in 5 
say all systems are based on generic 
cloud applications and 3 in 10 say they 
base their strategy on the cloud or have 
a cloud-first strategy.

The education sector sees security and 
availability as the biggest benefit, while 
health sector organizations value the 
ability to scale new solutions to many  
users and government organizations cite 
faster introduction of new services as a 
key benefit.

Government EducationHealthcare Public sector

2020        2024

7%|13% 13%|23% 9%|17% 12%|22%
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New working models, channel shift, and long-term benefits 

Source: Based on cost estimates published by the Varney Report, PwC, and the Local Government Information Unit in the U.K.

Channel shift has accelerated

New working models have arrived in 
the public sector
Working from home was a rarity in the public sector 
before the pandemic. As in other sectors, large parts of 
the public sector workforce suddenly found themselves 
doing just that, even though the health sector saw less 
of a shift due to its nature and processes.

Real-estate costs are a huge part of the public 
sector budget. For some public sector organizations, 
maintaining some of these changes could have 
budgetary benefits, and could make them more 
attractive to the digital talent they crave.

A key consideration for the public sector has been 
how to get the public to move to lower-cost ways of 
consuming public services. The research for this study 
shows that the pandemic has helped accelerate this 
channel shift — out of necessity perhaps. But the 
change will be lasting to some extent. 

The channel shift is a proven way for the public sector 
to release funds to improve service availability and 
quality. The reusability and standardization of digital 
services will become critical to ensure the savings can 
be realized.

The largest consumer segments 
in healthcare and government 
benefit the most from digital skills 
development
Europe has an ageing population with lower digital 
maturity. Also, public sector digital services need to 
reach citizens with low or no digital skills. Therefore, 
improving digital skill levels in these segments of the 
population will provide the most benefits in terms of 
greater efficiency and service access.

Relative transaction costs

98 97 34 1
Face to face Post Phone Online
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Digital skills development will enable the channel shift in the public sector

The public sector will, like other industries, 
be challenged to meet the demands of a 
post-pandemic workforce. Working partly 
remotely and having flexibility in where 
employees work are requirements that 
will remain in the long term. The public 
sector will want to improve retention by 
means of workplace flexibility.

The need for flexibility and 
agility will increase

The channel shift is a proven way for 
the public sector to release budgetary 
resources. Through a shift in citizens’ 
ability to use digital channels, funds can 
be reallocated for innovation and digital 
service development. 

A shift from face-to-face to 
digital interactions

Throughout Europe, the level of people 
with no or low digital skills is increasing — 
as is the level of people with high digital 
skills. The risk of leaving as much as 30% 
of the population excluded from digital 
transformation in society not only leads 
to higher costs, but also risks excluding 
important society services.

Employee retention in the public sector 
needs to be built on the combination of 
specialist skill development, a sense of 
purpose, and flexibility in the workplace.

The gap between digitally 
included and digitally 
excluded is widening

The public sector has an 
advantage in recruiting and 
retaining IT professionals

Enabling digital skills in the groups with 
the largest consumption will be a main 
contributor to improving digital service 
penetration. 

Digital proficiency in the operational 
parts of the public sector will increasingly 
depend on employees’ digital skills. These 
people and their skills are critical factors 
in the success of DX in the public sector

The largest consumers in 
healthcare and government 
benefit the most from digital 
skills development

Digital skills outside the IT 
department will drive DX
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Key areas to address

Source: IDC/AWS Digital Skills Survey, Europe, 2021 (n = 251)

What have been the main challenges to making 
these changes brought about by the pandemic?

There is a clear need to address the growing gaps:

• In society, there is a growing gap in digital literacy 
— between the digitally included and the digitally 
excluded.

• Digital proficiency outside the IT department will 
become vital for DX.

• IT professional skills in the public sector need to 
be on a par with other industries in digital service 
development, security, and innovation. 

The development of skills in all three areas needs to 
be addressed. They are equally important to ensure 
a strong society and a strong public sector. 55% of 
respondents want open and proven strategies for 
reskilling and upskilling, as well as digital skills 
development for non-IT professionals.

The pandemic has accelerated the use of digital services 
in society — a result of both social distancing and remote 
working. The public sector has been caught in the 
maintenance trap, with available digital skills focusing 
on maintenance rather than continuous development. 
80% of the European public sector IT budget is spent on 
operational maintenance. IT resources and digital skills 
need to be released and reallocated to digital service 
development, security, and innovation.

Digital services for the 
connected society

Improvement of digital 
skills is necessary — for 
citizens, digital users, and 
IT professionals

Infrastructure 
development to promote 
security, flexibility, and a 
hybrid workplace

1 3

2

The hybrid workplace will remain after the pandemic, 
both in the public sector and with citizens.

• Connectivity needs to improve. 45% of employees 
had problems accessing services.

• Security will continue to be the top priority. IT 
security in data and systems was a main challenge 
for 42% of organizations. The public sector needs 
standardized, secure services with simplified access 
and data integrity.

• Ensure data integrity. Cloud deployment can only be 
fully compliant if data classification in data storage is 
carried out. 

Employees being resistant to change/a rigid work culture

Access to quality and high-speed internet

Maintaining IT security for data and systems for remote workers

Need to upskill workforce to use new systems and processes

Management difficulties to lead and monitor a remote workforce

47%

45%

42%

41%

41%
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Message from the Sponsor

About

Government, education, and nonprofit organizations face unique challenges to 
accomplish complex missions with limited resources. Tens of thousands of public 
sector organizations around the world engaged in cloud computing projects 
overwhelmingly turn to the power and speed of Amazon Web Services (AWS) when 
they want to serve citizens more effectively, achieve scientific breakthroughs, 
reach broader constituents, reskill existing teams, attract the brightest minds, 
and put more of their time and resources into their core missions. Public sector 
organizations of all sizes use AWS to pave the way for innovation and, ultimately, 
make the world a better place through technology. To learn more about AWS in 
the public sector, visit us at aws.amazon.com/publicsector.

AWS and Intel have worked together for more than 14 years to develop, build, 
and support cloud services that are designed to manage cost and complexity, 
accelerate business outcomes, and scale to meet current and future 
computing requirements. Intel processors provide the foundation of many 
cloud computing services deployed on AWS. Amazon Elastic Compute Cloud 
(Amazon EC2) instances powered by Intel Xeon Scalable processors have the 
largest breadth, global reach, and availability of compute instances across AWS 
geographies. To learn more, visit us at aws.amazon.com/intel.

AWS

AWS and Intel
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