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Highly connected data
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Use cases for highly connected data
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Relational database challenges building apps with highly
connected data

Unnatural for Inefficient Rigid schema inflexible
querying graph graph processing for changing data
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Different approaches for highly connected data

Purpose-built for a business process Purpose-built to answer questions about
relationships
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What is graph?

- Graph databases are purpose-built to store and navigate
relationships

- Nodes represent real-world objects

« Edges store relationships between objects
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Amazon Neptune

Fast, reliable graph database built for the cloud

g (]
W © 0

Supports Property Graph & W3C Query billions of relationships 6 replicas of your data across Build powerful queries easily
RDF graph models with millisecond latency 3 AZs with full backup and restore with Gremlin and SPARQL

Useful when

Relationships matter as much as the data
Results depend on the strength, weight, or quality of relationships

Amazon Neptune is ideal for

Social networking « Recommendations « Fraud detection « Life sciences
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Data Modeling: SQL vs. NoSQL

SQL NoSQL

NoSQL design optimizes for
compute instead of storage.
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Amazon DynamoDB

———————

Highly available

Fully managed ‘
y g Consistently fast at any scale nd durable

Integrates with AWS Lambda,
Secure Amazon Redshift, and more

Cost-effective
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About Getir

o Pioneers of super fast
delivery.

e Our founding idea:
Groceries in 10 minutes,
delivered to your door
through our app.

Founded in 2015, Getir - All verticals — groceries, restaurants, . Super fast expansion, making it the
means "bring" in Turkish water, car rental, jobs — offered second-ever decacorn from Turkey in
through a single Getir app only 6 years

Ultrafast delivery services,

anything at your door in 10’ - Available in 5 countries, in 3
continents
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Fraud Detection: Fighting Financial Crime

 Fraud Detection comes with several challenges.

- Correctly identifying changing fraud patterns in real time is very
difficult

- Detecting and preventing fraud adds friction to the customer
experience

- Increases in manual reviews of suspicious activity drives up
staffing costs

aws
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Why Getir need a real-time fraud detection solution?

- Business teams were manually checking data daily. Meanwhile, the cost of
fraud was very high.

- These manual controls became impossible as the use of the app increased.

- The request from the Audit Team is to identify these users based on rules
using analytical methods.

=) © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved .
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Why Getir chose Amazon Neptune?

Graph databases use nodes to store data entities, and edges to store relationships between
entities. And this storage gives

- An edge always has a start node, end node, type, and direction, and an edge can describe
parent-child relationships, actions, ownership, and the like.

- There is no limit to the number and kind of relationships a node can have.

- Amazon Neptune provides us with a much more effective environment for detecting fraud
circles compared to Relational Databases. With SQL, we get our result in minutes, but using
Amazon Neptune with Gremlin Graph Query Language, we get our answer in milliseconds.
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Why Getir chose Amazon Neptune?

e Amazon Neptune is a fully managed database I ——
SerVice bUilt for the ClOUd that makes it eaSier ‘rEpeat(hE}‘OUt(‘E”'times(z)‘values('V'-31UE‘).dedup()_path”

Console Graph Query Metadata

to build and run graph applications.

e Neptune provides built-in security, continuous
backups, serverless compute, and integrations
with other AWS services.
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Getir’'s fraud detection solution

Greml.i:,x

Events Queue Event Producer
(Amazon Neptune + (Amazon SQS - Getir Client

Gremlin GQL) P Event Consumers FIFO)
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Getir’'s fraud detection solution

Greml.i:,x

Events Queue Event Producer
(Amazon Neptune + (Amazon SQS - Getir Client

Gremlin GQL) P Event Consumers FIFO)
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Getir’'s fraud detect

Grerq.l;x;
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Run rules on
Neptune using
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Getir’'s fraud detect
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Getir's fraud detection solution

Gremlir; CELERY
=N Python © - "
L —=

Store calculated
score of customer
that will be used for

get previous score of
customer

nede.
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Getir's fraud detection solution

Analyst or Engineer

n .
o@d o

Backend Service
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Send calculated
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backend service to flag
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Backend Service

: Send calculation
Kinesis Data Firehose to
store calculation

Amazon Athena Amazon S3  Amazon Kinesis event logs on S3

Data Firehose

% = ? Store calculated
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AWS Lambda " hy 12 Streams DynamoDB
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Getir's fraud detection solution

Analyst or Engineer
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aws EE: Services Q neptunel X

Search results for 'neptune'’

Try searching with longer queries for more relevant results

Manage settings for

Features (11)

.. Services
Localization
Resources New
Choose the languag
Documentation (3,263) E¥ Neptune ¥
Knowledge Articles (18) Fast, reliable graph database built for the cloud

Language

Markatnlara fAE)

aws
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Demo

Create database

Neptune

Databases
Snapshots

Notebooks

aws
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Demo

DB instance size

Neptune » Databases » Create Database .
DB instance class Info
Create data base Choose a DB instance class that meets yoOWprocessing power and memeory requirements. The DB instance class options below are limited to

Engine options
db.rég.xlarge
Engine type 4vCPUs 32 GiB RAM EBS: 478

neptune i ey g Eration classes
© Provisioned

Serverless

Engine version info
View the engine versions that support the following database features. Ava ila bility & durabi lity
b Show filters

Version Info Multi-AZ deployment info

Neptune 1.2.1.0.R6 © Create read replica in different zone
No

DB cluster identifier info
Type a name for your DB cluster. The ngme must be unique cross all DB clusters owned by your AWS account in the current AWS Region.

Connectivi

fraud-detection

@D B cluster identifier isca®insensitive, but is stored as all lowercase (as in "mydbeluster®). Constraints: 1 to 60 alphanumeric characters
'er must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen. Virtual Private Cloud (VPC) info
VPC that defines the virtual networking environmen\ for this DB cluster.

Default VPC (vpc-09e98451d5576fcc1)
Templates

Choose a template to meet your use case Only WPCs with a corresponding DB subnet gr are listed.

© Production Development and Testing
Use defaults for high availability and fast, consistent This instance is intended for development use outside of a
perfu\muncn preduction environment.

() After a database Is created, you can't change the VPC selection.

» Additional connectivity configuration

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo

v Additional configuration Log exports
Database options, encryption enabled, failover, backup enabled, backtrack disabled, maintenance, CloudWatch Logs, delete protection g p
enabled Select the log types to publish to Amazyn CloudWatch Logs

Audit log
Database options Slow query log
DB instance identifier info

fraud-detection-db-1
The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS Service Linked Role

If you do not provide one, a default identifier based on the cluster identifier will be used.

DB cluster parameter group Info
default.neptune1.2 (@ Audit logging must be enabled for logs to be published in CloudWatch Logs.
Please set the neptune_enable_audit_log parameter to enable (1) in the
parameter group that is used in this database cluster.

IAM DB authentication info
Enable IAM DB authentication Maintenance

Auto minor version upgrade Info

Enable auto minor version upgrade
Enabling aute miner version upgrade will a matically upgrade to new
minor versions as they are released. The omatic upgrades occur
during the maintenance window for Hatabase.

Teates a point in time snapshot of you™segabase .
Maintenance window Info
Backup retention period Info Select the peried you want pending modifications or maintenance applied to the database.

Choose the number of days that Neptune should gftain automatic backups for this instance.

Select window

1 day
© Mo preference

Deletion protection

Encryption
Enable deletion protection

Enable encryption Protects the database from being deleted accidentally. While this option is enabled, you can't

Choose to encrypt the given instance. Master key ids and aliases appear in the list after they have been created using the Key delete the database.
Management Service (KMS) consale. Info

Master key Info
(default) aws/rds Create database

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo

Create notebook

Neptune

Databases
Snapshots

Notebooks

aws
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Demo

Neptune > Notebooks » Create Notebook

Name Cluster Status
Create notebook

Create a Jupyter notebook to easily query your Neptune database. Jupyter notebooks are hosted
and billed through SageMaker at your standard SageMaker usage rates. Learn more [2

aws-neptune-fraud-detection-demo fraud-detection @ Pending
Notebook configuration

Cluster
Associate this notebook with an existing cluster. If no cluster exists, create a cluster

fraud-detection - Create cluster

Algfebook instancedwfie

Name Cluster Status

aws-neptune-fraud-detection-demo fraud-detection © Ready

Notebook name

aws-neptune- fraud- detection demo
fers (0-9), or hyphens (-).

Amons * Create notej
Open Jupyter

Open JupyterLab
v Cluster v 5 - Creation time Open Graph Explorer

aud-detection-demo fraud-detection y September 26th 2023, 2:10:21 am UTC-3 (local) Start

1AM role name

Notebook instances require permissions to call other servitg including SageMaker and S3.
Create a new role or update an existing role. You can also maNgge roles on the IAM
console 3

O Create an IAM role

© Choose an existing |IAM role

IAM role

AWSNeptuneNotehookRole—

To create an 1AM role you must have CreateRole €Policy and AttachRolePolicy
RRRL) | SS10NS. 2

Lifecycle conmrgene
Customize your notebook environment with default scripts and plugins. Learn more [2

O Use the Neptune default configuration
O Create g pew lifecycle configuration
se an existing canfjquration

» Network configuration

Manage how your notebook connectgjto the internet. You can edit this configuration in
the Amazon SageMaker console after gffating your notebook. Your notebook will use your
cluster's network configuration by dgult.

Cancel Create notebook © 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Files Running Clusters SageMaker Examples Conda

Select items to perform actions on them. Upload ‘ New v | &

0 -~ m/ a Python 3

(32 Neptune

Sparkmagic (PySpark)

aws
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// Add Users
g.addV('User').property('userID', 'Ul').property('fame', 'Alice').property('email’', 'alice@example.com').next()
g.addV('User').property('userID', 'U2').property('mqme', 'AliceClone').ppbperty('email', 'alice2@example.com').ne

// Add Devices

g.addV('Device').property('deviceID', 'D1').property('deviceName', 'MacBookPro').next()
g.addV('Device').property('deviceID', 'D1').property('deviceNyzgpe’', 'MacBookPro').nexXt()

// Add Addresses

g.addV('Address').property('addressID', 'Al').property('locatipn’', '123 Fake St').neX
g.addV('Address').property('addressID', 'A2').property('locatidy '124 Fake St').ne

Console Query Metadata

Show | 10 § entries

Result

v[e2c56756-3c47-a20b-9495-230cd5¢c11d6f]

Showing 1 to 1 of 1 entries Previous

aws
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Demo

%%gremlin

// Add IP addresses
g.addV('IP').property('ipID', 'IP1').property('ipAddress’(, '192.168.1.1').
g.addV('IP').property('ipID', 'IP2').property('ipAddress'\ '192.168.1.2")

d Promotions -
g.addV('Promotion').ppoperty('promoID', 'Pl').property('promoCodt', 'NEWUSER1@').pyoperty('promoValye', '10% off!

Console Query Metadata

Show 10 & entries Search:

Result

v[66c56756-b687-38e6-5638-3bcc@69d@82b]

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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M %%gremlin

// Link Users to Devices, / =
g.V().has('User', 'userID ddE( 'USED_DEVICE').to(g.V().has('Device',
g.V().has('User"', 'userID ddE( 'USED_DEVICE').to(g.V().has('Device',

'userID % ddE( 'HAS_ADDRESS ') .to(g.V().has('Address"',
.user‘IddE( 'HAS_ADDRESS - ) -tO(g-V() -haS( 'Address. ,

().has('User', 'userID', 'Ul').addE('USED_IP').to(g.V().has('IP', 'ipID', 'IP1')).next()
().has('User', 'userID', 'U2').addE('USED_IP').to(g.V().has('IP', 'ipID', 'IP1')).next()

g.Vv
g.Vv

'userID', 'Ul').addE('CLAIMED_PROMOTION').to(g.V().has('Promotion', 'promoID', 'P1')).next()
‘userID', 'U2').addE('CLAIMED_PROMOTION').to(g.V().has('Promotion', 'promoID', 'P1')).next()

Console Query Metadata

Show | 10 3 entries

Result

e[14c56757-b7c4-6260-f08f-58a4bd6e2752] [1ec56756-3c29-b17d-fe20-ba8a0504e655-CLAIMED_PROMOTION->66c56756—b687-38e6-

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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M %%gremlin

// Link Users to Devices, Addresses, IPs, and Promotions
g.V().has('User', 'userID', 'Ul').addE('USED_DEVICE').to(g.V().has('Device', 'deviceID', 'D1')).next()
g.V().has('User', 'userID', 'U2').addE('USED_DEVICE').to(g.V().has('Device', 'deviceID', 'D1')).next()

'userID', 'Ul').addE('HAS_ADDRESS').to(g.V().has('Address', 'addressID', 'Al')).next()
‘userID', 'U2').addE('HAS_ADDRESS').to(g.V().has('Address', 'addressID', 'A2')).next()

g.V().has('User"', | ', '"IP1'")).next()
g.V().has('User", ', 'IP1')) . mext

'promoID', 'P1')).
"'promoID', 'P1')).pext()

Console Query Metadata

Show | 10 3 entries

Result

e[14c56757-b7c4-6260-f08f-58a4bd6e2752] [1ec56756-3c29-b17d-fe20-ba8a0504e655-CLAIMED_PROMOTION->66c56756—b687-38e6-

© 2023, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Demo

In [29]:

Query Metadata

alice2@...

AliceClone

aws
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Demo

In [29]: M %%gremlin -p outv

g.V().has('User', 'name', 'Alice').out().ip(). Alues().path()

Graph Query Metadata

alice2@...

AliceClone

aws
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What is next?

Yy Make more

informed decisions

aws
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O aws-dbs-refarch-graph/srcjac: X

@ & GitHub, Inc. (US) | https:/gitt no® & » @O @

Ad d iti O n a l re S 0 u rc e S Accessing Amazon Neptune from AWS Lambda Functions

c @
Neptune notebooks/graph notebook

Walkthrough of the Architecture

aws Contact Sales Support v English v My Account v | (Create an AWS Account
i

Products Solutions Pricing Documentation Leam Partner Network AWS Marketplace Customer Enablement Events ExploreMore Q

Amazon Neptune Overview Features Pricing Getting Started Resources FAQs

AWS Online Tech Talks

Neptune reference architectures

Understanding Game Changes and EL

2‘\';\'/% Sx?;;siq\éiﬁtr AWS Database Blog
How Getir build a comprehensive fraud detection system using

: Amazon Neptune and Amazon DynamoDB
U Se Ca Ses’ VI d e OS’ b l'o q S’ C O d e L by Berkay Berkman, Mahmut Turan, Mutlu Polatcan, Umut Cemal Kirag, Yagiz Yanikoglu, and Esra Kayabali | on 06 APR

Build Event Driven Graph Applications with AWSPura 5073 | jn Amazon DynamoDB, Amazon Neptune, Customer Solutions | Permalink | #® Comments | # Share

This is a guest post co-authored by Berkay Berkman, Yagiz Yanikoglu, Mutlu Polatcan, Mahmut Turan, Umut Cemal Kirag
from Getir.

AWS re:Ilnvent 2019 . . . o i . . o . i
Getir is an ultrafast delivery pioneer that revolutionized last-mile delivery in 2015 with its 10-minute grocery delivery

C u Sto m e r S u C C e SS Sto ri e S proposition. Getir's story started in Istanbul, and they launched operations in the UK, Netherlands, Germany, France,

Spain, Italy, Portugal, and the US in 2021. Getir has launched seven products since inception: GetirFood, GetirMore,
oATIE GetirWater, GetirLocals, Getirbitaksi (taxi service), Getirdrive (car rental service), and GetirJobs (recruitment).

Deep dive on Amaz >

In this post, we explain how Getir built an end-to-end fraud detection system, gathering real-time data to detecting
n Neptune and Amazon DynamoDB to performing loss prevention calculations,

1 1 H Srad Bebee Karthik Bharath, 3 fraudulent activities using Amazo
H ow G etl I b ul ld d COm p re h ensive B on e s e wenea ol W observing customer behavior, and giving insight into risky accounts.

Amaron Web Services

fra U d d ete Ctl O n SVSte m U S I n q A m a Z O n i Neptune is a fully managed database service built for the cloud that makes it simple to build and run graph applications.
g Neptune provides built-in security, continuous backups, serverless compute, and integrations with other AWS services.
Neptune and Amazon DynamoDB

DynamoDB is a fast and flexible non-relational database service for any scale. DynamoDB enables you to offload the
administrative burdens of operating and scaling distributed databases to AWS so that you don't have to worry about
hardware provisioning, setup and configuration, throughput capacity planning, replication, software patching, or cluster
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https://docs.aws.amazon.com/neptune/latest/userguide/graph-notebooks.html
https://github.com/aws-samples/aws-dbs-refarch-graph/
https://aws.amazon.com/neptune/developer-resources/
https://aws.amazon.com/solutions/case-studies/?customer-references-cards.q=neptune
https://aws.amazon.com/solutions/case-studies/?customer-references-cards.q=neptune
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Additional resources

t} Amazon 53
NoSQL Workbench | Global tables

Amazon DynamoDB _ | S Gl

Encryption at rest PU,'[“"”'U'“L‘ Elastic Views
recovery

Amazon Kinesis

On-demand Export, Analyze, Data Streams

Amazon DynamoDB capacity mode tiQL supports Stream Data
Fast, flexible NoSQL Integrate with other

se service . AWS services by export i
database service Configure Key Features m;l:f;':ta - ;‘r?gm‘:g AWS CloudTrail
Includes built-in security, backup and restore, analytics and extract insights,

flexible capacity modes, multi-Region replication, or monitor trends and logs

G etti n q Sta rte d in-memaory caching, data modeling tools, and mare for enhanced security
aws PSPPI ... s ncoun:
S——1

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

Amazon

Amazon DynamoDB Overview  Features v DynamoDB Accelerator (DAX) ~ Pricing  Getting Star Resources v Customers

Gettihé Star;céd with Amazon DynamoDB
Amazon DynamoDB resources

© race content
New AWS Training and Certification Courses for DynamoDB

Training and
Certification Courses

Tutorials We've developed a free, six-course curriculum to help developers ynamoDB Courses

and architects gain a deeper understanding of Amazon

Virtual Workshops DynamoDB. Modules

Learning path: Usin: . ¥ . Explore the DynamoDB API and the AWS SDKs (90 min)
e These new, intermediate-level courses simulate a real application
Jynamods and AW development project. They include scenario-based animations,

.
Lambda in your Working with Indexes in DynamoDB (150 min)
ustomer success stories P T S s bl ol
serveriess applications . Managing Capacity, Consistency, and Performance in

labs (paid) to help you accelerate your application-development
AWS Free Tier skills with DynamoDB. DynamoDB (150 min)

Videos . Managing DynamoDB Applications at Scale (210 min)
—_— Start with an interactive knowledge check, and after you've

Additional training completed the courses, take the post-assessment to see what Ad¥snoad Monktorfig wnd Optickaoa with BYTRENCDE {210

you've learned. min)

Architecting Applications and Tables for DynamoDB (90 min)

Duration: 16 hours, optional self-paced labs: 9 hours, There are
optional (paid) labs associated with each course.

aws
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https://docs.aws.amazon.com/neptune/latest/userguide/graph-notebooks.html
https://github.com/aws-samples/aws-dbs-refarch-graph/
https://aws.amazon.com/neptune/developer-resources/
https://aws.amazon.com/solutions/case-studies/?customer-references-cards.q=neptune
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Thank you!

Berkay Berkman Esra Kayabali

berkay.berkman@getir.com kayabali@amazon.com
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