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Section 1 Agenda
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* Timeline
* First Mission O—>F

 Second Mission
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PayPay Kubernetes
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PayPay AWS

« AWS
- EC2*
* RDS (Aurora, MySQL)
* ElastiCache (Redis)
* Elasticsearch
* CloudFront
« S3
« SES
- WAF
- EMR
* GuardDuty
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Graceful Handling

* Rate limiting
 Circuit Breaker

AR

* New Relic
* VividCortex
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Rate Limiting
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Applications  Service maps  Key transactions

Overview

Distributed tracing New

Service maps
I Transactions
Databases

External ser:

MMs

ENTS

Error analytics
Errors
Violations
Deployments

Thread profiler

Scalability

3 hours ending 05/13,

Most t

consuming

Ii/merchant info (GET)

/HealthMvcEndpoint/invoke

IZipermissions/store/{storeld}/users/notification (GE

N2/p..sions/merchant/{merchantid}/users/notificatio

Ml/bankdetail/merchant/{merchantld} (GET)

Nl/merchan

©erchantld}/storefinfo (GET)
Nl/merchants/{merchantid} (GET)
M1/store_info (GET)

merchantid}/stores (GET)

merchantld}/shortinfo/stores (GET)
M1/paylite/merchant/{merchantld} (GET)
M1/fstores/{storeld} (GET)
/MerchantController/setFirstLoginTime

M1/permissions/merchant/{merchantid}/users (GET)

chants/{r

erchantld)/stores/{storeld} (POST)

31.9%

20.8%

13.4%

7.18%

5.4%

4.93%

0.86%

0.85%

0.34%

0.18%

0.03%

0.02%

0.02%

0.01%

N1/merchant_info (GET) ®
Track as key transaction
Find distributed traces for this transaction ®

App performance Map

App server breakdown E

RULEE LRSS MerchantController getMerchantShortinfo() RequestLogFilter.doFilter)  [lother
WebMveMetricssilter dofiltery  [JBHRER

Throughput 293 rpm
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Shilei Long
- PayPaytk sttt

* Product Division

» Born and brought up in China,
lives in Canada

« Secondment from Paytm
Canada

* Previously SDE@Amazon
Toronto
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Section 2 - Agenda

A few things about microservices..
Storage

CQRS in Payment System
Kafka

The good and bad points of AWS for us
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A few things about microservices..

1. They will fail. | promise. But you can prevent cascading failures.

* Example: User Module (authentication, user info, asset/payment
method info)

 Timeout! Timeout! Timeout!
« Separation of concerns.
* Circuit Breaker.
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A few things about microservices..

2. Test it

 How?

« Staging Environment? Performance Environment? These may help,

but they are not enough.. You don't know what you don't know.
* Read Traffic

 Write Traffic

12) PayPay



A few things about microservices..

3. Standardise it - only way to scale

* How?
« Java + Spring Boot
Logging (log4j/fluentd -> Kafka -> Kafka Connect -> ES -> Kibana)
Monitoring (Datadog + NewRgelic)
Distributed Tracing (Zipkin)
Kubernetes (service discovery, load balancing, routing ...)
« CI/CD
« Put as much as you can in the base docker image
* Have a team of super star SREs/DevOps. Ask them to setup rules for
every other team.

12) PayPay



How to add a service easily

« HBDDocker Base Image
« NewRelict>DataDog#i & 2% & & 7+
s BT TVT—2 a3V 3RBERZRET DCF

 CI/CD
« Jenkins®DPipeline Script®:EN

* BuildgZ8 D MERIVERK T, 8 & [ Servicea =&k BT
« Kubernetes®Manifestid Kustomize T& /11t

=)L ==

* Monitoringzx &

~'7

- DataDog®Template’z FHE=
« OE—UTServicez ANt

BEIAERNTE S LD I
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A few things about microservices..

4. Rate Limiting
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Rate Limiting Continued..

- Kubernetes Ingress not very customizable
« Add Nginx/OpenResty as a service behind
Ingress

Kubernetes
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Rate Limiting Continued..

* Using OpenResty with Lua script, you get very creative rate limiting
mechanism.
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Rate Limiting Continued..

* Basic rate based, IP whitelisting..
» Allow only 10% of customers to use our service for 2 min without interruption; After 2
min, allow next 10% of customers to use. Most of our customers will complete a

transaction within 2 min.
 Lua code:

——uid is unique id which can be any string

——allowed allowed percentage of request

function _M.IsDeviceValid(uid, allowed_pct, ttl)
local current_ts_sec = ngx.time()

local time_bucket = math.floor(current_ts_sec / math.max(ttlx60, 1))

local uid = tostring(uid)
local device_hash = hashlib.hashcode(uid)
local remainder = math.abs(device_hash + time_bucketxallowed_pct) % 100

return remainder < allowed_pct

end
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Storage Design
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Database: RDS MySQL

* MySQL should satisty 90% of all the use cases without issue.

 AWS RDS with multi-AZ automatic failover is super reliable.

* You need to have good index design and some basic tuning
 VividCortex or Performance Insights will help you identify issues.

» Load test your system in production!

MySQL Aurora TiDB

‘7

N _A
>
K XN

T
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Database: AWS Aurora MySQL Read

Traffic
* Why?
* Read-Write Split made possible (low replication lag
* Much better overall performance compared to My&QL ¢
- MySQL Compliant E o E

Slave Master

Aurora

‘_
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MySQL

payment.db.insert.avg
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payment.db.update.avg

15
10
12.38 ms
serviceid:payment-indexer
5
0

T T T T T T
12:15 12:30 12:45 00:00 13:15 13:30 13:45

12) PayPay



IB7E (X FEDBIEAuroralc B8 H

o MEELLEDMREE %> oo Aurora TiEH
e BEAEICEWVWTH., XEHERAZHERETE TLVEL
e Slaveh’miE Lk = NCosticDWTHHFTE £

« My suggestion? Go with Aurora from the outset.

‘7
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Database: Future?

« > 500 million rows (currently, some of our database already have > 200 million
rows)

« > 20,000 RPS, >2000 TPS
« Horizontal Scalability is needed
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Database: Future?

* For certain use cases, we are considering Sharding vs NewSQL vs Aurora Multi-Master
* Aurora Multi-Master

« TIDB: Open Source Distributed Database
* Characters:
* Horizontally scalable
 MySQL Compliant
» Distributed Transactions with Str
« Cloud Native (AWS EKS)
« HA

Ti %B
n\sb‘g’r t@igyL Database
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Payment System: CQRS (Command Query Responsibility Segregation)

S
createOrdarAndPay p2p opup -
orde
T | acquiring T fund

.

payment

merchantWithdraw
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Payment System: CQRS

1. Write DB has almost O index. No query served. Append only.

2. Fully async communication from write system to read system. Write
system publish events to Kafka, which are consumed by consumers

writing into Read DB.

3. Read DB has lots of indices and are de-normalized. Best for query
performance.

3. Complete read write segregation.
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Payment System: CQRS

Problem?
Missing events..

Reliable publishing + Reconciliation Job

12) PayPay



Kafka
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PayPay Kafka
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ElasticSearch
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Kafka on Kubernetes

* Moving towards Katka on Kubernetes
« StatefulSet, PersistenVolume, etc..

* Evaluating Strimzi

§sg katka x £

kubernetes
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Strimzi

» Kubernetes Operator& U CTEIMEL. Cluster& Topicz ESHIICE?

LT
L
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Cluster>Topicz E S HIIC

Cluster

apiVersion: kafka.strimzi.io/vialpha1
kind: Kafka
metadata:
name: kafka-log
spec:
kafka:
version: 2.1.0
replicas: 5
config:
offsets.topic.replication.factor: 3
transaction.state.log.replication.factor: 3
#...
resources:
requests:
memory: "24Gi"
cpu: "3"
limits:
#...
storage:
type: persistent-claim
size: 2000Gi

CEE

Topic

apiVersion: kafka.strimzi.io/vibetal
kind: KafkaTopic
metadata:

name: payout

labels:

strimzi.io/cluster: payment

spec:

partitions: 10

replicas: 3
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VAT LR

» Dedicated node_EICEZE

K N ¥ XN

EBS EBS
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The good and bad points of AWS for us

« Good
« Easy and fast to start
* Super reliable: RDS, EC2, ElasticCache, VPC...
* Powerful yet maintainable
* Scalability

* Not Good
« (Osaka Region
« Support of newest versions
» Costs (it will become expensive:-))
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