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How connected machines enable 
Smart Factory optimization
Highlights from an Association for Manufacturing Technology survey on  
cloud technology and connected machines among U.S. manufacturers
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With the emergence of connected machines 
and cloud technologies, manufacturers can use 
data to understand their products, processes, 
and customers on a whole new level. 
Connected machines exchange data between 
the product and its operating environment to 
facilitate changes on the factory floor. 

By implementing a strategy for connected 
machines, manufacturers can:

Check Provide machine builders with  
 operational data to enhance the  
 productivity of machines

Check Reduce downtime by proactively  
 repairing and maintaining machines  
 before they malfunction

Check Cut down repair time and improve  
 Operating Equipment Effectiveness (OEE)  
 with diagnostic data and issue resolution

Check Save time on installations and debug  
 machines on new or reimagined  
 assembly lines

The reality is that the majority of 
manufacturing companies do not have a 
connected strategy in place today. They rely 
on older machines that either cannot capture 
data or do not make data easily accessible. And 
given the decades-long depreciation tables 
for these machines, the timeline to becoming 
a Smart Factory seems just as far off for 
many companies. So, the question is, what’s 
impeding manufacturers from  
making progress? 

Amazon Web Services (AWS) commissioned 
the Association for Manufacturing Technology 
(AMT) to study how machine builders and 
manufacturing companies view the integration 
of connected machines and cloud technology. 
The research provides different perspectives  
on the challenges and benefits of a  
connected strategy. 

This eBook explores key findings from 
the report showing that players across 
the manufacturing industry see value in 
implementing a connected machine strategy 
and are actively investing in it.  

 

AMT research uncovers major 
opportunities with connected strategies 

of manufacturing companies have an 
ongoing Smart Factory initiative or are  
in the process of development.19

76% 

Smart, connected machine products make 
the notion of a Smart Factory and an 
alternative digital existence a reality.  
In a Smart Factory, machine monitoring 
and management extends past the physical 
walls of the plant to allow real-time, 
remote changes and provide information to 
customers, distributors, and other members 
of the supply chain. 

Smart Factories rely on connected machines 
to bring data to a centralized platform and 
devices, but connected machines can do 
more than enable a Smart Factory.
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Manufacturers use cloud to unlock 
opportunities and overcome challenges
The shift to real-time, two-way communication between machines, their operators, and business 
decision makers empowers manufacturers to reinvent and improve their operations, product 
offerings, and future business models. When asked what they perceive to be the biggest 
opportunity presented by cloud technology, manufacturers identified factory optimization, reduced 
costs, understanding customer behavior, predictive maintenance, and new revenue streams as their 
top five. 

However, challenges still stand in the way of manufacturers aiming to cash in on cloud-related 
opportunities. The top five challenges manufacturers face with integration of cloud technology into 
a machine product or service are security, lack of expert knowledge about how to build and set up 
the right solution, lack of infrastructure to handle the tremendous volume and varieties of data, lack 
of interest, and lack of funding. AWS Partners can mitigate many of these challenges through their 
secure, fully managed offerings built by industry experts to run on cloud infrastructure. 

Let’s take a closer look at how factory optimization and predictive maintenance unlock 
opportunities for manufacturing, and how security vulnerabilities can thwart their efforts. 

New X-as-a-service offers
As the industry matures with cloud 
technology integration, the way in which 
each segment uses their newfound ability 
to understand customer behavior will be 
especially interesting to watch. Connected 
machines allow manufacturers to get closer 
to the consumer than ever before. This has 
already led to new business models and 
product offerings, like X(machine)-as-a-
service, that will continue to evolve over time. 

One of the newest emerging trends in 
manufacturing is x-as-a-service in which 
companies use machines but don’t own them. 
For example, a small coffee shop might not 
be able to afford a deluxe espresso machine if 
they have to buy it outright. Thanks to real-
time, usage data measurements, a machine 
distributor can lease the machine and charge 
them by the cup.

Top 5 Consumer Benefits

Factory optimization

Reduction in costs

Understand customer behavior

Predictive maintenance 

New revenue streams

28%

18%

17%

15%

10%

24%

18%

15%

14%

9%

Cybersecurity concerns

Lack of expert knowledge

Lack of infrastructure

Lack of interest

Lack of funding

Top 5 Consumer Challenges
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of manufacturers reported factory 
optimization as a top benefit of 
connected machines 

Factory optimization keeps 
manufacturers competitive
Connected machines help manufacturers continuously optimize their factory operations by providing 
new insights about how to speed up production time, reduce waste, lower costs, and increase profit. 
While most factories today run machines that generate basic data, it oftentimes is either inaccessible 
or takes too long to download to make use of actionable insights. 

The Smart Factory is a factory of connected machines that collects and integrates streaming data 
from system-wide assets to improve operations. A Smart Factory uses artificial intelligence (AI) and 
machine learning (ML) to learn and adapt so processes and machines become more efficient. The 
faster you can analyze the streaming data, the faster you can respond. Given the different data 
sources and formats at such large volumes, only ready-to-use offerings from the cloud can provide 
the elasticity and the advanced capabilities necessary for factory optimization to be cost effective.

A frequent result of factory optimization is improved quality. Streaming data from connected 
machines into a secure data lake in the cloud allows manufacturers to gather, cleanse, and process 
data, then add ML and AI to enhance real-time and predictive capabilities. These same capabilities 
can also be used to improve machinery uptime and availability.

28% 
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Predictive maintenance helps 
avoid costly downtime
Predictive maintenance provides manufacturers a proactive approach to maintenance, which 
eliminates unscheduled downtime, decreases maintenance expenditures, and increases production 
capacity. In a connected machines setting, manufacturers stream operational data into a secure, data 
lake in the cloud and use AI/ML to analyze the data from machine sensors for anomalies that might 
indicate undue stress on the parts or issues with the machine. Through a dashboard or push alert 
system, floor managers can monitor the health of critical machine components and predict when 
maintenance needs to be performed, helping them get ahead of serious breakages or issues that will 
compound if left unattended.  

Across manufacturing segments, predictive maintenance was regarded as one of the top five 
benefits of cloud technology integration in the AMT research, coming in at number four (15%) 
among manufacturers. An uptick in sales of technology used for predictive maintenance further 
confirms market adoption of predictive maintenance. In 2018, 53% of companies surveyed reported 
they utilized Computer Maintenance Management Systems (CMMS), which grew to 58% in 2019. 
Meanwhile, the use of automated maintenance systems have been on the rise for several years while 
paper records and Excel spreadsheets have declined.

 

of manufacturers name predictive 
maintenance as a favored benefit of 
connected machines

15% 
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Security designed for IoT

Connected equipment and devices are constantly communicating with each other and the cloud 
using different kinds of communication protocols. While communication creates responsive IoT 
applications, it can also expose IoT security vulnerabilities and open up channels for malicious 
actors or accidental data leaks. As industrial companies connect growing numbers of devices, it has 
become increasingly difficult to maintain and enforce security best practices. Traditional security 
tools aren’t equipped to handle securing devices that have diverse capabilities, are long-lived, and 
are geographically distributed. To further amplify security risks, many IIoT devices have a low-level of 
compute, memory, and storage capabilities, which limits the possibility of implementing security on 
the devices. 

The AMT research showed that nearly a quarter of respondents found security to be a challenge that 
could hinder the development of connected products and services. This is consistent with a 2018 
report which showed 91% of manufacturers invested in cloud technology, however 35% felt unable 
to fully integrate due to security concerns. 

AWS places security at the heart of every offering to help manufacturers fully realize the speed 
and agility of the cloud. AWS IoT makes it easy for customers to secure device fleets at scale with 
built-in device authentication and authorization to keep IIoT data and devices protected. AWS IoT 
provides industrial companies with end-to-end device security with key management, certificate 
authentication, and data encryption so that IoT devices are secure and protected from intrusion and 
data leaks.

 

Almost 25% 
named security as 
their top challenge

24%
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Real-world success with 
connected strategies

Kemppi used AWS to bring its IoT solution 
for its flagship welding machine to market 
and cut the cost of software development by 
approximately 50%. The Finnish company, 
with a history of innovation, designs and 
manufactures welding equipment and 
application software. It launched its IoT-
enabled machine using AWS technologies, 
laying the groundwork for its next generation 
of connected welding devices.

Bosch, a multinational engineering and 
technology company, has adopted connected 
technologies in all of its factories worldwide, 
resulting in a 30% reduction in inventory 
through faster turnover. The company  
has also experienced a 20% increase in 
productivity each year since 2012 and  
predicts that the connected technologies 
will result in operational savings, an increase 
in sales by over $1 billion, and leaner, more 
connected factories. 

General Motors Co. has experienced success 
after connecting 25% of its factory robots to 
the cloud through increased efficiency and less 
downtime, usually caused by failures. Since 
connecting the machines, the company has 
avoided 100 potential failures that would have 
traditionally interrupted production for as long 
as eight hours.

Understanding the potential of connected machines is the first step to helping companies develop 
new competencies and make their supply chains more efficient. 

Greg Paulsen, Director of Application Engineering at Xometry: “We are using machine learning to 
accumulate a growing mountain of data about best case costs and manufacturability for parts… 
This data did not exist before, and it opens up all sorts of new business models.”
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Level 4-5

Level 3

Level 2

Level 1

Level 0

Industrial Machine Connectivity (IMC) Framework

Create industrial solutions 
for business outcomes

Generate immediate 
business value

Organize, store & manage 
data in AWS cloud

Extract, convert, filter &  
send data to AWS cloud

Get started building a secure 
Smart Factory with AWS
While integrated cloud technologies enable the creation of a Smart Factory, planning, implementing, 
and managing those technologies pose inherent challenges for many manufacturers. 

AWS Partners work together to enable secure and flexible Smart Factory solutions at a global scale. 
AWS Partners use their expertise to help factories capture the right data from the floor and get it 
into the cloud. Once in the cloud, AWS provides a secure, fully managed ecosystem of services for 
IoT, data prep/storage, analytics, and more, that partners use to build tailored solutions, such as 
dashboards, automations, and analytics.
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The AWS IoT Connected Factory Solution
The Connected Factory Solution is a purpose-built offering from AWS and partners to unlock data 
from equipment, such as PLCs and Historians, to optimize operations, and improve productivity  
and availability. 

The Connected Factory Solution provides:

Check Industrial machine connectivity framework with AWS qualified hardware and AWS IoT device  
 software for ingesting, streaming data from equipment, and historical data from historian  
 to cloud. 

Check Deployment expertise for rapid roll out with a fixed menu of features providing immediate  
 outcomes and a solid foundation for Digital Innovation with AWS sharing the implementation  
 risk at a fixed price. 

Check Partner solutions that optimize factory output, product quality, maximize asset utilization, and  
 identify equipment maintenance issues.

Learn more and connect with experts here.

https://pages.awscloud.com/GLOBAL_PAC_LN_IoT-Connected-Factory-Offering-Contact-Us-page.html?&trk=el_a134p000003yVlhAAE&trkCampaign=CSI_Q3_2020_IoT_Connected-Factory-Contact-Us-Page&sc_channel=el&sc_campaign=CSI_Q3_2020_IoT_Connected-Factory-Contact-Us-Link&sc_outcome=Product_Adoption_Campaigns
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APN Manufacturing Partners with the Industrial Software Competency offer specialized software solutions for manufacturers 
transitioning to the Smart Factory. These solutions are recommended for both large and small organizations and follow 
AWS best practices for building the most secure, high-performing, resilient, and efficient cloud infrastructure for industrial 
applications. Access the tools necessary to increase efficiency, improve quality, and reduce downtime.

Accelerate business outcomes with 
AWS Manufacturing Partners

The manufacturing app platform that lets 
you build manufacturing apps to improve the 
way you run your factory. Without writing 
any code, you can create apps to increase the 
productivity of your team, reduce mistakes, 
and collect real-time data to improve 
continuously.  
Learn more about Tulip

Take advantage of advanced analytics for 
process manufacturing. Seeq’s extensive 
support for time series data and its inherent 
challenges enables process engineers, 
managers, teams, and data scientists to 
derive more value from data already collected 
by accelerating analytics, publishing and 
decision making.  
Learn more about Seeq

Teamcenter X delivers the PLM fundamentals 
to take control of product data and processes 
with easy access and visibility for everyone 
across your business. MindSphere is an open, 
cloud-based Internet of Things (IoT) operating 
system that connects your products, plants, 
systems, and machines, enabling you to 
harness the wealth of data generated by the 
IoT with advanced analytics.  
Learn more about Siemens

Infor EAM offers rich built-in functionality 
and the flexibility to integrate with other 
applications as needed. This 21st-century 
asset management software can help you 
reach new levels of efficiency with industry-
specific capabilities.  
Learn more about Infor 

MachineMetrics’ unique ability to easily 
connect to any machine has allowed the 
MachineMetrics platform to quickly gain 
traction and aggregate a powerful global 
dataset of CNC machine performance. With 
this, MachineMetrics’ algorithms can predict 
any shop floor problem.  
Learn more about MachineMetrics

A complete listing of all AWS Manufacturing 
Partners with the Industrial Software 
Competency can be found on this page.

https://tulip.co/
https://cdn2.hubspot.net/hubfs/3808865/Content%20Pieces/Seeq_Overview-Brochure_20190603.pdf
https://siemens.mindsphere.io/en
https://www.infor.com/content/brochures/cloud-built-on-aws.pdf/
https://www.machinemetrics.com/
https://aws.amazon.com/manufacturing/partner-solutions/?nc=sn&loc4&dn=1&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc
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