X AmazonEKS st

GW [Ea] | FREFICHSI>TFH/ U —= 3 >with Amazon EKS

Session #3

Fluent Bit [Cd&D
Kubernetes OF 7%

IV IO H—EXR v/ > %R E&tt
Va1 —=>3>7—3F770b

&I b8

# EKSMatsuri



Who are you?

Zal L REF EE (T DS E)

g : 7YV IO U —EXSv /) BAEtt
V1 —=>23>7—FF70 K

B,

-~
\
&

O—)L : BiEZOHEFRZFLIC, KT ZiRZiEHS
TXEE : ERSlerlCCOT D FEEE SR ADHEEEES

IFETRAWSH —E X ;' Consolidated billing for AWS Organizations
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e Fluent Bit & (&

e Flunet Bit= ¥/}

1L 7z0=
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e Fluent Bit & (&
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AtzyvS3a>TRbiRSOY &(E

(L

J

7JUo—>3>09 1> DJ>EEAOY

FPIV—23>0)\TA -2 CENHZOT SRFLADEEN - aJAHCEHhs0O0

application log: /var/log/myapp.log Syslog and other OS logs
Web logs: journalctl -u nginx.service Audit logs
Transaction logs Performance metrics
Others
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Kubernetes [CHFD OF 07 —F5IF v

« KubernetesB{KI(Z cluster-level D1 >« J2OF >0V 1 —>3>
ZHIR—BUTULWRV, I—HAITHEAZEE T INENHD

« OF>7(C(E. Woker Node. Pod WSy UTZEIBIDR ML —=E5
A DA D)L EBERD

o 3DOHBINIR T O—F Sk
« Worker Node By COF > T T—>1> MaEWESEOIRENT D

e 7JU—>3> Pod (C. OF>2%4TS Sidecar A7 F%255HT
OJz&# L TuL<

o VIUT— 3 h5EEMNEIICOIZXET D

https://kubernetes.io/docs/concepts/cluster-administration/logging/
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https://kubernetes.io/docs/concepts/cluster-administration/logging/

cluster-level®OF > J1& Rk

[—]

Amazon CloudWatch

= :_ - _J Container Insights
-— Grafana
dash board 3rd party services
' é) ®
Contglner = — {é:iy} Amazon EventBridge
runtime w d Amazon Kinesis Data Firehose

O —F+« > alerts

Amazon S3
Amazon Elasticsearch
Service

storage
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Amazon EKS_ETDOHpk I

.. = F @

app .. Amazonl Kinesis  Amazon S3  Amazon Athena
' Data Firehose
OJ)L—~
(Sidecar)

@ Worker Node i .

' AR, &

o '41/—9— i Airih
(Daemonset) i

Amazon CloudWatch Logs




Amazon EKS_ETDOHpk I

0 9 | E =
o= 8 @
—— ¢ R
Amazor! Kinesis  aAmazon S3 Amazon Athena
. Data Firehose

app

app

Amazon CloudWatch Logs
2020, Amazon Web Serices, Inc. o s Affites. Al ights reserv aws

ces, Inc. or its Affiliates. All rights reserved.
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Fluent Bit& (& ?

- I

.
- CLOUD NATIVE LOG FORWARDER Y »

ol > Parse #Fiter > Deliver

#8ArAF+ Linux/Gateway 72 EDHIFIDED
DB TCONBAEGEESNEEEOTT
Otvyb—/ JAD—45—

FluentdZ8 FOOCNCFH 2 JO> 2 ~ hitps:/fluentbit.io/

 Treasure Data ttHMIRIED TS J —ZR> _
H— Wiventd

« AWS X > /J\—3ECo-maintainer& U CESH|

License: Apache License v2.0

Latest version: 1.4.2



https://www.fluentd.org/related-projects
https://fluentbit.io/

Fluent Bit OV )N DS1 >

Output1

@
Output2

OutputN
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OF >0 &EN—FT1>0

Output Plugin 1

Tag apache.vhost1 Storage

° 2P L Match apache.”
Record 1 Record 1
Record 2

Router

oo il Output Plugin 2
Record 3 L~ Match syslog
Record 4 ~Rocord 4 |

dWs
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AMNU—LTOtYvEI>D

« SQLUITVUZEFEDS> THUWRA M —AZVEBENHAIEE
« CREATE STREAM users AS SELECT user from STREAM:apache;

« CREATE STREAM users WITH (tag=‘users’) AS SELECT user from
STREAM:apache;

e TagZft5UTHBE. X KU —/A%Fluent Bit data pipeline(CANDENTES

« OJDOHFBCIEL TOutputBZ RN 3T BH(CHERD
{5 : errord0Z MFHCloudwatch(TiXAS

https://aws.amazon.com/jp/blogs/opensource/splitting-application-logs-multiple-streams-fluent/

dWs



Fluentd & Fluent Bit

Scope
Language
Memory
Performance
Dependencies
Plugins

License

Containers / Servers Embedded Linux / Containers / Servers
C & Ruby C

~40MB ~ 650KB

High Performance High Performance

KFEHRED D RIFRMRIR L
(Ruby GemTHEa%) BFEDT S04 > %&R<)

1000 LoD TS0 +1 > T0IRED T S04 >

Apache License v2.0 Apache License v2.0

https://docs.fluentbit.io/manual/about/fluentd-and-fluent-bit




AWSH—E X & DiEE

« Output TS50 > ([CKDEERIEEIRAWS B —E X
« Amazon CloudWatch Logs
 Amazon Kinesis Data Firehose
 Amazon kinesis Data Streams

« TS24 > (& Worker Node®EC?2 instance role &7z (& EKS IAM Roles for
Service Accounts for podsz & U Ccredentialz BS B] 6

 AWS for Fluent Bit Docker Image
o FEROTZTANRTUA>2 A S—)LENTzDocker-f X—=
* Fluent Bit + 7S04 > DEAFENETEIBEINTHD. Fluent Bit& (FE/RDHE
DI\—=a=>Td=NTLd

* https://github.com/aws/aws-for-fluent-bit
dWSs



AWSH—E X & DiEE

* Amazon EIaSticsearCh SerVice export AWS_ACCESS KEY_ID="your—access—key”

e Fluent Bit v1 _4T(al'experimenta| export AWS_SECRET_ACCESS KEY="your-secret—key”
export AWS_SESSION_TOKEN="your-session—token

support
« credential @ IRIBEZHHEHTIEY
WNWEND D

o V155 TJILYR— MIRBETE
[OUTPUT]

Name es

Match *

Host xxx.<region_name>.es.amazonaws.com
Port 443

Index my_index

Type my _type

AWS_Auth On

AWS _Region <region_name>

tls  On

dWs
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INT A —< > RREEH

CloudWatch =77 > : Fluentd vs Fluent Bit FJFEC2-1 > X% > : c5.9xlarge

Log Lines Per second | Data Out | Fluentd CPU | Fluent Bit CPU | Fluentd Memory | Fluent Bit Memory

0.013 vCPU ||0.003 vCPU 146 MB 27
| 1000 | 250 KB/s | 0.103 vCPU ||0.03 vCPU 303 MB 44 MB
| il
E A/

25 MB/s | 1.03vCPU ||0.18 vCPU 376 MB

Kinesis Firehose 7 =771 > : Fluentd vs Fluent BitAJFBEC2-1 > X5 > X : c5.9xlarge

Log Lines Per second | Data Out | Fluentd CPU | Fluent Bit CPU | Fluentd Memory | Fluent Bit Memory

100 25 KB/s || 0.006 vCPU || 0.003 vCPU 84 MB

1000 W OD?"’ vCPU | 0.033 vCPU 102 MB

25 MB/s ||0.86 vCPU ||0.13 vCPU 438 MB

MEEBITI DT, CNESDT—INERERIRIII D EDTIEHEDFEHA.
CEBDODD—o0—RICHBIFTB/INTA—T>RICDWNTIF, BIRIMRSEF =0\,

https://aws.amazon.com/jp/blogs/news/centralized-container-logging-fluent-bit/ aws
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Amazon EKS_LE T8k (HE18)

! Fargate

app'_af%h—’@_)_

: app "_—’. mazon Kinesis  Amazon S3 e T r
OoIL—%
' (Sidecar) .

Data Firehose
: @ Worker Node i ﬁ
[ s . (R @

1 1 -
| aop '4 L—5—| i
i (Daemonset) i




Amazon EKS_ETDOHpk I

?pp Fargate = : %IDE L @ _—) B

i Amazon Kinesis  Amazon S3 Amazon Athena
: =Gl ' ‘. Data Firehose

(Sidecar)

: @ Worker Node i ﬁ
| ap = &Q @

| e i




Fluent BitlC &k dK8s metadatad look up

Cooroens B L

BWi59 % metadata _{ mypod

« Pod name I
« Namespace
« Container name

. stdout
« Container ID stderr

Kubernetes API Server

API Se rver b\ BHR Ivar/log/containers/

59 % metadata 9 _

. Pod ID Y Read logs

« Labels Look up metadata
- Annotations Fluent Bit

DaemonSet

dWs



How to Setup

- B R
. BEEITIAWSH—ERDtY PV

EKS Clusterd{ER;

Worker Node ([CAWSH—EX(CF IR T DIEDIAMNI S —Z5
Kubernest RBACD:&TE

ConfigMapZ I U fzFluent Bit CHI 9 B 5% EIBGHRDIVERK

Fluent Bit @ deploy

ok wWh =~

dWs



EKS Cluster O{ER% &
Worker Node A®D IAMRU S —DEID YT

eksctlZ{Ef > JZEKS Cluster DYERL

$ eksctl create cluster ——name eksmatsuri—fluentbit ——region <region_name>
$ kubectl get nodes

Worker Node X FJFB U CTULVBIAMO—JL(CFirehose. CloudwatchBai&E (x93 77
72 3>%Fa] I BIAMRIS —HFE DT

$ ROLE_NAME=$(eksctl get nodegroup ——cluster eksmatsuri—fluentbit ——region <{region_name>
-o json | jg -r ".[].NodelnstanceRoleARN’ | cut —f2 —d/)

$ aws iam put-role—policy ——role—name $ROLE_NAME ¥

——policy—name eksmatsuri—fluentbit—ds ¥
——policy—document




Kubernest RBACDE%E
H—EXT7HI> NOERRT D

$ kubectl create sa <sa_name>

O—)LEO—=I)UNA 25+« 2T ZEMRT D

$ kubectl apply —f eksmatsuri-fluentbit—daemonset-rbac.yaml




Kubernest RBACD:%E

$ cat eksmatsuri—fluentbit—daemonset—rbac.yaml
apiVersion: rbac.authorization.k8s.io/vibetatl
kind: ClusterRole
metadata:

name: pod—log-reader

rules:
— apiGroups: [*”]
resources:
— namespaces
— pods
verbs: [“get”, “list”, “watch”]
apiVersion: rbac.authorization.k8s.io/vibetal
kind: ClusterRoleBinding
metadata:
name: pod-log—crb
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole

name: pod-log-reader DaemonSet ¢ deployj% Fluent

subjects: N
- kiJnd: ServiceAccount Bit POd_CEFIJ}Eﬁg_go 'ﬂEEE L/t:
name: ServiceAccount®& (CEDE TIELE

namespace: default LKL 7_— =0\

dWs
~—



ConfigMapZ#IFH U=

Fluent BitCFIFH 9 58 E 5ERDIERL

$ kubectl apply —f eksmatsuri—fluentbit—configmap.yaml

Fluent BitDEETE (S T ORI 3 > (CH

$ cat eksmatsuri—fluentbit—configmap.yaml "&.‘U LJ_CEE%ZU_%
apiVersion: vi1 . SERVICE
Kind: Sonfiglap . F(CHO—/ULBTO) S BEIHE
name: fluent—bit—config e EBITHRMIADEE T 7 1)L
labels:
app.kubernetes.io/name: fluentbit * INPUT .
data: . input7°50/|’ S TCHHIBDY—RZERE
fluent—bit.conf: |
[SERVICE] * FILTER \
Parsers_File parsers.conf e ANT—HAICHUTCERAIT R IqILTI—EE
NP s . OUTPUT
[FILTER] s OJDHPFTDER
<HE> . EBRICHEHURWVBATERES
[OUTPUT]
<E&> « PARSER
parsers.conf. | . EBEENEF—5%/— 2T BBOEE

[PARSER]
<B&>

dWs
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Fluent Bit @ deploy

$  AWS for Fluent Bit Docker
$ kubectl apply —f eksmatsuri—fluentbit-daemonset.yaml Image(a* Systems Manager

REATHRI—>32(CH
apiVersion: apps/v1 5ECR/]/>(_:/0) R l\&
kind: DaemonSet HR*TE_FE_]-!F]‘E

<EmE>

— name: aws—for—fluent—bit

volumeMounts:
— name: varlog
mountPath: /var/log

«  Worker Node®logZ - L
OKNUZEY D> b

<HBR>
volumes:
— name: varlog
hostPath:
path: /var/log

dWs



Fluent Bit > )La>J« 40

[SERVICE]
Parsers_File parsers.conf
[INPUT]
Name tail
Tag kube.*
Path
Parser docker
DB /var/log/flb_kube.db
Mem_Buf_Limit 5MB
Skip_Long_Lines On
Refresh_Interval 10

[FILTER]
Name
Match kube.*
Kube_URL https://kubernetes.default.svc.cluster.local:443

K8S—-Logging.Parser On
K8S-Logging.Exclude On

/var/log/containersfic F DO T 7 A
)L input source& U, tail 754
/_anl..aj‘ ¢J\

Kubernetes 7 )L —ZFHL CO
T > hY(CmetadataZz {3l

incomming messagel(Clog field W\ 71T
L. JSONT A —Yv bDiF&E(CData
(Cmap9d S

BINSA—SDFMEI RFI A b
=S

*  https://docs.fluentbit.io/manual/pipeline
[filters/kubernetes

dWs



Kubernetes J o« JLA—I(CKD{fITIME=ND metadata

ubernetes": {
"annotations": {

i "kubernetes.io/psp": "eks.privileged" ° Cloudwatch Logs/\d)
X3

"container_hash™: "ngi : s 67 12", ,':Ijjj{ﬁlj

"container_imag X
"container_nam inx", - _ O nginX pOdb\ll:Eljj L/j::
"docker_id": "4@ 1301d08@45f168203876403b4ali42c7bf2c 49240574c924a6b@"

168-25-206.us-east-2. compute.internal TO‘EXDU“(C;(‘T L/
ot gt T metadataZz {5

"pod-template-hash”: "6cS5bfff4da”
, pod-tem n3
"namespace_name": "default”,
"pod_id": "
"pod_name" :

“referer”:
"remote

"user™; '

dWs

]



Fluent BitH > )LaA>J« ¥ - o005

[OUTPUT]
Name firehose

delivery_stream <stream_name>

region <region_name>
[OUTPUT]

Name cloudwatch

region <region_name>
log_group_name /eks/eksmatsuri
log_stream_name fluentbit—kube
auto_create_group true

715%

RO HEzFEOD LGS
OUTPUT%E#EC# 9 D

FER &R B log Stream(IMatch TERE U
JcTag CIETE
o CDiHE. nginx podDOJ (&
Firehose - CloudWach Logs(Cii/d
=N
* ngix podX9+aD O (EFirehosel (&
I ENR0

dWs



Stream ProcessorZ ¥,

FH U 7= Output® i35l

’E Worker Node

.’ mypod

stdout
stderr

Log File

Input Stream

Parser

Filter

Storage

Stream
Processor

1,

Wi
g
i

dWs
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 Kubernetes Logging powered by AWS for Fluent Bit
https://aws.amazon.coml/jp/blogs/containers/kubernetes-logging-powered-by-aws-for-fluent-bit/

 Fluent Bit [C&BERIA>FTFOF>D

https://aws.amazon.com/jp/blogs/news/centralized-container-logging-fluent-bit/

« Access Logqging Made Easy with AWS App Mesh and Fluent Bit

https://aws.amazon.com/blogs/containers/access-logging-made-easy-with-aws-app-mesh-and-
fluent-bit/

 Under the hood: FireLens for Amazon ECS Tasks
https://aws.amazon.com/blogs/containers/under-the-hood-firelens-for-amazon-ecs-tasks/
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Grafana
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O —F+ >0 alerts
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Service
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- ; Container Insights

Grafana
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Amazon EventBridge
Amazon Kinesis Data Firehose

container V - e

runtime

Fluent Bit alerts
OJ)L—5« >0
Amazon S3
Amazon Elasticsearch
Service
storage
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Thank yout!



