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Follow along...
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What's it good for?

Search workloads

_oad your data in and search It.
Rich queries, adjustable ranking,
anguage features, search in a

DOX.
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Analytics workloads

Near real-time availabllity of log
data (seconds)
Visualizations, dashboards, and

alerting for monitoring
aWs
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Amazon Elasticsearch Service is a
fully managed service that makes
it easy to deploy, manage, and
scale Elasticsearch and Kibana
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Simple to use - it's a database

1 2 3

Send data as Data is indexed— REST APIs, for fielded
JSON via REST APIs all fields searchable, matching, Boolean
including nested JSON expressions, sorting and
REWAR

A R
A R

Elasticsearch cluster Application users, analysts,
DevOps, security

. @ 5 3
Server, application, Application data

network, AWS, and
other logs
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Amazon ES architecture

. AWS Cloud - region

I€4 Customer domain

& v

AWS Identity and Application Load
Access Balancing (ALB)

Management (IAM)

i
.

Data nodes

bt

-
.

UltraWarr.: .wwdes Master nodes

Amazon AWS
CloudWatch CloudTrail

Amazon Kinesis

AWS Database Amazon

Data Firehose Migration Service CloudWatch Logs
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Amazon Elasticsearch Service open source roots

© 2020, Amazon

Web Services

LQ .

, Inc. or

its Affiliates. All rights reserve

d.

Deployment framework that provides a
managed open source offering consisting

Elasticsearch
Kibana

Integrates with popular ingest frameworks
like:

Fluentd
Beats
Logstash
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Visualize and monitor your data with Kibana

Dashboard / Application: Dashboard Fullscreen Share Clone Edit Bl 10seconds <€ O Last15minutes
Search... (e.g. status:200 AND extension:PHP) Uses lucene query syntax n

=3
o
o
=)
)

®

Discover Add a filter +

=

Visualize Application: Traffic breakdown
Dashboard
Timelion

Dev Tools

T v @ ©

Management

Application: Metrics

count unique cients Bytes aeliverea

5,190 616,121

Application: request pie «" Application: Keywords cloud Application: All response codes

e/ 300
@ /imdb/index.php between

U @ /icons/back.gif ng“ etl‘l 250

ficons/blank.gif as

@ /icons/image2.gif = new
/imdb/imgs/ family I rn n story

@ /rest/sdp/v5.0/c4....

@ /rest/appstore/v4.... flll'mBI' wa rs

‘ /rest/sdp/v5.0/c4....
@ /rest/sdp/v5.0/c4.... nas )
@ /rest/sdp/v5.0/c4.... _ i lllllll
. Irest/sdp/v5.0/c4.... begins a“er into -

0
) ) 16:00:00 16:05:00
/imdb/imgs/MV5B...

@ /imdb/imgs/MV5B... @timestamp per 30 seconds
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What You Are Building @
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High Level Functional Components

e React Frontend
e Elasticsearch Backend

Search Application

Log Delivery e Fluentd & Metricbeat
Framework e Logstash Indexers

Visualization &  « Kibana Dashboards
Alerts e Alerting Plugin

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Lab 1 - Enable a search application

Prebuilt application backed by Amazon Elasticsearch Service

* Wire in access Kibana for monitoring outside of a VPC

* Provision application data using common tools and scripting

 Review search, bulk and indexing APIs

P
8&«—————%*@« ——————————— - «——l
=z

Team 4
Movie Application Load
Geeks! Balancer (ALB)

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Amazon EC2

« | ] I

Amazon Elasticsearch
Service
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Lab 2 - Create a log delivery pipeline

Using foundational elements created by AWS CloudFormation
« Connect producers with an Amazon Kinesis Data Stream for a log buffer

« Configure MetricBeats and Fluentd on the NGINX proxy and the React
application servers

« Build a Logstash indexer fleet to write Kinesis data to Amazon ES

NGINX

Fluentd

Amazon EC2

|-|'I
Iy
Amazon Elasticsearch
Service

Amazon Kinesis
Data Streams

React
Fluentd

£

Amazon EC2

Amazon EC2
in
Autoscaling Group aWS
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Lab 3 - Create visualizations and alerts

Leverage Kibana dashboards and alerts to proactively and reactively monitor
your front end

« Leverage prebuilt Metricbeat dashboards to monitor system details
« Build custom visualizations and dashboards to monitor the application

uuuuu

-

gggggg

5,190 50 114,616,121

p \ ¢ o, o gWYNGIN
ON k-
QN B ™

NGINX

i

Amazon EC2 Amazon Cognito Amazon Ela::;ticsearch
Service

dWsS
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Basic Setup Deep Dive
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pu |

18Ugns 31eALld 12Ugns 31eALId 12Ugns 31eALId

&l
&l
&l

+

P

A

+

AELS]s

YYCU OTTVILTS, TITC. U T ATTIITALTS. ALUTTZSTIL TTOTTVEU.
o o o e e e e e e e e = e e = e = = e = e = = = = e = = e e e = e = e = = e e e = e e = = = = = e = = = = e = = e = e = e = = = = = = e = e = = e = = = = e = e = = = = e = = = = = = e = e = = = = e = e e = = = = = = = = = = e = = = = e = = = = = = = = = e = =

NAT gateway

s

19Ugns d1gnd

yougns oand (G

M---

19Ugn

onand |G

AWS Region

1
1
1
1
1
1
—--:----
1 1
o
1 1
N
1 1
1
1
1 L
1
1 1
I 1
1
1 1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
mazon Web-S

Network Layer Build

© 2020, A



Amazon Cognito

Service VPCs
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Elasticsearch Build
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Proxy Build
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Lab 1: Application




Application Build
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Lab 2: Logging




Logstash - Fleuntd Build
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Lab 3: Kibana

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




Configure pipeline, build visualizations and alerts

Fullscreen Share Clone Edit Wl 10 seconds
‘ kibana se s onPHP!

U
Discover

s visualize
Dashboard
Timelion

®
]
#  DevTools
o

Management

Alerting

Alerting = Dashboard

Dashboard Monitors Destinations

Alerts

QQ Search All severity levels All alerts

Alert start time - Alert end time Monitor name Trigger name Severity Time acknowledged

There are no existing alerts. Create a monitor to add triggers and actions.
Once an alarm is triggered, the state will show in this table.

Create monitor

Rows per page: 20 v

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. a v\ S7



Let's Get Started!




Follow along...

© 2020, Amazon Web Services

The lab guide Is available at:
https://hyfeamit.aesworkshops.com/

, Inc. or its Affiliates. All rights reserved.
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Data is structured: title,
description, ratings, etc.

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

FULL CAST AND CREW TRIVIA USER REVIEWS IMDbPro MORE

7 9 R SHARE
. <’ 7 Rate
+ Iron Man (2008) ) (e Syl
PG-13 2h 6min Action, Adventure, Sci-Fi 2 May 2008 (USA)
| b a
7, 1y ey
,J/I - —
‘ /i 5
: xi" i .
a0, ‘ L
7 @
(W G
..2.0m 2:29 Trailer 15 VIDEOS 289 IMAGES

prime | \Watch Now =) @ »

— | From $12.99 (SD) on Prime Video ONTV | ON DISC

After being held captive in an Afghan cave, billionaire engineer Tony Stark creates a
unique weaponized suit of armor to fight euvil.

Director: Jon Favreau
Writers: Mark Fergus (screenplay), Hawk Ostby (screenplay) 6 more credits »

Stars: Robert Downey Jr., Gwyneth Paltrow, Terrence Howard
See full cast & crew »

Metascore
From metacritic.com 1,116 user | 502 critic

Reviews \'\ Popularity

239 (% 23)



Data is structured: title,
description, ratings, etc.
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FULL CAST AND CREW TRIVIA USER REVIEWS IMDDbPro MORE

SHARE
7 . 9 <’ *> Rate
297560 | W This

B [ron Man (2008)

M AN s
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IdUN QK

“"a.om ‘ 2:29 Trailer 15 VIDEOS 289 IMAGES

B © »

ON TV ON DISC

Watch Now
From $12.99 (SD) on Prime Video

After being held captive in an Afghan cave, billionaire engineer Tony Stark creates a
unique weaponized suit of armor to fight evil.

Director:} Jon Favreau

Writers: [Mark Fergus (screenplay), Hawk Ostby (screenplay)| 6 more credits »

Robert Downey Jr., Gwyneth Paltrow, Terrence Howard
See full cast & crew »

Metascore Reviews
From metacritic.com 1,116 user | 502 critic

Popularity
Y\ 239 (% 23)



Lab 2: Log ingestion




m EC2 instance contents - Web Server

EC2 instance contents - Nginx Server

- ..
Kinesis Data Stream

m Logstash Server

Amazon Elasticsearch Service

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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. - L A . .
EC2 instance contents - Web Server =] Kinesis Data Stream Logstash Server D@ Amazon Elasticsearch Service

Transformed E

»

Log data

m EC2 instance contents - Nginx Server

Transformed E

»

Log data

dWsS
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. - L A . .
EC2 instance contents - Web Server =] Kinesis Data Stream Logstash Server D@ Amazon Elasticsearch Service

Transformed E

»

Log data

Tagged with source

m EC2 instance contents - Nginx Server

A 4

»

Transformed E

Log data

dWsS
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E EC2 instance contents - Web Server Kinesis Data Stream E Logstash Server

I I

I I

I I

| : =] DDD |

=) s |

| i I

Transformed E | — |
: Metricbeat Log data :

Log data : :
| |

Tagged with source [Port 5044

E EC2 instance contents - Nginx Server

A 4

»

Transformed E

Log data

il
€ Amazon Elasticsearch Service
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E EC2 instance contents - Web Server Kinesis Data Stream

I I

I I

I I

| : =] DDD |

=) s |

| i I

Transformed E | — |
: Metricbeat Log data :

Log data : :
| |

Tagged with source [Port 5044

E EC2 instance contents - Nginx Server

il
€ Amazon Elasticsearch Service

A 4

»

Transformed E

Log data

A 4

Metricbeat index

Proxy index

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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m EC2 instance contents - Web Server =] Kinesis Data Stream ﬂ@ Amazon Elasticsearch Service

-— S~
= rlﬁt:
% i
Log data ——
Metricbeat index
Configuration Tagged with source
| I > /2
| i | Z[=83
I — | = |~
I — =
> | | "\
| A - —
m EC2 instance contents - Nginx Server : : : : I
| Lo dettz beg dettz : : : Configuration .
L s
[ | —
| .
: : E E : | Webapp index
| |
| : Log data Log data : :
'I _________________ | —-:; :'-\
~| [ | ' =[=H3
g . | Kinesis Pipeline I = — | /1
. | -
I
Log data : : Trabsformed I
| I | :
ot S I~ I ] _
Configuration : | . o i
| : Log data Log data : | y
I I
L_E::::::::::::::::LJ
© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS

\/7



Lab 3: Build a Kibana Dashboard§>
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Lab 4: Alerting
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— A job that runs on a defined schedule and gqueries Elasticsearch

— Conditions that, if met, generate and can perform some
— A notification that a monitor’s trigger condition has been met
— Information you want the monitor to send out after being triggered

— A reusable location for an action, Amazon SNS, Amazon Chime, Slack, or a webhook

dWsS
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URL
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Wrap up
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Thank you!




