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Amazon Quantum Ledger

Database (QL
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Easy to use - Amazon lon & PartiQL

Amazon lon PartiQL
INTO cars
{ { "Manufacturer':'Tesla',
:VIN’ : :KM8SRDHF6EUO74761’ , "Model': 'Model s',
N ‘Mfgbate’: : "Year': 2012,
E Type’:  “Truck’ , 'VIN': 123456789,
Mfgr’: Ford’ , ' - - '
‘Model’ : ‘F150’ owner':'Traci Russell
‘Color”: ‘Black’ , ¥
‘Specs’: {
‘EngSize’ : 3.3 , cars owner = 'Ronnie Nash'
‘Curbweight’: 4878 ,
‘HP’: 327 ,

_ VIN = 123456789
‘BatterySize’ :

} } * FROM cars



Transactions (ACID)

Isolation Level Potential Issues

Snapshot Isolation Potential write skew

Repeatable read Phantom reads

Read committed Phantom reads/non-repeatable
LS

Phantom reads/non-repeatable

Read uncommitted reads/dirty reads



Serverless, scalable, highly available

Application

Multi-AZ for
high availability

Journals Journals Journals
Multiple copies per AZ
providing strong
durability
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How Amazon QLDB works
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Immutable & Complete
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SEQUENCE SEQUENCE SEQUENCE SEQUENCE SEQUENCE SEQUENCE
NUMBER: 789 NUMBER: 790 NUMBER: 791 NUMBER: 792 NUMBER: 793 NUMBER: --

INSERT... UPDATE... DELETE... INSERT... UPDATE... UPDATE...
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Block

Query
Statement

Documents Ej — Entries Digest

Metadata Record
hash




v —F )LDFREE

QLDBD fasE: iR A T D DA DD IR AT

Unique Signature of a document

U —

a4e31e36910d99bd19b
7f875f0a04597dcOff52c¢
—> 2f164a16a9288aed9e71

ofdd

Periodic hash covering all history

Digest

Chaining past hashes together

7

7

Hhasco Merkle Root
Hash(HAB+HCD)
HAB HCD
Hash(H,+Hg Hash(H.+Hp
) )
HA HB HC HD
HaSh\(TXA Hasr:(TXB Hash(TxC) Hash(TxD)

A chain of hashes linking a document to its

digest

a4e31e36910d99b

d19b7f875f0a0459
7dcOff52c2f164a16
29288aed9e710fdd

d07fc3d67314905
dd065d559887900
70410e87072f27ce
2d1cb56457c0879

bc8

2fc7e994c884bd13
d5fd22b7425328d
Oe5d5b0cdcba4d28
5b198be612f229cc
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Cryptographic verifiability: SHA-256
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vehicle = {

‘VIN’ : “KM8SRDHF6EU074761”,

‘Type’ : “Truck”

jodel s TFISO a4e31e36910d99bd19b7f
‘EngSize’ : 3.3 SHA-256 875f0a04597dcOff52c2f16
‘Curbweight’: 4,878 4a16a9288aed9e710fdd
‘HP’ : 327

}

vehicle = {

‘VIN’ : “KM8SRDHF6EU074761”,

‘Type’ : “Truck”

et 19318457408920af2d2ch
‘.Engsize’ . 3.3 SHA-256 eacd90c7afeOfbd7f6ff316
‘Curbweight’: 972c8f656c8bbc402dd1
‘HP’ : 327



Cryptographic verifiability: SHA-256

SHA-256/x— Fi@fT 9, NGz bhi-e. ANEHET L2 L3 AAEETT,

vehicle = {

‘VIN’ :
‘Type’:
‘Model’:
‘Specs’: {

“KM8SRDHF6EU074761”,

“Truck”
“F150”

‘EngSize’

‘Curbweight’:

‘HP’ :

327

: 3.3

4,878

SHA-256

SHA-256

a4e31e36910d99bd19b7f
875f0a04597dcOff52c2f16
4a216a9288aed9e710fdd

19318457408920af2d2cb
eacd90c7afeOfbd7f6ff316
972c8f656c8bbc402dd1



How it works

INSERT INTO cars
{ "Manufacturer':'Tesla',
'Model': 'Model S',
'Year':2012,

'"VIN':123456789,
'owner':'Traci Russell' }

INSERT cars H (Tl)
ID:1

Manufacturer: Tesla
Model: Model S

Year: 2012
VIN: 123456789
owner: Traci Russell

Metadata: {
Date:07/16/2012
}

Manufacturer

Model

Year | VIN

Owner

Version | Start

Manufacturer

Model

Year

VIN

Owner




How it works

INSERT INTO cars

{

'"Manufacturer':'Tesla',
'Model': 'Model S',
'Year':2012,

'"VIN':123456789,
'"Oowner':'Traci Russell' }

INSERT cars H (T,)
ID:1

Manufacturer: Tesla
Model: Model S

Year: 2012

VIN: 123456789

owner: Traci Russel]l

Metadata: {
Date:07/16/2012
}

ID | Manufacturer | Model | Year |VIN Owner

1 Tesla Model S| 2012 | 123456789 | Traci Russell

ID | Version | Start Manufacturer | Model | Year | VIN Owner

1 0 7/16/2012 | Tesla Model S| 2012 | 123456789 | Traci Russell




How it works

UPDATE cars SET owner = 'Ronnie Nash'
VIN = 123456789

INSERT cars
ID:1
Manufacturer: Tesla
Model: Model S

Year: 2012

VIN: 123456789
owner: Traci Russel]l

H (T,)

Metadata: {
Date:07/16/2012

}

WHERE

UPDATE cars

- H(T,)
ID:1
owner: Ronnie Nash

Metadata: {
Date:08/03/2013

}

ID | Manufacturer | Model | Year |VIN Owner

1 Tesla (\YleYs RN Aok P I WY 1Y£° M Ronnie Nash

ID | Version | Start Manufacturer | Model | Year | VIN Owner

1 0 7/16/2012 | Tesla Model S| 2012 | 123456789 | Traci Russell
1 8/03/2013 | Tesla Model S| 2012 | 123456789 | Ronnie Nash




How it works

DELETE FROM cars WHERE VIN = 123456789

INSERT cars H(Tﬂ
ID:1

Manufacturer: Tesla
Model: Model S

Year: 2012

VIN: 123456789

owner: Traci Russel]l

Metadata: {
Date:07/16/2012

}

UPDATE cars

- H(T,)
ID:1
owner: Ronnie Nash

Metadata: {
Date:08/03/2013

}

ID | Manufacturer | Model | Year |VIN Owner
1 Tesla Model S| 2012 | 123456789 | Ronnie Nash
ID | Version | Start Manufacturer | Model | Year | VIN Owner
0 7/16/2012 | Tesla Model S| 2012 | 123456789 | Traci Russell
1 8/03/2013 | Tesla Model S| 2012 | 123456789 | Ronnie Nash
2 9/02/2016 Deleted
DELETE cars H (T,)

ID:1

Metadata: {
Date: 09/02/2016

}




Walk through a hash chain

INSERT cars

ID:1

Manufacturer: Tesla
Model: Model S

Year: 2012

VIN: 123456789
owner: Traci Russell

Metadata: {
Date:07/16/2012
}

INSERT cars T
1

ID:1

Manufacturer: Tesla

Model: Model S

Year: 2012

VIN: 123456789

owner: Traci Russell

Metadata: {
Date:07/16/2012

}

SHA-256 H(T)

= 2526116306c819d651af075934170d2430d246d9ab98d975d28a83baded47ca7



Hashing and chaining transactions

INSERT cars H(T,) UPDATE cars H(T,)
ID:1 ID:1

Manufacturer: Tesla owner: Ronnie Nash
Model: Model S

Year: 2012 Metadata: {

VIN: 123456789 Date:08/03/2013
owner: Traci Russell }

Metadata: {
Date:07/16/2012
}

H(T,) = 2526116306c819d651af075934170d2430d246d9ab98d975d28a83baded47ca?

UPDATE cars
ID:1
owner: Ronnie Nash

H(T,) + SHA-256 H(T,) = 86a90e4166453d9423b84d47dcbhd97c0e3099b1alf0d7cfcabc191d8fd8994ff

Metadata: {
Date:08/03/2013
3



Hashing and chaining transactions

INSERT cars H(T,) UPDATE cars H(T,) DELETE cars H(TS)
ID:1 ID:1 ID:1

Manufacturer: Tesla owner: Ronnie Nash

Model: Model S Metadata: {

Year: 2012 Metadata: { Date: 09/02/2016
VIN: 123456789 Date:08/03/2013 }

owner: Traci Russell }

Metadata: {
Date:07/16/2012
}

H(T,;) = 2526116306c819d651af075934170d2430d246d9ab98d975d28a83baded47ca7

H(T,) = 86a90e4166453d9423b84d47dcbd97c0e3099b1alf0d7cfcabc191d8fd8994ff



Hashing and chaining transactions

INSERT cars H(T,) UPDATE cars H(T,) DELETE cars H(TS)
ID:1 ID:1 ID:1

Manufacturer: Tesla owner: Ronnie Nash

Model: Model S Metadata: {

Year: 2012 Metadata: { Date: 09/02/2016
VIN: 123456789 Date:08/03/2013 }

owner: Traci Russell }

Metadata: {
Date:07/16/2012
}

H(T,;) = 2526116306c819d651af075934170d2430d246d9ab98d975d28a83baded47ca7

H(T,) = 86a90e4166453d9423b84d47dcbd97c0e3099b1alf0d7cfcabc191d8fd8994ff

H(T3;) = ae2d64e562ec754ec3194c744eec72c9fdafffcb6b559e0414d0e75bf96ca9%2ad



A digest is a hash value at a point in time

INSERT cars H(T,) UPDATE cars H(T,) DELETE cars H(TS)
ID:1 ID:1 ID:1

Manufacturer: Tesla owner: Ronnie Nash

Model: Model S Metadata: {

Year: 2012 Metadata: { Date: 09/02/2016
VIN: 123456789 Date:08/03/2013 }

owner: Traci Russell }

Metadata: { Digest
Date:07/16/2012
}

H(T,;) = 2526116306c819d651af075934170d2430d246d9ab98d975d28a83baded47ca?

H(T,) = 86a90e4166453d9423b84d47dcbd97c0e3099b1alf0d7cfcabc191d8fd8994ff

H(T3;) = ae2d64e562ec754ec3194c744eec72c9fdafffcb6b559e0414d0e75bf96ca9%2ad



Changing committed data breaks the chain

INSERT cars H(T,) UPDATE cars H(T,) DELETE cars H(TS)
ID:1 ID:1 ID:1
Manufacturer: Tesla owner: Ronnie Nash
Model: Model S Metadata: {
Year: 2012 Metadata: { Date: 09/02/2016
VIN: 123456789 Date:08/03/2013 }
owner: Trac Russell }
Metadata: { Digest
Date:07/16/2012
ks
H(T,) =-2526F¥16306c819d651af0759034170d2430d246d9ab08d075d28a83baded47ca?
1

H(T,) =-86a90e4166453d9423b84d47dcbd07c0e3099b1a1F0d7cfecatbelf1d8+d8094FF
H(T,) = a90a9898c7e4blaab19c705b554afd9e0bt6539bb0346df19be362ff63001098

-h
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H(T3;) = c6268578a24dbe0c7cfba07bd967411a35462b8c875d42f1991faad02c0ac93c
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e SELECT * FROM Kuwano

--COUNT() /IR IE EN/=E TlED Y FEA

« SELECT COUNT(*) FROM Kuwano
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e SELECT * FROM Kuwano WHERE "Year" > 2018
--Inequality (LIKE)

e SELECT * FROM Kuwano WHERE DB LIKE ‘Mongo%'
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SELECT * FROM Person
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3 Streaming
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Kinesis-powered
Data Stream

Event processing (e.g., AWS
Lambda triggers)

Linkage to other purpose-
built database (e.g. Amazon
Elasticsearch Service (Amazon
ES), Amazon Neptune)



QL

DB as System of

Record

Kinesis
Data Stream

___________

dllx

DLQ




QL

DB as System of

Application QLDB

Record

B e

Kinesis
Data Stream

___________




QL

Application

3 as System of

8 &

QLDB

Record

= ‘ 1
Kinesis
Data Stream

---------- >[ollle
DLQ ‘
el
I
OpenSearch
---------- >[Plls
DLQ
i E++‘
Aurora
---------- >Ip[|<
DLQ —
Enterprise

Systems



Query Patterns

<< writes >>

(]
o << targeted lookups >>

<< validations >>

e << streaming|>>
<< verifications >>

——————————————————————————————————

. +
<< analytics >> I:IE._.F‘ @<>

<< reporting >>
<< search >>
<< Ul support >>



QLD

\17

3

—:C‘,é <<Recurring Event >>

1

1

1

1

1
v

Data Lake or Batch Integration

1

Redshift/Spectrum

<<Extract/Transform Data From Export>>

AN
7

<<Incremental Export>>_ @

Raw Exports

| &

@ Amazon Athena
Data Lake Eg@

Amazon EMR

AN
7

ETL Process

\4

Customer
System



QLDB Disaster Recovery

_________________________________________________________________________________________________

F Primary Region

<<S3 CRR>>

_________________________________________________________________________________________________

F Failover Region

. <<S3 Export>> @

QLDB S3
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