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Upload identity verification doc FaceLiveness Check Similarity
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(D Click "Capture" button to Take photo of your identity verification document with face photo
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Select your camera device

FaceTime HD Camera (3A71:F4B5)
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from PIL import Image

def lambda_handler(event, context):
# Retrieve bucket name and file name from S3 event
bucket = event['Records'][0]['s3']1['bucket']['name']
key = event['Records'][0]['s3']['object']['key']

# Get the uploaded image {%b\ — E E*ﬁ
response = s3_client.get_object(Bucket=bucket, Key=key) # E b ’ﬁ H:Il

image_bytes = response['Body'].read() fa ceé response =
E&H SEZ R B p

[ T rekognition_client.detect_faces(
Attributes=['DEFAULT'] 1 1, S

) Image={'Bytes': image_bytes},

IT TdCE_Tesporise| rdcepetdils |.

# Use the information of the first detected face Att ri b utes= [I D E FAU LTI]

faceDetail = face_response['FaceDetails'][0]

# Detect FaceD L Z7R > A HN S EHKDEADAIE % $iH )
box = faceDetail['BoundingBox']

image = Image.open(io.ByteslO(image_bytes))

imgWidth, imgHeight = image.size

left = imgWidth * bo[Left] detect_faces AVw REFAUT.

top = imgHeight * box['Top']

width = imgWidth * box['Width'] ~ /, —
height = imgHeight * box['Height'] @1%@ HH j:)\ b gﬁ@*ﬁtﬂ %'f—_r j o)
# BYROEEDEFIDOY) DIRE

face_image = image.crop((left, top, left + width, top + height))

# Convert the cropped face image to a byte array

buffer = io.ByteslO()

face_image.save(buffer, 'JPEG')

buffer.seek(0)

# Upload the cropped face image to S3
face_key = 'faces/' + key.split('/')[-1]
s3_client.put_object(Bucket=o0s.getenv('CROPED_BUCKET'), Key=face_key, Body=buffer, ContentType='image/jpeg’)
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Session ID: e95f202f-48cd-4fcf-8dba-
0919c930c341

Liveness check
You will go through a face verification process to
prove that you are a real person.

Photosensitivity warning
This check displays colored lights. Use @
caution if you are photosensitive.

Follow the instructions to complete the check:

X
:
e &

Good fit Too far

1. When an oval appears, fill the oval with your
face within 7 seconds.

Maximize your screen's brightness.

Make sure your face is not covered with
sunglasses or a mask.

Move to a well-lit place that is not in direct

sunlight.
Begin check
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Log out

Session ID: 63ac35d8-30ea-4404-b543-c633da2f4d2d 0

Liveness check
You will go through a face verification process to prove that you are a
real person.

Photosensitivity warning

This check dis colored lights. Use caution if you are ®

phot

Follow the instructions to complete the check:

ood fit Too far

When an oval appears, fill the oval with your face within 7
seconds.

ghtne

Make sure your face is not covered with sunglasses or a mask.
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Session ID: 9937c818-acd5-4ffc-b31d-f930a3444d69 0

Liveness check
You will go through a face verification process to prove that you are a real person.

Photosensitivity warning @
This check displays colored lights. Use caution if you are photosensitive.

Follow the instructions to complete the check:

Good fit Too far

When an oval appears, fill the oval with your face within 7 seconds.

Maximize your screen's brightness.
Make sure your face is not covered with sunglasses or a mask.

Move to a well-lit place that is not in direct sunlight.

Begin check
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Face Liveness ~ Session ID 1T (Server Side) ~

import boto3
rek_client = boto3.client('rekognition’)

def create_session():
try:
# Session ID 1T

response = rek_client.create_face_liveness_session()

return response.get("SESSiOﬂ|C|")
except FacelLivenessError:

create_face_liveness_session XYVvw RZEFIHL T,
Face Liveness DtZw>3 > ZHIE I D
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Face Liveness ~ UIZ= < (Client Side React) ~

import React from "react";
import { FaceLivenessDetector } from '@aws-amplify/ui-react-liveness’;

# Session ID Z3ZHD . £{&RL Ul F#R

function FaceLiveness({ faceLivenessAnalysis, sessionid H{
return (

-FaceLivenessDetector

sessionld={sessionid}

region={region}
displayText={dictionary[language]}
onAnalysisComplete={handleAnalysisComplete}
onError={(error) => {

console.error(error);

LR ZITD 2D Ul ZFR R D Ul I IK—FHR> bD
FaceLivenessDetector (CSession IDZE T
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Face Liveness ~ f&HSEHWS (Server Side) ~

import boto3
rek_client = boto3.client('rekognition’)

def get_session_results(event):
try:
# Session ID Z3ZHD . AR DGR

response = rek_client.get_face_liveness_session_results(sessionid=event['sessionid')

return response.get("Sessionld")
except FacelLivenessError:

~

get_face_liveness_session_results XY/ R (C Session ID ZE L T.
Face Liveness DX 177%ZE89 B,
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AANMEDEFADEA & Face Liveness DEADLLEE

import boto3
rek_client = boto3.client('rekognition’)

def compare_faces(self, sessionid, similarity_threshold=50):
try:
#**iﬁmu\aﬁb\b bhr gﬁiﬁ
croppedimageKey = 'faces/' + sessionid + ".jpg”
# Face Liveness T8 5NI=EAEIS

FaceLivenessimageKey = "referencelmage/" + sessionid + ".jpg’

# AANTEBEFDER & # Face Liveness TESNIZEBADLLE

response = Fek_client.compare_faces

Sourcelmage={'S30bject": {'Bucket": crop_face_bucket_name, 'Name": croppedlmageKey}},

Targetlmage={'S30bject": {'Bucket": faceliveness_face_bucket_name, 'Name" FacelLivenessl mageKey}},
SimilarityThreshold=similarity_threshold

)

return response
except Exception as e:

~

compare_faces XV RZFIHUT. 2 DDEEDLEEZITD
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Next Action
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SessionID: 6c459e19-1¢32-4b90-bebc-bf6e7206dfca

Upload identity verification doc FaceLiveness Check Similarity

@ Click "Capture" button to Take photo of your identity verification document with face photo.

& aws-samples / online-identity-verification ' public

<> Code (© Issues 9 Pullrequests () Actions [ Projects (@ Security |~ Insights

¥ main ~ ¥ 1Branch © 0 Tags Q Gotofile <> Code ~

| N

Tin 489
i rikodao Merge pull request #3 from aws-samples/dependabot/npm_and_yarn/sr... @B faec1a2 - 2 months ago @ 16 Commits LS.

docs online-identity-verification 2 months ago

infra online-identity-verification 2 months ago

src Bump express from 4.18.3 to 4.19.2 in /src/frontend 2 months ago

.gitignore

CODE_OF_CONDUCT.md

CONTRIBUTING.md

LICENSE

README.md

app-py

one-click.sh

online-identity-verification

Initial commit

Initial commit

Initial commit

online-identity-verification

update CF template

online-identity-verification

2 months ago

2 months ago

2 months ago

2 months ago

2 months ago

last year

2 months ago

Select your camera device

FaceTime HD Camera (3A71:F4B5)

README @& Code of conduct &3 MIT-0 license  &[3 Security
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https://github.com/aws-samples/online-identity-verification
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