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Applications and 
infrastructure

Services/micro-services

Web Applications

Business Applications

APIs

IT and DevOps

Databases

Load balancers

Networking

Servers

IoT and wireless

Automotive

Home devices

Manufacturing

Mobile Applications

Machine-generated data is exploding
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Slide Title
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Applications

Is my infrastructure working?

What is the latency and error 

rate?

What caused my application 

issue?

Security

Is there any suspicious 

authentication activity? 

What data was accessed by 

this IP address?

Are there instances of fraud?

Business insights

What content/products are 
my users interested in?

Which features are used 
most or least?

What users are most 
active and why?

Machine-generated data is exploding
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Customers want to find the right product, 

service, document, or answer to their problem 

as quickly as possible. Their searches will be 

across both semi-structured and unstructured 

data, and across different facets and attributes.

In today’s world, search results have to 

be relevant and delivered in real time. Building 

and maintaining a system that achieves this cost-

effectively, securely, and at scale is challenging.

There’s a need for real-time search at scale
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Where is there a need for real-time search at scale?

If you have an e-

commerce platform, you 

want customers to find 

the product they are 

looking for quickly.

If you offer a document 

portal with documents 

including, but not  limited 

to, scientific research 

articles, investment 

analyses, or health records, 

you want to enable a 

speedy and relevant search 

experience for your users.

You may want to increase 

user engagement on your 

platform by delivering 

personalized 

recommendations, like a 

weekly music playlist or 

food recipes.

Beyond these examples, 

you may have other parts 

of your tech stack where 

you want to add an easy 

to use and snappy search 

experience, especially 

with the option to 

integrate machine 

learning capabilities to 

power a personalized 

experience.
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Amazon 
OpenSearch Service

Amazon OpenSearch Service makes it easy for you to 

perform interactive log analytics, real-time application 

monitoring, website search, and more. OpenSearch is an 

open source, distributed search and analytics suite derived 

from Elasticsearch. Amazon OpenSearch Service offers the 

latest versions of OpenSearch, support for 19 versions of 

Elasticsearch (1.5 to 7.10 versions), and visualization 

capabilities powered by OpenSearch Dashboards and 

Kibana (1.5 to 7.10 versions).
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OpenSearch

• OpenSearch is a community-driven, open source 

search and analytics suite derived from Apache 2.0 

licensed Elasticsearch 7.10.2

• The OpenSearch project consists of a distributed 

search engine powered by Apache Lucene, 

OpenSearch, and a data visualization and user 

interface, OpenSearch Dashboards

• OpenSearch also includes all of the advanced 

functionality ported over from Open Distro for 

Elasticsearch
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OpenSearch is a powerful analytics engine

Text search

Natural language

Boolean queries

Relevance

Streaming data

High-volume ingest

Near real time

Distributed storage

Analysis

Time-based visualizations

Nestable statistics

Time series tools
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Send data as JSON via 

REST APIs

How does it work?

Application

data
Server, 

application, 

network, AWS,

and other logs

OpenSearch cluster

Application users, analysts, 

DevOps, security

2

1 3

Data is indexed - all fields 

searchable, including 

nested JSON

REST APIs, for fielded 

matching, Boolean 

expressions, sorting, 

and analysis 

1 2 3
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Index Index Index

Data lifecycle in Amazon OpenSearch Service

Hot tier

Indexing and 

fast access

Index

UltraWarm and 

Cold Storage

Low-cost, long-

term retention

1 2

3

4

1

2

3

4

Send data to Amazon OpenSearch 

Service. Index State Management (ISM)  

automates index migrations or deletions

Data is indexed and stored in the hot tier

Migrate the index to UltraWarm and Cold 

Storage for long-term, low cost storage

Delete the index at end-of-life

14
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Amazon ES Deployment Architecture

AWS Cloud - region

VPC

Customer domain

Application Load 

Balancing (ALB)

Data nodes Leader nodesUltraWarm nodesIAM, Cognito, SAML

for Dashboards Login

SAML

AWS Database 

Migration Service

Amazon Kinesis 

Data Firehose

Amazon 

CloudWatch Logs
AWS 

CloudTrail

Amazon 

CloudWatch

Amazon Managed 

Streaming for Kafka
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Getting insights from your data

OpenSearch delivers near real-time insights
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OpenSearch Dashboards is a lightweight, real-time 
visualization tool
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Moving from self-managing open-source solutions to 
Amazon OpenSearch Service

• Managing and scaling requires dedicated expertise, driving up the total cost of ownership

• Customers need to build or pay for advanced security, alerting, and other features

• Customers need to purchase and manage their own infrastructure

Elasticsearch Kibana
Amazon

OpenSearch Service

Amazon

OpenSearch Service
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* SQL querying, Real-time Alerting, Index State Management, Anomaly Detection, Machine Learning

Self-managed vs. Amazon OpenSearch Service

Self-Managed Managed Service

On-Premises Amazon EC2 Amazon OpenSearch Service

App dev/optimization App dev/optimization App dev/optimization

Hot/warm storage tiers Hot/warm storage tiers Hot/warm storage tiers

Plugins (additional cost)* Plugins (additional cost)* Plugins

24x7 monitoring & repair 24x7 monitoring & repair 24x7 monitoring & repair

In-place upgrades/patches In-place upgrades/patches In-place upgrades/patches

Cluster scaling Cluster scaling Cluster scaling

Cross-AZ data transfer cost Cross-AZ data transfer cost Cross-AZ data transfer cost

Backups Backups Backups

High availability High availability High availability

Security (FGAC, Auth) Security (FGAC, Auth) Security (FGAC, Auth)

Hardware & OS maintenance Hardware & OS maintenance Hardware & OS maintenance

Hardware lifecycle Hardware lifecycle Hardware lifecycle

Power/network/HVAC Power/network/HVAC Power/network/HVAC
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Moving from licensed solutions to 
Amazon OpenSearch Service

• Other, more packaged solutions can drive excessive cost as data volumes grow

• Database solutions and some packaged solutions have lower limits on capacity and 

higher latency

• Amazon OpenSearch Service is a very flexible tool, supporting search—for application data, 

but also for logging data. This enables many customers to use Amazon OpenSearch Service for 

issue debugging and repair

Other logging solutions

Other search solutions

Streaming solutions

Databases or data warehouses

Amazon

OpenSearch Service



© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. 22

Benefits of Amazon OpenSearch Service

Operationalize 

OpenSearch with the 

leading contributor 

of the community-

driven, open-

source software

Quickly search 

and analyze your 

unstructured and 

semi-structured data 

to easily find what 

you need

Use machine 

learning to detect 

anomalies in real 

time, autotune your 

clusters, and 

personalize 

your search results

Eliminate 

operational 

overhead and reduce 

cost with automated 

provisioning, 

software installation, 

patching, storage 

tiering, and more
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Amazon OpenSearch Service data ingestion flow

Producers Collectors Aggregators

Dashboards

Application Trace Data

AWS Service Logs

Security Logs

Application/Infrastructure Logs

Application/Infrastructure Metrics

Amazon Kinesis Agent

CloudWatch Agent

fluentbit

Beats

fluentd

Amazon Managed

Streaming for Kafka

Amazon Simple

Storage Service

Amazon Kinesis

Data Firehose

Logstash

Amazon OpenSearch Service

OpenSearch Dashboards

Kibana 1.5 to 7.10

L

K
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Amazon OpenSearch Service customers

Software and Internet Education Technology BioTech and Pharma

Financial Services Media and Entertainment Social Media

Telecommunications Travel and Transportation Real Estate

Logistics and Operations Publishing Other
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Pinterest case study

Use case #1

Observability

Why observability?

You need to correlate logs, metrics, and traces to gain 

insights into application health and performance and 

resolve issues across the business.

How Amazon OpenSearch Service can help

Centralizes log analytics to identify or predict performance 

problems across your business. With cross-cluster search, 

you can analyze and query all of your log data via a single 

OpenSearch Dashboards interface.

© 2022, Amazon Web Services, Inc. or its Affiliates. 

https://aws.amazon.com/solutions/case-studies/pinterest-elasticsearch-case-study/
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Autodesk case study

Why application and infrastructure monitoring?

You need to proactively monitor your applications and 

infrastructure log data to find performance issues faster 

and improve operational health.

How Amazon OpenSearch Service can help

Provides real-time search and log analytics capabilities to 

identify or predict performance problems and enable your 

teams to do real-time root cause and forensic analysis, 

therefore reducing Mean Time to Detect (MTTD) and Mean 

Time to Resolve (MTTR) issues.

Use case #2

Application & 
infrastructure 
monitoring

© 2022, Amazon Web Services, Inc. or its Affiliates. 

https://aws.amazon.com/solutions/case-studies/autodesk-log-analytics/
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Compass blog

Why search?

You need a fast search experience for your applications, 

websites, and data lake catalogs, allowing your users to 

quickly find relevant data.

How Amazon OpenSearch Service can help

Delivers high-quality and personalized search results

to customers. You get access to all of Elasticsearch’s 

search APIs, supporting natural language search, 

auto-completion, faceted search, adjustable ranking, 

and location-aware search.

Use case #3

Search

© 2022, Amazon Web Services, Inc. or its Affiliates. 

https://aws.amazon.com/blogs/big-data/simplifying-and-modernizing-home-search-at-compass-with-amazon-es/


© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved. 29

Pearson case study

Why security monitoring?

You need to keep your data safe, preventing security threats 

such as data breaches, unauthorized login attempts, DoS 

attacks, and fraud. 

How Amazon OpenSearch Service can help

Accelerate security incident detection, forensic analysis, 

and response by being able to quickly analyze logs from 

disparate applications and systems across your network.

Use case #4

Security 
monitoring

© 2022, Amazon Web Services, Inc. or its Affiliates. 

https://aws.amazon.com/solutions/case-studies/pearson-elasticsearch-case-study/
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Key Amazon OpenSearch Service functionality

Security & 

availability

Easy to use

Currency & 

scalability

Lower your storage costs and extend your data retention with UltraWarm and Cold Storage

Improve search quality and relevance with K-Nearest Neighbor (K-NN) and Learning to Rank (LTR) models

Update search accuracy on the fly with custom dictionaries and hot-reload of synonym files

Secure your domain at every level with Fine Grained Access Control and Audit Logging

Troubleshoot performance and availability issues in your distributed applications with Trace Analytics

Self-healing nodes and automatically optimize memory resources with Auto-tune 
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UltraWarm for Amazon OpenSearch Service 
A low-cost storage tier for Amazon OpenSearch Service

Amazon OpenSearch Service domain

OpenSearch 

Dashboards

Application 

Load 

Balancer
Queries

Active 
Leader 
Node

Backup
Leader 
Node

Backup
Leader 
Node

Hot Data 
Node

Hot Data 
Node

Hot Data 
Node

Hot Data 
Node

UltraWarm 
Node

UltraWarm 
Node

UltraWarm 
Node

Amazon S3

Up to 90% storage cost 

reduction vs. hot storage tier

Scale up to 3 PB per domain

Analyze years of 

operational data

Interactive log analytics

and visualization
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Cold storage

Amazon OpenSearch Service domain

Application 

Load 

Balancer

Queries

Active 
Leader 
Node

Backup
Leader 
Node

Backup
Leader 
Node

Hot 
Data 
Node

Hot 
Data 
Node

Hot 
Data 
Node

Hot 
Data 
Node

UltraWarm 
Node

UltraWarm 
Node

UltraWarm 
Node

Amazon S3

UltraWarm 
indices

Cold 
indices

OpenSearch 

Dashboards

A fully-managed lowest cost storage tier to durably store 

infrequently accessed or historical logs at near Amazon 

S3 prices. 

No limits: You can keep as much data you need in cold storage. 

Keep your data: Don’t throw away older data. Generate valuable 

business insights from historical long tail data. 

Lower cost: Decouple compute from storage. No longer pay for 

compute for data that you only need to analyze infrequently. 

Easy: Simple discovery features gives your users secure access to 

their data via self-service.

On-demand access: Migrate the data you need to analyze from 

cold storage to your UltraWarm nodes in seconds.
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AWS Graviton2 on Amazon OpenSearch Service
Custom-built silicon with next-generation performance improvement

x86 Graviton2

Indexing Throughput

x86 Graviton2

Indexing Latency

x86 Graviton2

Query Performance

44% better price to performance compared to fifth-generation instances

38%

50%

40%
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What is Trace Analytics?
Supports OpenTelemetry (Jaeger, Zipkin, X-Ray SDKs)

Service MapsTrace-Span Details Trace Groups

Monitor performance

Identify issues early

End-to-end view

Isolate issues to services

Single request performance

Diagnose root cause
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Cross-cluster search for Amazon OpenSearch Service
Increase scalability, efficiency, and availability, by separating distinct workloads

Search and visualize data across multiple domains from a single OpenSearch Dashboards interface

Increase efficiency— optimize domain resources for specific workloads

Improve availability— isolate failures to specific workloads

Secured through Fine Grained Access Control (FGAC) policies

Source

Domain

Destination

Domain

Cross-cluster connection

from source to destination

Inbound connection

request

Accept inbound

Connection request

Create outbound

connection

Outbound connection

Is active
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Multi-layer security with Amazon OpenSearch Service

Integrate with SAML and Cognito for OpenSearch Dashboards login

IAM to control access to the endpoint

Use a private endpoint to deploy into your VPC and security groups for traffic control.

Use OpenSearch fine-grained access control to secure your data and dashboards

Encrypt your data, in flight and at rest

Requests
TLS AWS IAM Amazon VPC AWS Key

Management

Service

TLS

Cognito sign in 

for Dashboards

OpenSearch Security 

sign in for Kibana

SAML

Integration

OpenSearch 

Security
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Machine learning 
in Amazon 
OpenSearch Service

Mitigate issues faster with anomaly detection 

in streaming data

Improve search quality and relevance with 

K-Nearest Neighbor (K-NN) and Learning to 

Rank models 

Performant at scale. Machine learning models 

are distributed and processed across nodes

Easy to use. Machine learning expertise

is not required to leverage the service
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OpenSearch project
opensearch.org 

Amazon OpenSearch Service 

Immersion Days

Provides a deep dive into Amazon OpenSearch Service 

through a mix of online trainings and hands-on labs 

led by AWS Solutions Architects. You will learn all the 

key concepts to leverage the service along with the 

operational best practices. 

Interested in scheduling Immersion Days?

Contact us

searchservices-ww-gtm@amazon.com

Resources

New releases

What’s New

Documentation

Developer Guide

Blogs

Moving to managed: The case for

the Amazon OpenSearch Service

Best practices for configuring your

Amazon OpenSearch Service domain

opensearch.org
mailto:searchservices-ww-gtm@amazon.com
https://aws.amazon.com/elasticsearch-service/resources/?nc=sn&loc=5&whats-new-ess.sort-by=item.additionalFields.postDateTime&whats-new-ess.sort-order=desc
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/what-is-amazon-elasticsearch-service.html
https://aws.amazon.com/blogs/big-data/moving-to-managed-the-case-for-amazon-elasticsearch-service/
https://aws.amazon.com/blogs/big-data/best-practices-for-configuring-your-amazon-elasticsearch-service-domain/
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Simple to get started…

1 2 3

Create an AWS 

Free Tier account

Follow the Getting Started 

Tutorial to build a log 

analytics solution

Launch an Amazon 

OpenSearch Service 

Cluster in minutes

https://aws.amazon.com/elasticsearch-service/getting-started/?nc=sn&loc=4
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Thank you!


