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Agenda

| What is Amazon RDS?

Highly scalable and performant
Available and durable

Easy to administer

Secure and compliant

On-premises deployments

Migration options
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Amazon Relational Database Service (Amazon RDS)
Set up, operate, and scale a relational database in the cloud

with just a few clicks

. Amazon
S5 Aurora

MySQL-Compatible
Edition

+  Amazon
=5 Aurora

PostgreSQL-Compatible
Edition

Easy to
administer

IVIHSC]RL MariaDB

Secure and
compliant

Easily deploy and
maintain hardware, OS,
and DB software,
with built-in monitoring
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PostgreSQL

Available and
durable

% §émlr_ Server

ORACLE

Performant and
scalable

Data encryption at rest
and in transit,
with industry compliance
and assurance programs

Automatic Multi-AZ
data replication, with

automated backup,
snapshots, and failover

=
Nk

Scale compute
and storage with a few clicks,
plus minimal downtime for
your application



Amazon RDS - fully managed

Spend time innovating and building new apps, not managing infrastructure

Schema design
Query construction
Query optimization

aws
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— Automatic failover
Backup and recovery
Isolation and security

Industry compliance
>—« m —  Push-button scaling

Automated patching and

— upgrades

Advanced monitoring
 Routine maintenance




Amazon RDS Open Source Database Engines

W

MySOolL:

« Amazon RDS supports MySQL

8.0, and 5.7 engine versions

- Support for MySQL storage
engines, password validation
plugin, binary log, and GTID-
based replication

MariaDB

Amazon RDS supports MariaDB
versions 10.6, 10.5, 10.4, 10.3,
10.2

SQL and JSON functions,
optimizer trace feature, and
InnoDB enhancements

What's new with Amazon RDS Open Source Engines

« Windows Functions, CTE, Atomic
DDL, Roles, Replication filtering,
audit plugin for RDS for MySQL

8.0, and new minor versions
(5.7.36 and 8.0.27)
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MariaDB 10.6: MyRocks Storage
engine, IAM integration,
performance, replication
filtering, Oracle PL/SQL
compatibility, Atomic DDL and
new minor versions (10.5.13,
10.4.22, 10.3.32, 10.2.41)

Postgre SO

Amazon RDS supports
PostgreSQL 13, 12, 11, 10, 9.6
engine versions

Key features like PostGlIS,
Hstore, JSON data types,
pg_stat_statements extension
and others

PostgreSQL 13: performance and
security improvements, new
extensions: pg_bigm, automatic
partition management with
pg_partman, pg_cron,
aws_lambda, PostGIS 3.1, and
cross-region automated backups



Highly Scalable And

Performant

aws
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Scale compute and storage with ease

Scale compute to

handle increased load

* Up to 96 vCPU and 768
GiB of RAM per instance

e Scale out with read
replicas
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Scale storage for larger
datasets

* Quickly scale EBS storage
up to 64 TiB

* No downtime for
storage scaling

 Storage Autoscaling

e

Scale down to
control costs

* As little as 1 vCPU/
1 GiB of RAM



Database server instance types

Burstable Instances
T family

Moderate networking
performance

Good for smaller or
variable workloads

1 vCPU/1 GB RAM > 8 vCPU
32 GB RAM

T2.micro is eligible for the
AWS Free Tier

T3 will enable unlimited
mode—-can burst above
baseline for extra charge

aws
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General Purpose
M family

 High-performance
networking

* Good for running CPU-
intensive workloads

- 2 vCPU/8 GiB RAM > 96
vCPU 384 GiB RAM

, Inc. or its affiliates. All rights reserved.

NEW

Memory Optimized GravitonZ Instances

R family

High-performance
networking

Good for query-intensive
workloads or high
connection counts

2 vCPU/16 GiB RAM > 96
vCPU 768 GiB RAM

(t4g, még, rég, x29)

Supported with RDS for
MySQL, PostgreSQL, and
MariaDB

Fully compatible with all
existing Amazon RDS
features

Good for running CPU-
intensive workloads

Deliver better price, high
performance networking

No porting or code
changes required when
migrating to Graviton2
instances on Amazon RDS



Amazon RDS on Graviton2 processors

RDS for MySQL - m6g vs m5
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Graviton2 instances and write-intensive workloads in RDS for MySQL
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High-performance database storage

General purpose (GP2)

« SSD storage

 Auto scaleupto 64 TiB

« Latency in milliseconds

* |OPS determined by volume size

« Minimum of 100 IOPS (below 33.33
GiB)

» Bursts to 3,000 IOPS (applicable
below 1.3 TiB)

« Baseline of 16,000 IOPS per volume
(at 5.34 TiB and above)

« Affordable performance

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reservi
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Provisioned IOPS (101)

« SSD storage
« Auto scaleup to 64 TiB
 Single digit millisecond latencies

* Allocate the desired IOPS to
volume

« Maximum of 80 K IOPS

* Delivers within 10% of the IOPS
performance, 99.9% of the time

« High performance and
consistency



Amazon RDS proxy

RDS for MySQL and RDS for PostgreSQL

 Fully managed, highly available database proxy feature for Amazon RDS

« Pools and shares DB connections to make applications more scalable, more
resilient to database failures, and more secure

Pool and share Increase app
DB connections availability and
for improved reduce DB

app scaling failover times

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Manage app
data security
with DB access
controls

=

Fully managed
DB proxy,
compatible with
your database



Available And Durable

aws
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Amazon RDS Multi-AZ deployments
Enterprise-grade high availability

Fault tolerance across -
multiple data centers T sy

« Automatic failover s
« Synchronous replication 00 (g %

 Enabled with one click !

New
. I standby
e Failover in 1-2 minutes Availability Zone A :
¢ 99.95% monthly uptime SLA Primary i
* Amazon RDS for MySQL, Availability Zone B E""""‘

MariaDB, and PostgreSQL

aws
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Services ¥ Qy Search for services, features, marketplace products, and docs [Option+S

New deployment
Create database option for Amazon RDS
Multi-AZ (Preview)

New Multi-AZ deployment option for

Engine options

b one primary and two readable standby
Availability and performance inStances across th ree AZS
Deployment options e « Additional read capacity

The deployment options below are limited to those supported by the engine you selected above.

Single DB instance

Creates a single DB instance with no standby DB instances. ® Automatically configures data replication

Multi-AZ DB instance

Creates a primary DB instance and a standby DB instance in a different AZ. Provides high availability and data redundancy, but
the standby DB instance doesn't support connections for read workloads.

O Multi-AZ DB custer - preview « Lower, more consistent latency for write

Creates a DB cluster with a primary DB instance and two readable standby DB instances, with each DB instance in a different

Availability Zone (AZ). Provides high availability, data redundancy and increases capacity to serve read workloads. t ra n Sa Cti O n CO m m its

@ Multi-AZ DB clusters are now available in preview

Multi-AZ DB clusters are not covered by the Amazon RDS service level agreement (SLA) [A. Y S h O rte r fa i love r d u rati O n S

| acknowledge this limited service agreement for Multi-AZ DB cluster and | will not configure
Multi-AZ DB clusters for production databases.

 Available for Amazon RDS for MySQL and
RDS for PostgreSQL

aws
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Comparison of Multi-AZ options
NEW

ONE STANDBY TWO READABLE STANDBYS (preview)

AZ3

AZ 1 AZ 2 AZ?2

Readable E

E—
Readablew

mxd standby
gl instance

Primary Standby

database
instance

database
instance

standby
instance

1 AZ 1
4 ! 1 Primary w 1
mad database

instance

\ 4

Amazon Elastic Block
EBS Store (EBS)

Amazon Elastic Block &
Store (EBS)

N

> Write commit path

aws
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Amazon RDS Read Replicas

Read scaling and disaster recovery

Relieve pressure on your primary node Application servers  Database server
with additional read capacity
Read/write

Bring data close to your applications —
in different regions 500

Promote a read replica to a primary for
faster recovery in the event of disaster

Create up to five replicas per source Read only
database oo >§
. . . Bl/reporting
Can create replication chains for more application server

replicas

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon RDS backups

Automated backups

- Daily snapshot during backup
window

- Transaction logs to S3 every 5
minutes

« Retained 1-35 days

Manual backups
- Take a snapshot any time
« Kept until you delete

aws
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i Availability zone A i i Availability zone B
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DB Instance i : DB instance
standby

____________________________________________

Transaction logs (5 EBS jn_c’lipShO'[
minutes) (daily)

______________________________________________________________



Database snapshots

Backups of your entire DB instance on Amazon Simple Storage Service
(Amazon S3)

. Always incremental Amazon EBS el
- Amazon S3 - Amazon S3

99.999999999%

ey v 9 U U
* Supports encryption Bucket Snapshot 1 Snapshot 2 Snapshot 3

- Copy across accounts

and Regions ﬂ ﬂ
- Export snapshot in B ﬂ

Apache Parquet format

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved
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Amazon RDS cross-Region automated backups NEW
for RDS for PostgreSQL

"""" sourceRegon i M rgetregion
Amazon RDS
Wednesday logs  Thursday  logs Friday logs | Wednesday logs  Thursday logs Friday logs

API: restore to latest
restore time ‘L

=

RDS for PostgreSQLE
instance '

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Amazon RDé a@tomation
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A review of HA / DR options on Amazon RDS
Fewre | kp0 (approximate) | K10 (pproximate)

Multi-AZ for high availability 0 1-2 minutes
Multi-AZ DB cluster with readable standbys o* Typically 25-75 seconds
Automated snapshot restore Hours <1 hour
Manual snapshot restore Depends on the time of <1 hour
snapshot
Point-in-time restore 5 Minutes <1 to several hours
RDS read replica promotion (in-region) Depends on the replication lag <5 minutes
RDS read replica promotion (cross-region) Depends on the replication lag <5 minutes
Other replica promotion Minutes to hours Minutes to hours

aWS © 2022, Amazon Web S
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Easy To Administer

aws
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Easy administration

 Single console and API for
managing all your relational
databases

« Hardware provisioning, patching,
backup/restore, scaling, and high
availability with a few clicks

« Security and monitoring is built in




Monitoring Amazon RDS databases

oo

I
oo
I

oD
T 3

Instance

Amazon CloudWatch

« CPU/Memory/IOPS/
Network

* Per-minute metric storage
on CloudWatch

aws
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Operating system

Amazon RDS

Enhanced Monitoring

* Process/thread list

 Per-second metric

storage on CloudWatch

Logs

N—
e

Database engine

Amazon RDS
Performance Insights

e SQL/state/user/host
(database load)

» Per-second metric storage on
Amazon RDS



Performance Insights increases productivity

Database Load

Average Active Sessions (AAS)

Sessions

4

Max CPU: 2

Measures database load over time

smothsh2an Easy to identify database

bottlenecks
®Q Total 6.48
| S e T — « Top SQL/most-intensive queries
_,__4\‘_ IO:XaTc(Sync o 0.33 . .
® Lnoccrrocamatock 03 Helps with problem discovery

11:40 11:50

Waits SQL Hosts Users

aws
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Load By Waits (AAS)

I ' o
B [X:
Bo2s

fon

Jo.os

@ Lock:tuple 0.08
"""""" LWLock:buffer_content 0 o o
e ® tniooun : Adjustable timeframe
* Hour, day, week, and longer
Qenehsok pees . Available for all Amazon RDS
saL database engines

select minute_rollups(?)

WITH cte AS ( SELECT id FROM authors LIMIT ? ) UPDATE authors s SET email = ? FROM cte... |::> N OW Su p p O rts n eW AP I e n d pOi nts

select count(*) from authors where id < ( select max(id) - ? from authors) and id > ( select ... ° G Et Reso u rce M Eta d ata
!
delete from authors where id < ( select max(id) - ? from authors) and id > ( select max(id) - ... Li StAva i l_a b le Reso u rce D i m e n SiO n S,
and ListAvailableResourceMetrics

select count(*) from authors where id < ( select max(id) - ? from authors) and id > ( select ...
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Secure And Compliant

aws
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Security and compliance

Network security

« Amazon VPC security groups act as a virtual firewall to control inbound and
outbound traffic

Resource access permissions \/\/

« AWS ldentity and Access Management (IAM) provides resource-level role
permission controls

Data encryption

* Encryption at rest using AWS KMS
» SSL protection for data in transit

Compliance and assurance programs for finance, healthcare,
government, and more

» HIPAA eligibility under a Business Associate Agreement (BAA) with AWS

Active Directory/Kerberos integration
« Amazon RDS for PostgreSQL

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Amazon RDS Access Control at a Glance

Access control at DB level

Controlled with 1AM

Network Security

Users, roles and privileges

Hh =

Applications Users & DBA
R A
"4 N
Amazon RDS

Schema/obiject level privileges
Enforces password policies

AR

DBA and Ops

@<_

RDS

Governed access: use IAM to
control who can perform
actions with Amazon RDS

VPC

Private subnet

L A

=)

K >
Security group
and ACLs

Secure network access
controlled through Amazon
VPC security groups

aws
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Database access auditing

Audit logging for an RDS for PostgreSQL DB instance
* Provides auditing based on several database parameters

« The pgaudit extension provides detailed session and object audit logging for RDS for
PostgreSQL.

Audit logging for an RDS for MySQL and RDS for MariaDB instance
» Capture events, such as connections, disconnections, queries, or tabled queries
* Enable and configure the MariaDB Audit Plugin and push logs to CloudWatch

NEW

RDS for MySQL 8.0 supports MariaDB Audit Plugin

* Provides event logging for database activity to help customers with compliance and
audit requirements and troubleshoot application issues

aws
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Improved application security

Centrally manage database credentials using AWS Secrets Manager

XA

(3

{

<\

Secrets
Manager

R g
> KSh
3) Connect to Amazon RDS Proxy with 6) Connect to Amazon RDS ¥ N
— IAM token and validate token Proxy with the secret
Application Amazon (username and password) Amazon
RDS Proxy RDS

aws
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On-premises Deployments

aws
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New Amazon RDS on AWS Outposts

Deploy managed databases in on-premises Outposts environments

Easy to administer

Easily provision and
operate on-premises DBs,
plus automated patching
and upgrades, and built-
in monitoring

aws
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@PostgreSQL

%)
@_/

Performant and scalable

Scale compute and
storage with a few clicks,
plus near real-time data
access for latency-
sensitive applications

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
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Available and durable

Health monitoring
detects and recovers
unhealthy instances, plus
automated backup,
snapshots, and restore

) -

Unified interface

Use the same familiar
AWS Management
Console, CLI, and APIs to
manage databases on
premises and in the cloud




Migration Options

aws

N >) © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



MySQL migration options at a glance

aws
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Logical Export
and Import

Physical Restore
from Backups

Physical migration
+ logical replication

Tools: Percona
XtraBackup (MySQL
only)

Using native or
ecosystem tools
+ logical replication

Tools: mysgldump,
mydumper/myloader

/

Homogenous Only

, Inc. or its affiliates. All rights reserved.
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AWS Database
Migration Service

Using AWS DMS and
SCT for conversion and
data migration

Heterogeneous
Homogenous

~

/

I\/Il__jSlimL@

MariaDB



PostgreSQL migration options at a glance

aws
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Logical Dump Logical
Replication
pg_dump/pg_restore Native logical

replication/pglogical

\ Homogenous Only /

© 2022, Amazon

Web Services
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PosigreSQL

-

AWS Database
Migration Service

Using AWS DMS and
SCT for conversion and
data migration

Heterogeneous
Homogenous

~

/
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Thank you!
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