


AU EREZEE L 1008 EDAWS 7> D
w1 VU1 H—RLU—JLERICONT

TN E  Shin Takeuchi EHMH BIsE Takeshi Sonoda

B#F1%CTO HITIZECIO

E 3RSt E 3RSt
aWws SUMMIT

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1 ONLINE



Agenda

EXY—FHSVisional’\, J)L—TREAXFIANDZEE (FTA)
- FaUF—H—RL—)LICDWLT (EH)

- SEDVisional DEREE TRV Y D10 B—EANDOHETF (1TA)

» VISIONAL



\aamﬂ

ESarLkatt H#E CTO

A B

20014F, EBSUBEAFRIRIFRNERZERL. ELY T MRISHICAH L.
FICEDT. AFBESHBITS AT LARFECRSE, 2007F,. KLU D
I— MCTEHILBRED L — AD— TR EICRE L. [FRF(CSeasar
O>1 0 bNTOSS/EEIERIE. 2008F. MRS L 1/\DAVUZEIE, &
D, EXYU—FORIZEEMIRICSE L. BEW#ECTOICRAE. 2020628,
IRA(CRE, HINEEIE U C—AF A ABACTORRIES 25D,

> VISIONAL



EXYU—FhH\5Visional.
DWW —T ZEFHFINDEE

QWS SUMMIT
~—7 ONLINE



Visional #1 &

54AY2 : 20208E28 (EZ g IR SHERT)

=l E S : 200948 (KRR EXU —F &)

RKFREB . EXaH)IAEASt AREUGFHEREE @ 4E—ER
»VISIONAL ™

DIV—THEEEE : 1,395% (2020F6HKEFH)

BARE : 45/83,898HH (BEAREREZSV)
Hhs KR KB, &EE. 18R

» VISIONAL



Visional [CDU\T

>> VISIONAL

LWL Al EE £ &2, R4 L&,

WrbBZ AYZ2—F Y PDOAT HRPbLEOoTHRALRER.

RALFLVLWAREE(EYaV) TR HoboEFHFEZTITUWLL,
[HRICAVY NI M2 EZFEITE] ZOoEPEEDDLEIC
PREAHIPEF) . FLOWAHEHARL—TAV I N2EHZHT LT,

FARTERBELIEVEREALMESE S,

» VISIONAL



DI—TCDNWT

» VISIONAL
et eEari - et et NSRw 22
EXU—F A>FIN—>T> A IINA BINAR et
e
HR Tech® RARBETS S I\AAFIL YIFEDX
TSy hTA—L- | FRERRR | zov ) oms| | . T0TSY | ISy hDA—n
SaaSSEEMEE AR~ 2 Ao [ NSRwW ]
aa == [BINAR] DEE DiE

ETaFiknstt (=I5 >IHh>INNZ—)

» VISIONAL



‘ Visional B3 —E XDFESE

New Business
New Business
¢ yamory
%€ BINAR
H R)Ae =§ Ediil
H R’AQS;L Core
@ sicceen
®  FUTUREof

/¢ WORK

BIZREACH

Sr&{CAMPus
BiZHINT

HRAMOS zm

C XTI/

SFERIFL

BIZREACH

» VISIONAL



BHHDEZEESR - b—EX (1)

R EIV—F

13PN Rl L YA
T Ptk 9 220X DERER T 1
BIZREACH & FHrl|FL
BERAEEIZTR EET—INR—-X

HRAMAOS &8 HRAMAOS CcoRrE

IN—FA IN—=FX

> VISIONAL

OB/OG:h]
*Y hNJ—OH—EX

,.()‘ BIZREACH
Y,Y CAMPUS

ASFFHmO > R

HRANOS :riE

IN—FAX



\gﬁmﬁﬁ$¥-ﬂ—51(m

ESaFI - 1 oFaAR—>a3 %At XS5\ 1
RABRREI>ZD
TSV NIA—LA MEssMEE Y — )L CX’?.//U{
@ SUCCEED Gyamory XK BINAR

INARXAFILITTZT>>>=F
BT Sw T A — A

JL
EEE . BESLED EROBE M=/ & » BINAR
DD AF 4 77 HAalgsd3H>T7L>X
oy Bi ya ® FUTUREof FSRY OXA%kR St
- ILs WORK

MBRDXT SV T A — LA

I LR

» VISIONAL



a>07%VvY MNast

BHOEBOFEZEE I 21>200VVY MrattZBiELTVD

» VISIONAL



NOFv—ETII—TSAANIINZ-—DHRF

T2 S5 ADmEEEZEmIZ UIRH 5
NOFV—DAE— REZED TEREZEZITER D AR

1>20XVUy MR E UTHRARBEDHRZ—DI(CED., HRAMNSRTEaVWEF1UFTrME. O
SO MRBOTOY D MR F v —DAE— RREZEF > TEAE LTV,

> VISIONAL



a1V r—H—KRL—=J)L

QWS SUMMIT

N >) 0 NLINE © 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.



‘Eaﬁﬂ

» VISIONAL

ESaraRal $UTEE CIo
= RIsE

20026F. ZHIFEAFI AT LITFEERER. ELT-1)LAY DI NI
RNRHCAR L. FREBCIRSE. 2004FLDHASHAT T, EAET
WebAERISRAIEY —IVEZ2RFE. EhLkAst R MRS ATYT
RIY) &FC, EXU—FORIZFERIACSEL. PUTHRE(CHME, EX
U —FOHRSERORAESEEREZREEL. 2020F2H. HERICHMIE.



Visional

Visional S1ERDOBEZTHFE - EE
IV DxTJ H—EX(AWS)ZFIA U
100l EDAWS 7 H D> bZERUTWLWET

> VISIONAL

BIZREACH

DA ERREOLCEMY A+

HRAMAOS x#

N—=FX

RAE®IIVF

,.().‘ BIZREACH
Y CAMPUS

OB/OGE# %y F7—2H—ER

(> yamory

F=T vV -ARHHEERY -

SFErIFL

BT 5200 EBEY A b

HRMAMOSCcorE

N=FR

HRBT—4~R-2

¢ BINAR

N RFNTIVO=TEBT 7Y b 74—4

I>BIZHINT

BEE -SXREIEFOLOOAT4T

C RT/A

RARBIV IV

HRAMOS @

N—=FEZR

AFFHE I FVF

BIZREACH
@ SUCCEED

BEABMIAT Ty b 7+—L4

I BELTER

MFEDXT Ty b7+ —A4



B/EBR - YIVF 7RI MERATETNIERE

« II—TELTDOIRTDT T MI—EU EDRENRDSND

o RRIIEEENDIVEERECH—EDULD@E - TF1UT o HRDEND
o BEESOBIT>ZTI7DOOTTRAR - AWSHIRDESDE

« 100BA EDAWSTZ AT MMIXT BEE - Mt Z1T/38 DT DiZARIEFHE

P

HEN(CEFEE. CF21VUSTo. DA2ITSAT7ORRED
sIEMEORIER T V71 EF 1 IR EDIBIRINEDEHE &
FRBPAINDT 1 — RNy IZiTLEEZ{RET SLHEADBEIC !

> VISIONAL



FI&ISH—RL—ILNA

o FAIRETHMEBEZEMBFINET7 LD MIFIBEBDISICFT VI U TV DIFIERIE

« #HRIL—IL-A2TSAT72R (H—RL—IL) ZEEUENSHTSITULD N T

- BAWSTH D> el UIERESERN - sIfE LB I 52 X AZEBE. 470450 hOFEDER
TOWD ZFLZERIM U — RL—ILSHNTZED(FEEENT S —FT 1 20T ETHIGZET

« JIL—T & UTDOAWSERDRRROmEIER (IAERTHREAMT AR (CEER - MEINMTRD
- BEIFEIRZIBECSDELEREZITADMHHZBE (H—FL—JLARSEAICGEETED)
- BEEMIEHFTOEREEI (CEFa VT - B/ X - EBREMERSNERSENTED

cnesErF 1T —H— Rl —)beatrsmucunzss

» VISIONAL



4DD}H—

g Master Account

Visional-
baseline

Builders

i Core Accounts

kL —IUhtEsR

AWS Ieonfig

g Security ?\ccounl aws Platfonn Account

ﬁ trusted
advisor
dashboard
o

Member Accounts

AWS Config

AV
Secun;y Hub

Amazon
GuardDuty

AWS

Trusted Advisor Security Hub

Amazon
GuardDuty

Member Account

EIEE

AWS Config AWS
Trusted Advisor

> VISIONAL

E

8 8 0O

Visional-baseline
Visional DEAWS T H I > MW U T, MEBERBEREZBERA YT DzHDLIR
Ho R—RASAUERDETEE—IFEIEL. BERIUVCHE TH D EZTFHN

(CFIVIIFTDITLETREIGRENTOSNTNDZ EZRIET D,

AWS Security Hub
2 TDAWSTH T > ~dDAmazon GuardDutyDIRAIFEERZ &£ L TRIfR{b 9 B,
BEEDOBLMRA(CK UTIT@MZEITDZET, BEULBRIZENE(CIRI L

THIGZERD ZENTE D,

AWS Config
ETDAWST NI hDIL—ILF TV URREENT D,

FIYVIINREII—IVZERL T, RBEYEGEREZRE LT, @A/ARIEL T,
FIEERNATIGZIR T C ETERECEF I UST« ZBRT 5.

AWS Trusted Advisor Dashboard

2TDAWST HI > RDORA N TS OF7 4 XA feF T v IFERZEN - 7]
HIT3,

Fa1UsFa, JAa—JLERLTOXRE, NTA—-T2XR, DR,
FITVvIRERZBI T D ETHIGZERD .

Core Accounts : B8, AW aR—RELTEDSTZHD> MR
Member Accounts : SBEEE/RETEDS 7 HT> NED



Visional-baseline

- Master Account / aws-aggregator
H 190} Execution Ny [ Push
LAWST NI MK B ILERERM B o W | @2

Corporate-IT | .. g : Visional-baseline Platform-team
Visional DEAWS 71D > ~IX U CHIBEERE = E1EiE & .
plan/apply
Hq g_ 5 7—: &de'tt%lﬂaj t LJ t *ﬁﬁ ° Te rrafo rm % >Eﬁﬁ LJ t N Production/Staging/Devglop/etc.. ALL AWS Accounts
g“} l/_ jf%uﬂq LJ t L \5 jj lj > I\ ( AWS @ EUH Member Acce;mt . Member Acciml GUH Member Accc‘:'um

Visional-baseline H Visional-baseline Visional-baseline

U—=3>) NEFRIRERHAR EERE T, B BEE- |

1008 EDAWSTHDY N~ ECHERE - MAEE | mEE- || [0 & B -
TR SBEATRECRDE UL i : :

X/, E/At/ \LDR té‘éi}ﬂiﬂd)#ﬁ%ﬁwjégtf\ éés éés éé%

Builders Builders Builders

BEUEDHREESNESBE(C(BEA L THILT B ET.

B (CHIESRTENERNARIRENTIREEZ IR T DL HA "

aster Account - ga%fprml-jtqearg) - -
N Visional-baselineME1TIRIE HBERENSDERZITIADE
C:de _C L\ia_o Member Account Corporate IT
SEIPRETHRBRID A~ EREZEZITIRDEBR
Builders

> VISIONAL SXREPFIDOFFERRR



Platform-team Corporafte IT
i“ see approval Bullgers
PR request show
notify show
changes
log

Q . Q
apve apes
""""""""" .. ..
A
aggregator-terraform Visional-baseline Slack S‘Eck
N\
] Approval detail
Master Account (aggregator) notification
exec with
i S 1 r command, aCCOUNLS ~ ===~~~ === T[Tt sssossssossoososssoodosssosoooo oo

[aggrepator-terraform baseline deliverer ]

| and approve/reject

@ notify result|

0ol

Lambda Events Scheduler '
account-resolver  deliverer|checker aggregat .te”a{ormi

(10:0~)
CoddBuild

plan to all accounts
aggergato prows:oner

: et accounts list
g Lampda DynamoDB Lar#bda
baselinefeliverer ~ baseline-deliverer resuit-merger
start codebuild delivery-lock

per acgounts

SSM Aufomation
aws_baselifie_deliverer
| 2,

; aggregator ~terraform f

------------------------ Master Account ~
: Visional-baselinedDE{TiRIE

S3

. | aws-aggregator- : i
aws-thseline — | aws-baseline-terraform e Member Account
for mémber Organizations .- PEFLAGRAUDIS - ' B THRIDI 7O
plan / apply
Security A t Platf A t Membef A t Membef A t Platform-team
curity Accoun atform Accoun lembef Account lembef Accoun N EILES O 2 TR A TN = 1
(securepch-prd) (plaﬂo%-prd) # #2 HBERTEANSDEREZITIRADE
Corporate IT

i=, i=, i:, i=, EFRIFEET/R SEP
Builders
)) V I S I 0 N A L aws-baseline aws-baseline aws-baseline aws-baseline %ﬁgBFqGDFﬂﬂ%%ﬂﬁﬁﬁ

for platform for member for member

for security




‘t#zU?4%ﬁEﬁ@-E$ﬁ&tEiéw

nnnnnnnnnn ity HIGH: IBBESHighDFERX ‘Count Severity MEDIUM: IR MediumDFH Count Severity LOW: REERALow

AWS Security HubIC K 3 &t & S 138 | 3,741

Count

£AWS 7> ~dDAmazon GuardDutyDIRENFEER
%ZAWS Security Hub(C CTEMN LAY WS 2/R— RICT
o]t b, Slack’® EADEZ1TIR DA Z 1R,

nnnnn

:@ Secureach APP Jan 27th at 19:15
1 [aws: -dev] Unusual resource permission

\ﬂﬁb\j - ;G t“*ﬁ%n b\\ﬂ- ﬁg (: Td: D ‘I;hig*iti- 1 IJ j__ 4 Yev‘ooAWsAcf:e;mCa;r;:AWS?ﬂ77hlwnl. L ;\eélosllr;ar:'\sl;a(:mj zz:(;“g Z?;zz\t/:?.tzze;ermlssmns
w2200 o= associated with various resources in your accounts like S3

—_ w buckets, invoked by IAM principal - . Such

EBF?%@&DEE%?D—%E&TL b%g}g(hmbtg uckets, was invoked by principal setup-user. Suc

activity is not typically seen from this principal.

State Severity
— e Lk — ACTIVE 5 (MEDIUM)
%Eﬂ} Fﬂ/\d);(\:“l_tj\}g/_.l_\b\ E_I- HE (L— Td: j 7:: [e] AWS Account Region
aws- dev us-east-2
(74 2)
First Observed At Update Observed At
2020/01/27 16:30:23 2020/01/27 18:57:13
Product
GuardDuty
Types

‘TTPs/Discovery/Recon:IAMUser-ResourcePermissions'
'Unusual Behaviors/User/Recon:lIAMUser-
ResourcePermissions'

y secureach-prd Jan 27th

» VISIONAL



‘ AWS Security Hub - %1 U5« SEiR0-15KE

Alert insidents (high/mid)

e
L

post

List Accounts

GUEY Security Account (secureach)

Amazon GuardDuty

All Regions

=

Amazon SNS

Kinesis Firehose

Incident Notify

Logging
findings
ersistent

Amazon S3

Sync findings

Amazon GuardDuty

GUE) Member Accoun|

All Regions

Amazon GuardDuty

Replication

Builders
kibana Dashboard URL
G Platform Account
Tokyo Region

Amazon Cognito

[domain].auth.[region].
amazoncognito.com

v
AlB
else GET /login

‘
D
93

NatGateway

subnet

S Cluster

Incident:SendES

e J
H . . Lambda
Lambda ElasticserachService Others

AWS CodeBuild

J

Amazon ECR

AWS Organizations

List Accounts

P!‘atform Account ‘
v am—RREDER

Security Account
AWSERARANEER - 40BN

Member Account
BEIPRETHRID LI~




DY —XEHEDI—ILICER U TN h 2R

AWS Configlc kDT SA 7 > AR

AWS Config([CCTAWS UY —XDFEEEEENRUVEERNEZ i

SERL. SHDAWST I DY —IAMRS T LB o EEEEREE L o =R
FE (LT DERURROTHEEIT D, FHEIERE D TENL U cmniin oot oo ikt sty 5r i
TEFME L. FEHEHLD Y — R B (C (Slack/h & Tl % w8627 20,105

t X region) #ﬁl!’f FLH

/5, o
1 I j C (/ \5 i config-overall: FEMHLIL— /L (now-1d ... config-overall: S8 P 7 LM (now-1d o ...
o

AN 4 ATO

THHIRE CBIC, FIvIORREEHLTE TN ovs

[Critical] FEZERLEHN api-gw-execution-logging-enabled

@aws- -dev, @ CHESR<STZE V. &
THOVE : aws -dev (65 01)

_ o = 7 N LT | 1= ~, >, =~ 73\ I)—23> : ap-northeast-1
FIEAWSHEZ AR ETEF YT 112272 MeBULWTUL e e

35 5E_|-ﬁg,|‘ét:555b“*%5§'|%$|§@/ﬁ '\\\%*ELE%E%E‘Z_C:L_E)]‘ L/t VY =247 /ID : AWNS::ApiGateway::Stage / arn:aws:apigateway:ap-northeast

1::/restapis, /stages/test

)|/—) b/\d)i%jﬂ%%ﬂ“ﬂﬁ?%: t@%%gmaﬁ@}ﬂ%%@%}ﬂ%b\ 7FEC : Logging level is not configured for this Amazon API Gateway stage.
(= A i . K 577> b OIEERRIS v & 2K — KB (BHALAN/VPN)
3 (CARERRTEE U TILY A LRHIHEIRE S /D Tz, P e e

» VISIONAL



AWS Config fap%El

;i'“—"“:é)ﬁm 'C\v Conflg?ﬁlﬁ(
HWERED, FHIYRNED!

‘ Q
‘2*9&$‘Pﬂ${§$ SVFV] 89% -..

TEOYTUEERL, |
,Slackzﬁﬂ]&v‘jﬁmo)ﬂ_ 3

‘egatof-terraform platform-terraform ¢ BAESAZLT TS E Builfiers SITCK
(Master? 17> F@ﬁﬂz‘ﬁ . OrgConfigRulpHE&) (Platiorm7 77 Y MERREE) | rurttt bttt v v
Core Accounts show notify compliance summary notify new non-complient
& Master Account latform Account
D it en O S S S : Master Account
> Visonal- ==k @3 ' = AWS ConfigtD)L—)L &1
baseline I H
LT onl— :
Visional-baseli . D DU H
o organzsns W ; Platform Account
o t— ;"'"5;9'3'0'1;31,;;,;&,;;,;9',;,;(; i 00550 tambda | | AmazonEs AWS Configs &R DEHY
PhTY N DEBICHES 3 1 : R summarizer :
H OrganizationsConfigRule ® 3 — T :
ExcludeAccoTt;’gEﬁK?%hU)O i |:| 0 [I_, Collector O Member Accounts
: - ; Oo0 SEBRE CHAITZ 7N N
tlme based Event : ! R — + |
,,,,, | (dalyooo) Lambda @ ; I:l 0 I:I : Event-Based Event |
OrgamzatnonsConflgRule’&EE?%) PutOrganizations ek el P aT
Configh— ' X ConfigRule” "~~~ | time-based Event — | | V7,
P, N [ e —— ) i (daily 7:00) amoda : ~ C\
RuIeCDEE t:aggregator-terraform'd 5 Organization Config : b collectoradata-forwarder - o = /
75 ! - : : ! :
nzamb i ﬁjm > |~a> ) — B Undats Agreante Aooshnts  customPuentsus | S
onfig ! n —_— 1< R ] g
! LambdaZinvokeE 1 T, ) i I = | f;%Z?J > b h5 Config DEFEA ¢
| AssumeRole Tl {TLERE | A O L . , ERIMD. FIAIENERAL |
\ ConfignsE s 3o o ot 1 ool o, ; TR ESlackBAIET > E2IT, |
e PO | AWsConfig ConfigRuies Lartbda : | Scuousts Aws® ; : SBEAESAT—YERIMNTS ¢
i config custom rule i 0 timt(a&bals%do%\;em Lambda < LRSS | S — | ’ b}
___________________________________________________________ aily 0:00) _ organization accounts! e »:
sync rules invoke custom rule aggregate post events ¢ :
20l :; ﬂmwwAwst PIAN--DEEY
L RN F ......................... _— : ¥ &DConfigh7 7V 7—hic kb ¢
i A ¢ BREENT S 3
NEN 2 3
' | A N — PR —— —
’\_fE\ N—r]
Member Accounts:
k. | v ' v ¢
Membger Account Memb?r Account g ;A"; —c)b ﬁfliﬁf;‘_?g?ﬂ:;fgﬂgf
v — v —_— UREEL TSBEAESAT—F R K71
a3 (3 [] & & = |E T : +230—s0—R :
< I T; Q = I iat EIDk'(Conflgd)Aggregatei‘JQiT\ T
S —= (NI Y N ERHLT BT — s0;
Rules Rules —Kr i
AWS Config CloudWatch AWS Config CloudWatch ; b
Events Events ST TTTTTTEes e




HERICARR RIS O57 1 AT B EHIRRZFIRIE

Trusted Advisor Dashboard

AWS Trusted Advisor(ZJX b, TFa21UF . /N
A =X RIREDBRCTAWSDNRA N TS 05+
A TVDIMWZEER L T<NDBY—-ILTT,
DWERZEHTENHN LU —BEI DYV a/R— K
ZERRLELUE. CNICKDEHDREZ — T (C
EIECTEERZEINANE R LT <D F U,

fasR A CIOXR MEiI5%HIK. TF1 U« BB
Hvw>aR— RTEET DT ETESEDOMITIRTL
HOMNDLSCIEDFELUZ,

» VISIONAL

cccccccc

AWS Trusted Advisor Dashboard

eeeeeeeeeee

Cost Optimizing

ffffff




RARAE—RZELESETT,. —EDOMEZTS

Htt TIFAWSH S ETNTLVD. AWS Organizations¥o~)LF 770> i EDHEEEZ VisionalB LT (C X

EEAS

YA X URED—ERRIERZEN T DAHAAZD DI ET. AREBOFZENDEIRRN(CED - i
HNMTRA DA EFIVUTa - H—RL—IZBRLUFLUL. CNICIDARRAE—-RZEEETTREZIE
RIDEBEZHRIRLU CVNET,

FIEARGEIRDZSHICAWS 7LD > bF—ADZIE. BERN(ICIEI A —T 51 XHR— MEFIR> R SR
RBEDCAT AR T ID—REZDRRDBCHNDZIEVNVTEDEFET, SBEEZSKXX/\— =& UTHAZEDRL
LicWEBXTEDET,

» VISIONAL



S#&DVisional DR &
IV > D10 H—EXANDHAT



‘ 12 J SRIEDE(LE

m 2

—O—Q—O—O—O_O—>

On-Premise laaS CaaS PaaS FaaS

Infrastructure as a Service Container as a Service Platform as a Service Function as a Service

i

» VISIONAL






