


=I=fityly

4

SR EH (DM DIES T=eDAD)

a1V VU1—2>23> 7—F7ThK

- Sler TTZH) - PAToFT4T+ EREE - 2ttt 1 )5+

5 (D173

X2V A FFEHT Web, T35 - 5> b, IoT - BHEJE
- AWS JERHICBITD 1 U BB RAxHRh— ~

¥R AWS BH—EX
Amazon Cognito. AWS Single Sign-On. AWS IoT

1o



COEYSI>THRAEULIDIL

Builders Online T3, H$ERODEDSHRAERWZEITS Y —EXR %z,
NI D Y2 a>zli#EUTVWET

AwS 32Tl HRTENLZ LU TEY—ERZHHUWEIELTZHICE,
AWS 7HT> Mg UI2 59 S(CHDBATULEIEETZ0N
AWS TF21UFT D [#lbD—3] (CDWNWT. EELTITHEITULET

BEY D AWS H—EXDMA> MMOX W NZTA—HRAUT
PEITITDEH. H—EXRDEBEEFRICDLWTIFRH—EXDOAR RFIAS M

S TCIHERLLZ=W










23570 R —EXDOFI A (3% U TEM

D570 RaHMEUTWDESE

2021 £ o
5020 4 ¥ 70 %
2019 £ . F &LM:GLL%D\%U

. FIFAEEER G 4E 4 BBl

- SRR - — ERDEE AR & = (4 EPT R

D5 RZEERALUTC, ESRAZFZEDHDIEENMER TULD

P« #8558 il 3 FEEFNABERE (B5FER)



259 RFRFIBLEFEIER DHRRE

2570 IR ICEBAINIEVWERIE LU TEF 1 T A ADAZHFEITSNTND

250 R—EXZFIAURWER (h=317) EZFES
BERRAVWVREELFIUT 1 (CAETDH S 27.3 %
5T ROEANICHESEIFS AT LADBYEODR FHVKREL) 26.7 %
2y NID—DDBREMNICI T DIAENHDD 15.6 %
BEERNMNETD 10.3 %
——XICKUE7ZTVG =23 > OhRIIA ANTERN 8.6 %
IDSIRDEANICKO>TEBHOOTSA 72 XICKESD 4.8 %
EHIEMNEE D TLVRLY 4.1 %

P« #8558 ol 3 FEEFNREBEREE (5 R)

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve



2570 RFBAEEEEF I VT 1 DEL R Z R

OS5I RETF1 T 7 (CEETDIEVEFHMZEEFTCTLD

V50 RY—EXZFIAUTWSEA (n=1757) EERS
IS, HWEREEE T (CRIATEING 49.2 %
&R, RHASIZ R ICR DRBED RS 40.9 %
REEM. ATRAENE<RINS 36.8 %
HERON\Y ITY T ELTHRATESZNS 32.8 %
Y—EXDEEEDESVLD S (IBEHIRZ LR EXER) 28.8 %
SRTFLABEBORERE(CRRCHETEDNS 26.7 %
S RT LADISRENBVNS (R —SEUF ) 22.1 %
BFS AT ALDBEIX MIRNNS 19.4 %

P« #8558 ol 3 FEEFNREBEREE (5 R)

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve



253D RDEF1VUFTICHATIFrYI =
BHTWLWEDHICHEALUEW 3 DD L

IS5 REER BECOS™ R%E
FIBLTLRL R FAL TN
5O RDODLTF1 50 5O RDODLEF1 570 I(C
(CXT I BRE= X9 DIEFE EFEH

A\

LF1UFs(E AWS [CBITD AWS ZFRAUEEER
AWS DE{E5%EIR SEREETI TF1 U5 1 HBIDER




TF+1VUF 1 (E AWS DOFRBEEIR

1Y+, ID. DT SA T2 RADIEHD M7 UTZEEE A ([C K DRI 7R
TIENRY — EX e = iRt THFa1VUFT+ 2T SA T4 > ADMER = Efh

= Q F

F RS

A2 TSAT7>XTOT S LG

——
——
—

> (R 41//1/%;; AL TSATUR

AWS 555 KEF1UF 1 s/l NS ISTSAFZATOTS5 L
https://aws.amazon.com/jp/security/ ttps://aws.amazon.com/jp/compliance/programs/

> HEER(E AWS ZiEF ﬂ'Zm_ct_C ZHH O+ 1 7ROZTTRICEI T~
SOBRIRZEINT D EAVAlEE

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



AWSkBH5EEﬁﬁ%?w
BEHE L L\EHF‘r1U74%$§<%ﬁ?5T®®
ARG T3 7 T O — F

HSEROTEF IV 5 1 5H

AWS ZERAUEHBERS AT LZEFI7IC




AWS ZERAULESEHRTEF LY T 1 RBIDER

BB T EF 1T ZEORNS., WEITDIANDZXALABHEAFCATULL

S atar sl Fe 2
55 LsHU R IEABE L 55 UsHU R IEABE L
FNDFLE LN LS (C =+ TNHTAE UTIE & (TR L
S TERWERTDIE EmEi% B ERITD &

() R ')






AWS DOtF1 V51 DIRER
AWS Identity and Access Management (IAM)

AWS Identity and Access
Management (IAM)

-AWSUV — R TF 17 (CIRIFI DIZHD

ubn * __[731‘}5

« AWS D 200 ALY —EXICDULT

B — DA T 7 O AEEEN Ol EE



AWS 719> FOREICBNTRAIC
REINEIITISI714 A
AWS Identity and Access Management (IAM)

JL— b1 —Y—ZBEDOVEZ(C{ENIRLY

ZEZmsosl (MFA) ZFAL KD

X Multi Factor Authentication

JL— b1 —Y -7 Ot XF—Z/FEHDI0)N



AWS 719> FOREICBNTRAIC
REINEIITISI714 A
AWS Identity and Access Management (IAM)

JL— b1 —Y—ZBEDOVEZ(C{ENIRLY



iz DO1—Y— (JL—h1—Y5-)&
FAIMERZITO EEETICFIBUELS

________________________________________________________________________

BT

JI—bh1—Y— mIHRTHSHZ  FALBRNTE
HFHET - —T. £ AWS H—EX & \ /(77\}977\ Amazon ECZE
UV —RTEERO 7o AEREED | s s
1—5— |
 EEEECERAET, JL— h1—H— e,
LODVEHETE RN —EBDSY R T #4TS e

BRICFIAT D

JL—bhI1—Y— bb%ﬁmtgfdb\}x{/ﬁ
Bl : BIR— REERIDZEE. AWS 7773702 bORER

X)— 1T —-—UNEMTESTRNIRT(E =S


https://docs.aws.amazon.com/ja_jp/general/latest/gr/aws_tasks-that-require-root.html

AEEXRCE—RI1—Y— (IAM 1—5—)Z
RZEICEDE TR - FIALEKS

BIEED IAM J)L—7

IAM 1—Y— o
(IAMFRU = —)
cHEEECHBETI I —DT ET. 2

IAM DREBE CTRIES (CHERL - BIEXINNTE 1AM T—t— F b
) ‘

-BEEBSHICITBHICI—TF—(F BRI T

J)—"T (IAM 2J)L—) |ICPRIE TE2 fole} (fAM/-rii\sBE) }9_/13\%% Amazon EC2
8 A77\@%@

- BRICFFR] =N 7’7t7\$§BE [AM 15

(IAM 7RU = —*2) DEBHE CTEIEN PIEE

X1
%2 AWS Identity and Access Management (IAM) (CBIFDT7IOTCIERDVWTEIRT D RF1 A>T b, ST


https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/getting-started_create-admin-group.html




AWS 7770 > NODEREICHWTERAIC
REINETSITT414 R

AWS Identity and Access Management (IAM)

Z B 5aosl (MFA)ZFIFAT S

X Multi Factor Authentication



S EFR B (MFAX)

*Multi Factor Authentication

« ID/PW + D25 A LIRXT—RD
KD (CHEED [ExR]| =ZHAIEDET
soalDC &

o ZEZFZIFEFE AWS 7HD> hE{RE
9 BDICHDRITIETFES

« BEFRD AWS IRIEZTS
— 1 —Y—/IAM 1 —H5—%53
J—o0— RZEFD
TDHXICWBRI RI—Y—%F3D



R (58 7E L T RIFIRASA
Jb— R 1—H—(C(3d6F MFA ZREL LS

= h1—H—0 . 3. FIFT 3 MFA 52/ 01 RDS 1 T%
Mo a > BEHER) iR 2 A ORAML) ZE BRLUCTEY Ry T

XIAM 1—H'—(CE MFA ZERET DI ENEF UL,
FHl(E TIAM TONRR T S07 4 X - 1 &8

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve



https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/best-practices.html

V&LV MFA 57)\1 X 7Rk—

YDEE MFA /A X

D254 LKA T— R(OTP)A

SafeNet IDProve 700 SafeNet IDProve
OTP Card

Security Key
(WebAuthn ZF/z(& FIDO U2F 731)

Yubico Yubikey

https://aws.amazon.com/jp/iam/features/mfa/

. SERERE

{R*8 MFA )\ X
(RAX—KTA>77TY))

D254 LKA T— R(OTP)AT

Authy Micro_soft Google
Authenticator Authenticator
LastPass Authenticator Duo Mobile

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve


https://aws.amazon.com/jp/iam/features/mfa/




AWS 7770 > NODEREICHWTERAIC
REINETSITT414 R

AWS Identity and Access Management (IAM)

JL— b1 —Y -7 Ot XF—Z/FEHDI0)N



IW— R A—Y—-D7 O XF+—(IEDHR,
KOECFIT7RFEZFIBLULS

Jo— hA—F—DF It ZE—H
o VOTRF—(ITOTSLIRENS FELTWBIEAE. ZECIELTHRTS

AWS IRIBZ1R/E T DI=ODEREEH (FT AL N TEREFELRBL)

e JL— 1Y -7 IOCRXF—%. HFEE
ETCESTI—RT—RF712<. BUFERLL
TULWNUSEBR*T

c LDTF21VUTHZEbDFEEFESD
(49” _H%E’deubnﬁlﬁﬁﬁxz)

IAM TORR ST S07 4 X
X1
X2


https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/best-practices.html




AWS TieScERZ5cixI D1cHD
I3539714 R

AWS CloudTralil

AWS IRIZ(CH T DIRIFRERE 2 e ik

AWS Config
AWS IRIB(CHITD U Y — A DIBEAE Btz seix



AWS TieScERZ5cixI D1cHD
I3539714 R

AWS CloudTralil
AWS RIS (CH T DIRERERE Z siix



AWS CloudTrail

AWS CloudTrail

AWS 770> MBI DRIERIFED
OJ5 &, #MEmREZIU> D, RN TIEE

LD, ECHhB.
Zatix L. 7+

SN, EARIEFZEITLIEM
=1 U DRI ESSHI(C

SNTE(CLKD Amazon S3 (CEE = BEMREFET D



FRAQTEFFIRET AWS ([CH U TITONS IR FZ 5 ix

AWS
NAZZA S
a2V —=)L

AWS CLI
(O RSA>2WYW—)L) -
1RER
EC2 1> XA > AicE)
AWS SDK
(O35 L4)

TDIEND
AWS OB —EX
(U— EXELTDEE)




AWS CloudTrail h'\idix 9 DI FEEZR LD

« AWS CloudTrail 1>V —JLT. Lf 90 HEIDA > b (VEERE) %=
mRlTT=E, A2 0O0— ReJgeX

« H—DEHF—(CHIDITAIIUIHEZRITD

Y —X
EC2 /2 X5 > RicE ESPED

XAWS OFEBIMREBERETHIBIEANRY hDH, MDA MTDWTIE =g,


https://aws.amazon.com/jp/premiumsupport/knowledge-center/cloudtrail-data-management-events/

IRFRREZ RREIBIRFI DTTHIC
SIEERODIERNZRIEL K5

EEPRIANHERCOTF I UT s DFDEHC. OJZREIBEREFT D LK)

1 DB D Amazon S3 ADEME (FHRIIRDTERTE UL D (Amazon 53 oriasst)
1. AWS CloudTrail @ kv HEE T 2.4 5B DOVER =TT T U 3. SEERCIZ0HY Amazon S3
[SEEROAVER | NS> =T Amazon S3 NOIEOT DIRFRE /Uy I\(:@aﬁgnu\é
C & hERR

X AWS DOFBIMEMEEETHDIEEA R bDF.



AWS TieScERZ5cixI D1cHD
I3539714 R

AWS Config
AWS IRIB(CHITD U Y — A DIBEAE Btz seix



AWS Config

AWS Config

« AWSUY —X1ERKIBIRD—TEE. HXU
BREEBEDIZOHDIIYRZ—T REY—EX

« AWS UV —XDOEKREEERZOF>7

RIFHRET AL 7
« WBRNEEDENC. tz-

&M (30HRI~ 7 EECTRER)
F1 U DR EZSS(C




AWS Config h\scix 9 dREEF1 VT |
T [EDKSBRBRRICDIEh] DIBEICIRICIID

EC2 14> R XicH) EC2 /1> RHAAKET
s s
T ]
S3 /v ~ S3/)WUrw ~
YERY REXE
IAM 7Ot X+ —

IAM 1—H— A YER% VERR

IRTE

Lambda B%X Lambda E8%X
IAM 1—H— B #EBk fFpk e



BREEREDIRREI N LTI ZRTHES

AWS VY —X=EE - " B9 DEME (>R KJ) T, UY—RXZRDIAH
B (CIH U TEBIDOVUY —XDFM - A1 L5 2 =ZHEER

B DIAF

= EN:RPAV 737
ZEDIEHR




AWS VY —XDisEBEED L ixZ
BELEKS

BREFEER. BEPTF1UT 5 - SIS —F1 IR ECEID
RIS (55 T4)L N 74E) (GBS L TS

1. AWS Config @ bw JEIE T 2. LE1—TiRDEME 3. v aR— RAFRREN.
[1-Click &Y h77wv T ] Z#TF Ny hEEZRELTHL SRR ZERTED

XA I D FEA. Bl =S,

mazon Web Services, Inc. or its affiliates. All rights reserved


https://aws.amazon.com/jp/config/pricing/




TFI1VF BREBRMNZITOIREODI SIT1 R

Amazon GuardDuty
FAFRNMWRL TEIBH SNDIEERBBIRAZ /E



Amazon GuardDuty

+ HRFELESELRBRIBIRICEDULC
’%FH%E[I_C\ Eb‘%ﬁd) AWS IRi5 7 {R5E

+ AWS N'EEITIEETEMEL. EARD
BREEAE & FEERZER L

. BERIITIAG AWS DRG0 (CikE

Amazon GuardDuty



BH(CREREBERMZIIRHDILENTED

Amazon GuardDuty >V —)VEE(CER L. T U WO TDICT
T+ 21U FEFIRICARID DT AWS HEERBRURK] & XK (I Dikae = i
B30HOER A=A 7)) LA COR MRZEIEIELXLD

Amazon GuardDuty 1>V —JL

55 TE [E TE]

B> T ILDOBRHRA]
iR £ BX

MR FEREIE

i
AN © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

o

XA ORI (L o


https://aws.amazon.com/jp/config/pricing/




JAA MBI IERAIETTEE

BRSO = XDH
REIREC2 ARAIREAIATD
MRERIEZ IS T TRE

AEEEDIAH DB
+ Lambda BI#{ CHIR)L—THR4E I I I I I I

SO AN AVETA D]

« NRURSKNIICT7ORAF—20Zwv b, X bOEE(F, BRSNS =
ERHINREBEEDNY A= TJHA>RH T IFnceEs

> A KEBICIERR ENT= ' (ZOEHEERTETULRW)

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



JABMET [&ib] ZHERI DICHD
I30F714 R

AWS Budgets
Ak )’ o>— T, OX MRIBOIKEZ FRER D



AWS Budgets ;83K 75— b

OX MEEICEDIEZEFS B TIND
o BFE/FAODRAMYN FEICHWITD TUSWME] ZEBRXDEEEA—IL
« PEOEMRLTS— MBHOZETER

1. AWS Budgets >V —ILT 2. FHESATDERE. FHE. 3. PEICHIDUSIMEZIEE

[ FEZERT D] NI ZHT WHRY—EXREEER 75— bRk UEEK
% AWS Budgets O#IEEEM(& =Ea,

X BERROIRAMCEITD7S5—hEUT. #HFZEZH0/z AWS Cost Anomaly Detection (&

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://aws.amazon.com/jp/aws-cost-management/aws-budgets/pricing/
https://aws.amazon.com/jp/aws-cost-management/aws-cost-anomaly-detection/

AWS Budgets ;83K 75— b

AWS Budget Notification /

ARV T—h~ X=)LEY> )L

sELTE

ot H| or EfE






R REAMD B TZHDIT FI5701 X

AWS Trusted Advisor
AWS ODtF1 T ARSI SOFT 4 AZ2WEISTENT




AWS Trusted Advisor

. PEFRD AWS IRIBEZBEE (CIHEE U,
AWS DNRA ST SO57 4 AXCEDLKE
ZIRET D

Linl

« DUTFOEHTORRERIE =R

.’.'.F | FA T == A A ) A

AWS Trusted Advisor m

0 & <

X AWS Well-Architected Framework (CDUNTI(&

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://aws.amazon.com/jp/architecture/well-architected/

AWS Trusted Advisor CF+1VUF1rFITWV D

« IAM ODfER  mpiFmER .
« IAM JXXTJ—RARUZ—

« IAM 7OCARAF+F—0—F—>3>

o JL—KI7HADT> D MFA  @mpF B
- EBHURZOTLRF—

e TFaVUFTaTIL—T — FIRESNTLRLY
BETEDR— N ERFI R

« LFaUFaUIL—T — BHIPRI7IOLZX
« Amazon S3 /\4w NEFR] mpiF mEin
« AWS CloudTrail Ox%>2

e X1 ICEITD AWS Well-
Architected MY X DD S\ \[ERE

. JEMERDOS A LEERITSD
AWS Lambda B8%%

Amazon EBS /)T Uw
AFwITS v b mpzmmn
Amazon RDS D)\ w727
AFwITSawv b spFEe

Amazon RDS a1 U1 J)L—TD
TR RT

Microsoft SQL Server Z{ERH LT
Amazon EC2 1 > XA > ADTNR— ~OFET

Amazon Route 53 MX UY—-X L J— K
tw b & Sender Policy Framework

IAM EEBRZE X bJ7D
CloudFront J#H SSL iFBRZE

AU H—)\—mD
CloudFront J®2H SSL iEEEZE
ELB UXF—Dtxt1 U7+
ELB tF+a1 U J)L—T

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.









HEEFHROTF 1 V5« RHIRE - #lHD—3
SUTinliia] T R AL

+ Amazon GuardDuty AWS CloudTrail AWS Budgets
AWS Identity and Access

Management

_D R h

AWS Trusted Advisor Amazon GuardDuty

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.



HBTITHUEWIN XA

AKtw> > TTHNTUERSZ.
=Ry N PANE

i

H&ETE

EE RIS EDDCENTED/I\ XA TY




Ri%(C

AWS (CE->TEF1 V5 (3REREIR

W< DF 1V ERMSENE U [¥dD—5] Z48IT

« AWS 77HD> hzttfFa17(CLEKD / AWS Identity and Access Management
o IL—bTHD RKREA. LEZRDEFAH. 7O AT —HIBR

« AWS TeEEEZELHLLD /AWS CloudTrail. AWS Config

1T BEZZBENRICRA UKD / Amazon GuardDuty

X METOD 7] ZHELUKLD / AWS Budgets

kTR IRENEANERDMEE D / AWS Trusted Advisor

SEICHBITUEY—EXEMEET. PEEMNSERBUETF 1T %=
SHDIHD | EhE ] ERBEBEREBEDTY,

N5OTEF1 U RN. HEERNEZ LU TAWS B—EXZERU.
EPRAZ2ZFEIRT DI ERBNEENTT,

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserve



8%

AWS 5O RtF+1 U5+
AWS O>T5A4 7> R

SEEEETIL
IAM DR ST S5057+4 X
AWS 710> hD)L— b1—H— FFELEHmMNANER AWS F XD

AWS Hands-on for Beginners - Security #1 771002 MERMET <3 F1 U7 MR

Amazon CloudWatch Events Z{£F Uz GuardDuty OW&EFER (ST T DD RS L AN X DVERK

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.


https://aws.amazon.com/jp/security/
https://aws.amazon.com/jp/compliance/
https://aws.amazon.com/jp/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/ja_jp/general/latest/gr/aws_tasks-that-require-root.html
https://pages.awscloud.com/event_JAPAN_Ondemand_Hands-on-for-Beginners-Security-1_LP.html
https://docs.aws.amazon.com/ja_jp/guardduty/latest/ug/guardduty_findings_cloudwatch.html

AWS TR ILkL—=2Y

= 1 TOIEE
"—— > . —AWS DT X R/NN— FARFELEHBEOTOZILEL—=Y
|r——'+7r FEBPDATSa1— )L TEETEET
— = /- . - AWS Cloud Quest I, EEMGZY 5 FEEBREEA. AWSY S
VEDRAFINEFICDITEHIENTES, NIHOTTH—OO—ILT LA TT
—LTY

XN, BIE. B8E%%

56. TEHBN _ _ .
O, ERTROLN e rma B 1D Y Y—R
REBTEEDOITES o

. - AWS Certified Cloud Practitioner BIFIZ&RI DY Y —R %
CHNLET
. — AWS Certified Developer — Associate ER#F(Z&3L D)

Y—REZTHBNALET



https://www.aws.training/
https://explore.skillbuilder.aws/learn?trk=bce16853-5ce7-4822-8ba7-25077fcb37ba&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/11458/aws-cloud-quest-cloud-practitioner?trk=bce16853-5ce7-4822-8ba7-25077fcb37ba&sc_channel=el
https://training.resources.awscloud.com/aws-certified-cloud-practitioner-exam-prep?trk=bce16853-5ce7-4822-8ba7-25077fcb37ba&sc_channel=el
https://training.resources.awscloud.com/get-certified-developer-associate?trk=bce16853-5ce7-4822-8ba7-25077fcb37ba&sc_channel=el

AWS Builders Online Series [Z
MWV HYNESITINVET

BLATWEEFFELEN BOT7 U5 —RMZZHALESLY,
KBDARY FIETLH5CER/CREDPSEDANY FZDOL\TDH
CHEEVHEQORELGRENASITNELES, FUOBEBMNMELESLY,

‘ aws-apj-marketing@amazon.com

. twitter.com/awscloud_jp
f facebook.com/600986860012140
https://www.youtube.com/user/AmazonWebServicesJP

https://www.linkedin.com/showcase/aws-careers/

) twitch.tv/aws

© 2022, Amazon Web Services, Inc. or its affiliates. All rights rese

rved.








