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Gurmail Singh

B I T 1 0 1

Cloud Growth Director 
Trend Micro Europe

Stefaan Van Hoornick
Cloud / DevOps Security Specialist
Trend Micro Europe



Gurmail Singh 

Cloud Growth Director @ Trend Micro Europe

@GurmailSinghUK

Want to understand your 
Cloud security gaps – do 2 
things and spend 7 minutes !
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Era of change

Everyone is now a 
technology 

business

Conventional 
security tools have 

not kept pace

Security 
professionals can’t 
fill the gap alone

Regulatory 
requirements & 

costs are increasing

Stay secure, move 
fast

Single cloud 
services platform 
for Cloud builders

XDR & intelligent 
platform

CSPM
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The ratio of doom… or is it ?

100 10 1
Developers Ops Security

Fast Stable Secure
Build Value Availability Trust & 

Confidence
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DevSecOps / Security Observability >Con7nuous Security

• DevOps?

• Just change everyone's 5tle from Ops à Devops?

• Full-Stack Ninjas?

• and Security Experts?

• 3 major movements brought out DevSecOps :

Ø Waterfall to Agile transcended to DevOps

Ø Monoliths have become Microservices

Ø The data center is now giving away to cloud 
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Smoke without fire ?

• Oh, and actual product 
features

• Availability, integrity, 
confidentiality, and udit
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Boosting the shared responsibility model
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Top 
Security Partner

Advanced Technology, 
AWS Marketplace & 

AWS Managed Services

AWS 
Launch Partner

for Detec<ve, GuardDuty, VPC 
Ingress Rou<ng, AppFlow, 

Control Tower & more

Built 
On AWS

Optimized for 
AWS Customers

Thousand of Global Customers 
10+ APN Competencies
Partner Ready Programs 

STRATEGIC 
ISV PARTNER

AWS Marketplace 
Seller Advisory Board,  

We Power Tech

Reduce 
Attack Surface

Protect Workloads 
& Containers

Secure the 
CI/CD Pipeline

Cloud Posture 
& Assurance
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2023

55% of companies have 
different teams responsible 
for cloud-native application 
security. 

60% of the cloud 
security challenges are due 
to insufficient visibility of 
security or compliance gaps. 

88% of companies 
experienced an attack on their 
cloud-native applications in 
the past 12 months. 

73% of companies prefer a 
consolidated approach when 
protecting their environments. 

Cloud-Native Applications Challenges
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What is Cloud Na.ve Applica.on Protec.on Pla7orm (CNAPP)

CNAPP

VMs

Servers

StorageContainers Storage Serverless

Cloud Na6ve Services Artifacts

API Open Source Posture

Guardrails
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Kubernetes API Server 
Denial of Service Vulnerability 

Apache Tomcat 
Remote Code Execu<on Vulnerability

Kubernetes API Proxy Request 
Handling Privilege Escalation 

Vulnerability

Security Fueled by Leading Threat Research

450 internal researchers 
globally + 10,000 independent

Market leader in 
vulnerability disclosure 

Trend Micro

Cisco

Google

Fortinet

McAfee

Palo Alto Networks

Check Point

US CERT/CC

iDefense

Kaspersky Lab

SecureAuth

Trend 
Micro

Cloud and Container 
Research Team Examples

Cybercriminal 
Underground

AI & ML Future Threat 
Landscape

IoT OT / IIoTCyber
Threats

Vulnerabilities 
& Exploits

Targeted 
Attacks
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IT Infra 
Endpoint & Email 

Security vNetwork Security

SOC 

XDR vASM

Cloud 

CNAPP vHybrid Cloud 
Security

Managed 
Services

Ecosystem 
Integration

Security Engines   |    Open API    |    AI/ML     |     Big Data Analy;cs

Attack Surface Intelligence      |     Zero Day Initiative     |    Threat Research

Zero Trust Architecture

Email
User & 
Identity

Endpoints & 
Servers

Data Network ICS/OT5GCloud Infra Applications Code
Repo

Build Secure.
Ship Fast.
Run Anywhere.
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Automated
Agentless visibility with 

actionable security controls

Flexible
Easy CI / CD integrations & APIs 

All-in-one
Defend & respond to 

vulnerabilities, misconfigurations, 
malware & more

Trend Micro Cloud One™

All-in one cloud security from development to runtime to response

Cloud migration
Physical Virtual Cloud

Cloud Native 
Applications

Containers

Serverless

DevOps

Cloud StorageCloud Workloads

{       }
Open Source

Cloud Operational 
Excellence Risk & Compliance

Governance Well-Architected

Cloud 
Sentry
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How Cloud One Provides the Right Information 

Experience #1 
Discover cloud 

resources and threats

Experience #2
See context-rich, 

actionable insights

Experience #3
Get immediate 

remedia6on steps
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Success ratio 100, 10, 1, Cloud One Security Services platform

Cloud Sentry takes 

minutes to protect an en4re 
AWS account

with zero application impact. 

Security team only needs 
admin rights to the account

Agentless security in minutes

Local scanning maintains 
data sovereignty

No performance impact

Stand: S10
• - Security Risk 

Assessment & more



Demo – Cloud Sentry

What’s happening inside? 

Stefaan Van Hoornick

Cloud / DevOps Security Specialist

#cloud, #devops, #security, and #trendmicro
https://www.linkedin.com/in/stefaanvanhoornick/



Demo – Cloud One Conformity

Misconfigura,ons?



Visit us at our Booth – S10

Do you have 7 minutes to identify these gaps?

Gurmail Singh 

Cloud Growth Director @ Trend Micro Europe

@GurmailSinghUK

Stefaan Van Hoornick

Cloud / DevOps Security Specialist

#cloud, #devops, #security, and #trendmicro
hJps://www.linkedin.com/in/stefaanvanhoornick/
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Thank you!
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Please complete the session 
survey in the mobile app


