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• Evolution of Ransomware

• 7 best practices for Ransomware Protection

• AWS Backup - Deep dive

• AWS Backup - Demo
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75% of IT organisation 
will face one or more 
ransomware threats 
by 2025.

Gartner, “Detect, Protect, Recover: How Modern 
Backup Applications Can Protect You From 
Ransomware”

“Hackers are locking people 
out of their networks and 
demanding big payments to 
get back in. New data shows 
just how common and 
damaging the attacks have 
become.”

The New York Times

Scripps enters fourth week 
of ransomware attack

DHS to issue first 
cybersecurity regulations 
for pipelines after Colonial 
hack

“Two directives will seek 
oversight of the industry 
after ransomware attack 
upended gas availability in 
the Southeast for 11 days”

Ransomware attack on Bose 
exposes employee SSNs and 
financial information

“The company was forced to 
notify New Hampshire officials 
after employees in the state had 
their information accessed”

The Washington Post
ZDNet

The San Diego Union-Tribune

https://www.gartner.com/en/documents/3995229
https://www.gartner.com/en/documents/3995229
https://www.gartner.com/en/documents/3995229
https://www.nytimes.com/2020/02/09/technology/ransomware-attacks.html
https://www.washingtonpost.com/business/2021/05/25/colonial-hack-pipeline-dhs-cybersecurity/
https://www.zdnet.com/article/ransomware-attack-on-bose-exposes-employee-ssns-and-financial-information/
https://www.sandiegouniontribune.com/news/health/story/2021-05-24/scripps-enters-fourth-week-of-ransomware-pain
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Who here has experience 
preventing or responding to 

ransomware?
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Evolution of Ransomware
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What is ransomware? 

Wide range of technologies that unauthorized users use to extort 
money from entities

Unauthorized users use system vulnerabilities to access data and then 
restrict the rightful owner from accessing it

Unauthorized user encrypts data using actor-controlled encryption keys 
OR uses access controls to lock out the rightful owner from a system 

Unauthorized users may threaten to reveal data or acts of exfiltration.
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Evolution of ransomware

Annoyance 2012–2013
Disruption 2016 and beyond

Extortion

Mitigation 

costs 

2020

2006

2013
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Evolution taught us a few key lessons

Early detection is the key

Prevention is better than cure 

Automate assessments, recovery and response

Education and training become more important 
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Modern Ransomware targets the C, I & A of your data

Confidentiality
Leaking of stolen data
Integrity
Irreversible encryption of data
Availability
Downtime of mission critical 
services

CIA 
Triad

Confidentiality

Availability Integrity
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7 best practices for Ransomware 
Protection
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1. Use a security Framework
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1. Use a security Framework

NIST Cyber Security 
Framework
• is the industry standard, 

• … but most companies lack a 
reliable data protection and 
recovery strategy
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1. Use a security Framework

NIST Cyber Security 
Framework
• is the industry standard, 

• … but most companies lack a 
reliable data protection and 
recovery strategy

PROTECT

DETECT

RESPOND

IDENTIFY

RECOVER
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2. Apply critical patches and harden systems

Amazon EC2 
Instances Amazon 

Inspector
Amazon 

SNS

AWS Lambda 
function calls  

State Manager.

Send 
findings

Publish

Invoke

Notify

Administrator

Amazon SNS 
invokes Lambda 

function.

AWS Cloud

VPC
Patch

State 
Manager

Call
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3. Eliminate long-lived credentials 

Multi-factor
authentication

Credential report 
and removal 

unused credentials 

Principle of 
least privilege

Credential 
rotation
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3. Eliminate long-lived credentials 

Role-based 
Access controls

Multi-factor
authentication

Credential report 
and removal 

unused credentials 

Principle of 
least privilege

Credential 
rotation

Identify resources 
shared with 

external entities
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4. Use a multi-account strategy and network segmentation
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5. Use immutable infrastructure with no human access

Amazon EC2 Image Builder simplifies the creation, maintenance, 
validation, sharing, and deployment of Linux or Windows Server 
images.

Source image Customize 
software installed 

on the image

Amazon EC2 
Image Builder

Test imagesSource image with 
AWS provided or 
custom templates

Distribute golden 
images

A M A Z O N  E C 2  I M A G E  B U I L D E R
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5. Use immutable infrastructure with no human access
A W S  S Y S T E M S  M A N A G E R  A U T O M A T I O N

Safely automate common and repetitive IT operations and 
management tasks across AWS resources.

Create an Automation 
document.

1

Run the Automation 
document.

2

Monitor and test 
Automation.

3
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6. Implement centralized logging and monitoring
A W S  C L O U D T R A I L

Who shut down a specific 
instance

What activities were denied
due to lack of permissions

Who changed a security 
group configuration 

AWS CloudTrail helps you understand events in your accounts.
→ Log and monitor account activity across your AWS infrastructure.
→ Record API call interactions for most AWS services.
→ Automatically push logs to Amazon S3.
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6. Implement centralized logging and monitoring

Investigate findings and take 
responsive/remediation 

actions.

AWS
Security Hub

Amazon 
Macie

AWS IAM
Access Analyzer

Amazon 
Inspector

Amazon 
GuardDuty

AWS Firewall 
Manager

A W S  S E C U R I T Y  H U B
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7. Set up the ability to backup and recover your apps and data

Account BAccount A

Amazon EC2 Instance

Local Amazon EBS 
volume

Account KMS key

Amazon EC2
Instance snapshot

AWS Backup Vault Account KMS Key

AWS Backup

A W S  B A C K U P
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7. Set up the ability to backup and recover your apps and data
A W S  E L A S T I C  D I S A S T E R  R E C O V E R Y
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AWS Backup – Deep dive
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Overview of AWS Backup

AWS Backup
A fully managed, policy-based backup service that makes it easy 
to centrally manage and automate the backup of data across 
multiple AWS services and hybrid workloads

Amazon EBS

Block 
storage

Amazon FSx for 
Windows File Server

Amazon EFS

Amazon FSx 
for Lustre

File 
storage

Databases

Amazon 
Aurora

Amazon RDS

Amazon 
Neptune

Amazon 
DocumentDB

Amazon 
DynamoDB

Object 
storage

Amazon S3 VMware Cloud 
on AWS

Amazon EC2

Compute

AWS Storage 
Gateway

Data 
transfer

AWS Storage 
Gateway

+

Amazon FSx for 
NetApp ONTAP

Amazon FSx 
for OpenZFS

Amazon 
Redshift

Amazon 
Timestream

Management

AWS

CloudFormation

Application

SAP Hana 
on EC2 (preview)

Windows 
Volume 

Shadow Copy 
Service
on EC2

On-
premises

AWS 
Outpost

Hybrid
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Compliance and governance

Simplify management and 
reporting of business & 
regulatory compliance 

Disaster recovery

Reduce risk of downtime and 
build foundation for business 

continuity

Ransomware recovery

Protect and recover critical data 
from a ransomware events and 

account compromise

AWS Backup use cases

Cloud-native backups

Protect your critical data across 
AWS services
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Leverage data immutability with WORM

Besides regulatory compliance, you can use WORM to protect your 
backup and archives from getting overwritten.

Write - Once Read - Many
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Leverage data immutability

AWS Backup Vault Lock Amazon S3 bucket 

Fully managed policy-based 
AWS-native service

Primitive data types to build 
customized solutions
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AWS Backup Vault Lock protects your sensitive 
data backups against malicious actors

• Attached to a Backup vault – You enable AWS Backup Vault 
Lock configuration at the AWS Backup Vault level

• Protects against deletion – No user, including the root 
account, can delete your backups

• Protects against lifecycle changes – No user, including the 
root account, can change your backups’ retention periods 
or update backups transition to cold storage settings

• Enable AWS Backup Vault Lock using AWS Backup API, CLI, 
or SDK

• AWS Backup Vault Lock has been certified for SEC 17a-4(f), 
FINRA 4511(c), and CFTC 1.31(c)-(d)

AWS Backup Vault

Vault Lock 
configuration
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Backup vault

Cross-account/cross-Region backups
AWS Cloud

Region (us-west-1)

Availability Zone

AWS Backup

Amazon
RDS

Aurora

Amazon EBS Amazon EFS

Region (same or other)

AWS Organiza,ons 
member account

Immutable backups

AWS 
Organization

Org 
Member-Z

Separate 
credentials

Org Members 
1~N

Backup vault

Backup vault

Many-to-one
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AWS Backup - Demo
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AWS Backup Vault Lock – How to enable it? 
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AWS Backup Vault Lock – How to enable it? 
CLI
• aws backup put-backup-vault-lock-configuration --backup-vault-name WORM_vault
• --changeable-for-days 3 --min-retention-days 7 --max-retention-days 30

Console
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AWS Backup Vault Lock – How to enable it? 

• Delete Vault Lock configuration 
• aws backup delete-backup-vault-lock-configuration --backup-vault-name WORM_vault
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How do AWS Backup vaults secure backups

• Limit who can access recovery points within an 
account

• Limit the ability to destroy backups from within a 
vault

• Many vaults can be used for separation of 
permissions, for example, development, test and 
production

• Backups cannot be deleted from the native services 
being protected.

• Each vault has its own SNS notification configuration
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Summary
7 Best practices for Ransomware protection

1. Use a security Framework

2. Apply critical patches and harden systems

3. Eliminate long-lived credentials

4. Use a multi-account strategy and network segmentation

5. Use immutable infrastructure with no human access

6. Implement centralized logging and monitoring

7. Set up the ability to backup and recover your apps and data

AWS Backup 

AWS Backup Vault Lock
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Call to action

Reach out to your Account 
manager and/or Solutions 
Architect

Visit us at the booth! 

Workshops AWS Backup and Ransomware 
documentation 

Ransomware detection workshop: 
https://catalog.us-east-
1.prod.workshops.aws/workshops/6484b52f
-39fa-45cf-937c-95af1ea29b6b/en-US

AWS Backup workshop:
https://catalog.us-east-
1.prod.workshops.aws/workshops/7423795
8-77c8-4e7f-a02f-ae201a04d759/en-
US/aws-backup-lab/02-backupplan

https://aws.amazon.com/blogs/storage/
enhance-the-security-posture-of-your-
backups-with-aws-backup-vault-lock/

https://aws.amazon.com/blogs/security/
ransomware-mitigation-top-5-
protections-and-recovery-preparation-
actions/

https://d1.awsstatic.com/psc-
digital/2022/gc-200/security-
ransomware-ebook/Security-
Ransomware-eBook.pdf

Training and Certification

skillbuilder.aws

https://catalog.us-east-1.prod.workshops.aws/workshops/6484b52f-39fa-45cf-937c-95af1ea29b6b/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/6484b52f-39fa-45cf-937c-95af1ea29b6b/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/6484b52f-39fa-45cf-937c-95af1ea29b6b/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/74237958-77c8-4e7f-a02f-ae201a04d759/en-US/aws-backup-lab/02-backupplan
https://catalog.us-east-1.prod.workshops.aws/workshops/74237958-77c8-4e7f-a02f-ae201a04d759/en-US/aws-backup-lab/02-backupplan
https://catalog.us-east-1.prod.workshops.aws/workshops/74237958-77c8-4e7f-a02f-ae201a04d759/en-US/aws-backup-lab/02-backupplan
https://catalog.us-east-1.prod.workshops.aws/workshops/74237958-77c8-4e7f-a02f-ae201a04d759/en-US/aws-backup-lab/02-backupplan
https://aws.amazon.com/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
https://aws.amazon.com/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
https://aws.amazon.com/blogs/storage/enhance-the-security-posture-of-your-backups-with-aws-backup-vault-lock/
https://aws.amazon.com/blogs/security/ransomware-mitigation-top-5-protections-and-recovery-preparation-actions/
https://aws.amazon.com/blogs/security/ransomware-mitigation-top-5-protections-and-recovery-preparation-actions/
https://aws.amazon.com/blogs/security/ransomware-mitigation-top-5-protections-and-recovery-preparation-actions/
https://aws.amazon.com/blogs/security/ransomware-mitigation-top-5-protections-and-recovery-preparation-actions/
https://d1.awsstatic.com/psc-digital/2022/gc-200/security-ransomware-ebook/Security-Ransomware-eBook.pdf
https://d1.awsstatic.com/psc-digital/2022/gc-200/security-ransomware-ebook/Security-Ransomware-eBook.pdf
https://d1.awsstatic.com/psc-digital/2022/gc-200/security-ransomware-ebook/Security-Ransomware-eBook.pdf
https://d1.awsstatic.com/psc-digital/2022/gc-200/security-ransomware-ebook/Security-Ransomware-eBook.pdf
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Thank you!
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Please complete the session 
survey in the mobile app

Laura Verghote
Solutions Architect

linkedin.com/in/laura-verghote/

Rotem Agmon
Solutions Architect

linkedin.com/in/rotemagmon/


