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1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview

Provide the details and threshold for your alarm. Use the graph on the right to help set This alarm will trigger when the blue line goes up
the appropriate threshold. to or above the red line for a duration of 15
minutes

Actions

Name: J
WebCPU CPUUtiization >= 70 BPDefine what actions are taken when your alarm changes state.

LEWMEEUT,

Description: | Web Server CPU Utilization Alarm

CPUREFRIZR70% I t7* Notfiation
Whenever: CPUUTtilization B/HH FEﬁ (CCTIF18ARG ) 593) LXJ: Whenever this alarm: | State is ALARM

Send notification to: = Select a notification list New list Enterlist €

Delete

is: | >= 370

for: consecutive period(s) z 10/28
03:00 04:00 AutoScaling Action Delete

Actions .
Namespace: AWS/EC2 Whenever this alarm: = State is ALARM

Define what actions are taken when your alarm changes state. Instanceld: | j_xxxxxxx]
From the group: ' AutoScalingGroup

Notification Delete InstanceName: test
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Current findings &

Saved filters

Finding

Unprotected port on EC2 instance ISt
188.212.100.78 is performing SSH brute force attacks again...
202.107.104.119 is performing SSH brute force attacks agai...
103.27.239.2 is performing SSH brute force attacks against ...
[SAMPLE] Credentials for instance role GeneratedFindingUs...
[SAMPLE] Reconnaissance API GeneratedFindingAPIName ...
[SAMPLE] Unusually large amount of network traffic from E...

[SAMPLE] EC2 instance i-99999999 communicating with kn...
[SAMPLE] EC2 instance involved in SSH brute force attacks.

[SAMPLE] Unusual outbound communication seen from EC...
[SAMPLE] IAM User GeneratedFindingUserName logged int...
[SAMPLE] Drop Point domain name queried by EC2 instanc...
[SAMPLE] API GeneratedFindingAPIName was invoked fro...

[SAMPLE] Reconnaissance API GeneratedFindingAPIName ...

[SAMPLE] Drive-by source domain name queried by EC2 in...

Showing 37 of 37 o °

Last seen

2017-11-27 16:55:46 (an hour ...
2017-11-27 16:34:46 (an hour ...
2017-11-26 12:11:00 (a day ago)
2017-11-23 19:41:01 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...

2017-11-23 19:25:27 (4 days a...

GuardDuty ICE 2 BEMEHE L R— k

Useful? s '@ Close = 1 N

Recon:EC2/PortProbeUnprotectedPort @aa

O EC2 instance has an unprotected port which is being probed by a
known malicious host. ('

Severity Region Count

Low @ Q ap-northeast-1 301

Account ID Resource ID
Qe i=( ProofPoint

Threat list name

Last seen
2017-11-27 16:55:46 (an hour ago)

~ Resource affected

Resource role Resource type
TARGET Instance @ Q

Instance ID Port
i-0 22

Image ID
ami-
Launch time

2017-06-20 23:15:32

Tags
Owner.
Principalld

Public IP Public dns name
ec2- .ap-northeast-1....

Private dns name
ip -northeast-1.com...

Private IP address

Subnet ID VPCID
subnet-df1409ab vpc-8e7593eb

Security groups
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~ R—h80 ~’0 k)L (TCP/UDP)
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R k22 7721 X 5tlIP / Security Group
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AWS WAF - Layer 7 application protection
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AWS Key Management Service (KMS)
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