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The Barracuda CloudGen Firewall solution found in the AWS
Marketplace and offers the following key benefits:

+ Secure office-to-cloud connectivity and Secure remote access

through a state-of-the-art VPN engine
« Granular traffic control and visibility
+ Cloud network segmentation

« Comprehensive Threat Protection with an Integrated IPS

engine
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Part 1

Step 1 Locate the Barracuda CloudGen Firewall solution in the AWS Marketplace and select

the Continue to Subscribe button.

wr aws marketplace

Categories v Delivery Methods ~  Solutions Migration Mapping Assistant  Your Saved List Partners  Sellin AWS Marketplace

Continue to Subscribe

Save to List

Barracuda CloudGen Firewall for AWS - Metered

By: Barracuda Networks, Inc. ~ Latest Version: 8.0.0-0475-2019010
l‘ Barracuda

Barracuda CloudGen Firewall for AWS brings network security to your public cloud deployments.
Connect remote VPCs, datacentres, offices and mobile workers while providing user and app-

v Show more

Linux/Unix )

Overview Pricing Usage Support Reviews

Product Overview

* NOTE: AMis for version 7.2.2 or lower do not support instance types that
require support for Elastic Network Adapters (ENA). Use instances with Highlights
accelerated networking such as cd.large instead.

* Secure Remote Access: Built-in state-of-the-art VPN

The Barracuda CloudGen Firewall is a purpose-built Cloud Generation Firewall
engineered for rapid deployment and operation within dispersed, highly
dynamic, and security-critical network environments on AWS. As an AWS Security
Competency certified solution, it allows customers to offer secure remote access,
secure office-to-cloud connectivity, and cloud network segmentation. The
Barracuda CloudGen Firewall also enables branch office direct internet schemes.

engine combines multiple remote access and WAN opt
technologies to offer optimized and secure access to
cloud resources for office and mobile users using any
type of device.

« Granular Traffic Control and Visibility: Enterprise-grade
firewalling allows segmentation and full visibility of

network traffic within VPC and between locations
Beyond its powerful network firewall, IPS, and VPN technologies, the CloudGen
Firewall integrates an extensive set of next-generation firewall technologies
including comprehensive application control, availability, and traffic flow
optimization across the wide area network, web filtering, antivirus, and network
access control enforcement.

based on application, static or dynamic ports, user
identity and many others.

« Comprehensive Threat Protection: Integrated IPS
engine provides complete and comprehensive real-time
network protection against a broad range of network

threats.
Version 8.0.0-0475-20190107

Show other versions
By Barracuda Networks, Inc.

Categories Network Infrastructure

Security

O

Step 2 Next, accept the EULA (End User License Agreement).

tlBarracuda Barracuda CloudGen Firewall for AWS - Metered

You must first review and accept terms.

<Product Detail  Subscribe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

Barracuda Networks, Inc. Offer

You will be subscribed to this software and agree that your use of this software is subject
to the pricing terms and the seller's End User License Agreement (EULA) and your use of
AWS services is subject to the AWS Customer Agreement

Accept Terms.

This table shows pricing information for the listed software components. You will be charged separately for your use of
each component.

Barracuda CloudGen Firewall for Additional taxes or fees may apply.

AWS - Metered
Barracuda CloudGen Firewall for AWS - Metered
Unit Type /MB
Total traffic received, sent
and processed by the $0.016

appliance

& End User License Agreement

Part 1: Steps 3-4 of 10
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Step 3 Next, select the Continue to Configuration button at the top-right.

place

Methods v Solutions v Migration Mapping Assistant Your Saved List Partners  Sell in AWS Marketplace
‘lsmacuda Barracuda CloudGen Firewall for AWS - Metered Continue to Configuration
<ProductDetail  Subscribe

Subscribe to this software

You are already subscribed to this product. Please see the terms and pricing details below or click the button
above to configure your software.

Terms and Conditions

Barracuda Networks, Inc. Offer

Product Effective Date Expiration Date Action

Barracuda CloudGen Firewall for AWS - Metered 5/13/2019 N/A v Show Details

O

Step 4 Next, you will select the AMI, software version, and region that you wish to
use and click the Continue to Launch button.

Migration Mapping Assistant  Your Saved List Partners  Sellin AWS Marketplace

llBarracuda Barracuda CloudGen Firewall for AWS - Metered Continue to Launch

< Product Detail

be Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information This is an estimate of typical software
required to configure the deployment. and infrastructure costs based on your
configuration. Your actual charges for
each statement period may differ from
. i this estimate
Fulfillment Option
Software Pricing

64-bit (x86) Amazon Machine Image (AMI) P sooramD
Firewall for AWS -
Metered
Software Version Infrastructure Pricing
8.00-0475-20190107 (Jan 17 ¥ e e
Monthly Estimate: $61.00/month

Region

Ami Id: ami-0c4532c1dcbb3e897

Part 1: Steps 5-6 of 10
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Step 5 Next, select to either Launch through an EC2 instance or to Copy to the
Service Catalog. In this example, we will select the Launch through EC2 option
and click the Launch button.

l(Barracuda Barracuda CloudGen Firewall for AWS - Metered

<Product Detail ~ Subscribe  Configure  Launch

Launch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option 64-bit (x86) Amazon Machine Image (AMI)
Barracuda CloudGen Firewall for AWS - Metered
Software Version 8.0.0-0475-20190107

Region US East (N. Virginia)

Usage Instructions

Choose Action

Choose this action to launch your configuration through the

Launch through EC2 v Amazon EC2 console.

Launch

Step 6 Next, you will be asked to select an Instance Type. By default, the lowest
memory amount and eligible type will be selected for you.

aws Services v  Resource Groups v % [ Cybraryken ~

1.0

seAMI  2.Choose Instance Type 3. Configure Instance 4. Add S

5.AddTags 6. Configure Securty Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage. and networking capacity. and give you the flexibility to choos
for your applications. Leam more about instance types and how they can meet your computing needs.

Filterby:  Allinstancetypes v Currentgeneration v  Show/Hide Columns

Currently selected: 2 small (Variable ECUs, 1 vCPUS, 2.5 GHz, Intel Xeon Family, 2 GiB memory, EBS only)

Family - Type - VvCPUs (i - Memory (GiB) . Instance Storage (GB) (i EBS-Optimized Available (i - Network Performance
) General purpos 12.nanc 1 EBS or ow to Moderat
(] General purpose 1 EBS or Low to Modera
(] General purpose t2.small 1 2 EBS only - Low to Moderate
General purpose 12.medium 2 4 EBS only - Low to Moderate
General purpose ©2.large 2 8 EBS only Low to Moderate
General purpose 2.xiarge 4 16 EBS only - Moderate
General purpose 12.2xiarge 8 32 EBS only - Moderate

Part 1: Steps 7-8 of 10
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Step 7 Next, enter the configuration information for the instance and select the IAM role for the
account.

fa-296 292934 * @0 0 :

€« C @ nttps//console.aws.amazon.com/ec2/home7region

Services v  Resource Groups

3. Configure Instance

Step 3: Configure Instance Details

Configure the Instance 1o sult your requirements. You can launch multiple Instances from the same AMI, request Spot instances to take advantage of the lower pricing, assign an access management fole 1o the instance, and more.

Number of instances (i 1 Launch into Auto Scaling Group (@

Purchasing option (i

Network (D [vpc-cd37beb (defaul) v] C Create newvee
Subnet (i) [Nopreference (defaull subnetn any Avaiabiity Zon ] Create new subnet
Auto-assign Public P (i) |Use subnet seting (Enabie) .
Placement group (i Add instance to placement group
Capacity Reservation (D | Open "] C create new Capacty Reservation

IAMrole ()  The AMI you have selected (ami-0c4532¢10cbb3e897) supports metered pricing and
requires an 1AM role with the aws-marketplace: MeterUsage permission to record
software usage. Leam more.

® Automaticaly create an 1AM role it the requied permision and the name below
Choose an exsting 1AM roe from your account

reterng 1o C Create new IAM role manualy

A Provide a name for the IAM role.

Shutdown behavior Stop v

Enable termination protection

Protect against accidental termination

Monitoring (i Enable CloudWatch detailed monitoring
Addltional charges apply
Tenancy (i Shared - Run a shared hardware instance -

Addional charges will apply for dedicated tenanc,
Elastic Inference Add an Elastic Inference accelerator

Additional charges apply

Step 8 Next, you can add storage, add tags, and configure the security group. In this example, we
will just select the Review and Launch button and move to the review page.

Part 1: Steps 9-10 of 10
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Step 9 On the review page, review your selected information. If everything looks good, then click
the Launch button at the bottom-right of the screen.

EQitAMI

t
6/MB

ige. Your bill will be determined by the use of the unit that you specified above.

+and agree that your use of this software is subject to the pricing terms and the seller's

Edit instance type
Instance Storage (GB) EBS-Optimized Available Network Performance

EBS only = Low to Moderate
Edit security groups

stered-8-0-0-0475-20190107-AutogenByAWSMP-
Marketplace and is based on recommended settings for Barracuda CloudGen Firewall for AWS - Metered version 8.0.0-0475-20190107 provided by Barracuda Networks, Inc.

Port Range (i) source (i) Description (i)

Cancel  Previous m

Step 10 Next, select your key pair and launch the instance.

Note: It may take 5-7 minutes for your new EC2 instance to launch and complete all status
checks. You can view your running instances under the EC2 dashboard in your AWS
account.

O
Part 1 Complete

Part 2: Enabling Integrated IPS Engine
Steps 1-2 of 4
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Enabling the Integrated IPS Engine in the Barracuda CloudGen Firewall Solution.

Step 1 Once you have set up and launched your instance by using https:// and then the Public
DNS address of the instance, you will be taken to a login screen.

The initial username is root and the initial password is the EC2 instance ID.

You will be prompted to change the password and then log back in.

L(Barracuda | CloudGen Firewall

CloudGen Firewall

Please enter your administrator login and password.

root

Password

O
Step 2 Next, you will be taken to the Barracuda CloudGen Firewall solution main dashboard
screen.
l( Barracuda | CloudGen Firewall
@© Uptime 0.1days
% Connections: I 5536
& Data Throughput I 1.16 KBIS
& Packet Throughput I riis's
(&) System Load I 2%
@ Data storage: I 5%
N
& Application Control Enabled
@ URL Filter Service: Disabled
(§ Virus Scanner Disabled (Not i
[, Advanced Threat Protection: ~ Disabled (Not licensed)
@ Mai securty Disabled
Alowed Applications @, SSLinterception Disabled
Throughput (MBytes) fa) ven Disabled
(R SsLven Disabled
2 GuestAccess Disabled
88 High Availability @ Stand-Alone
O

Part 2: Steps 3-4 of 4
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Step 3 Next, click the Firewall tab at the top and select Intrusion Prevention.

root Sign out m
/ (Eesmns | CloudGen Firewall

FIREWALL ADVANCED

Access Rules  Application Rule Network Objects Application Objects URL Filter Service Policy Objects Service Objects Connection Objects

NAT Tables User Objects Schedule Objects | Intrusion Prevention | Caplive Portal Setiings Traffic Shaping

ion Prevention Reset To Defaults | Help

Enable Intrusion Prevention: ® Yes ) No

Enable/Disable IPS. Default: Yes

HTML Inspection: O Yes ® No
HTML Inspection scans for malicious HTML code. This option may decresse the system's performance. Default: No

) Report mode @ Enforce mode
Action to take when IPS finds & vuinerability. Report mode logs the occurrence, while Enforce mode blocks the traffic. Default: Report mode

Default IPS Policy:
Event Policy:

High M
Action Drop Drop v | Drop v LogOnly ~

Log Alert v Alert v Wamn v Notice v Notice v

Actions to take for the different threat levels. You may configure this so that higher treat levels resuit in more restrictive enforcement or more detailed reporting.

Step 4 Select the Yes radio button to enable intrusion prevention and click the Save button.

Part 2 Complete
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Thank you.

For more information, visit https://amzn.to/20B9T9X




