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8,395 hits
New Save Open

Filters Today

Mar 3, 2020 @ 00:00:00.000 - Mar 3, 2020 @ 23:59:59.999 — Auto

Selected fields

_index

_score timestamp per 30 minutes

_type N
_source

CU"E"[TET“:JE'E'_UYE _ .
© 18:09:33.800  gensorId: 20 currentTemperatur: timestamp: Mar 3, 2020 @

packiress 18: 80 _id: 4968476685 o BB _doc
orld _index: workshop-log _score:

2

status 3 . - .
> 3 @ 18:09:33.800  gensorId: 42 currentTemperature: 72 ipaddress: 91.58.113.173 status: OK timestamp: Mar 3,

) timestamp 18: 28 _

_index: workshop-log _s

@ 18:09:33.808  sensorId: 18 currentTe : i s st : timestamp: Mar 3,
28 i . 226613842305 1809 8 _type: _doc
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* https://aws.amazon.com/jp/blogs/news/siem-on-amazon-elasticsearch-service/
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Supported version

* Elasticsearch 6.4, 6.5, 6.6,
6.7,6.8,71,7.4,7.7,7.8,
7.9,7.10

* OpenSearch 1.0, 1.1
Remote Reindex
Custom dictionary
Cross-cluster search
Async Search

OpenSearch

 Alerting

« Anomaly detection

« SQL, PPL

* k-NN search

» Dynamic dictionary updates
* Index Rollups

 Index Transform

flis

Map Service

OpenSearch

* Notebook

* Reports

* Gantt Charts

» Trace Analytics

2

| —

Scale Cluster
* up-to 200-nodes

* up-to 3 PB storage
New Instance Type

« M5, C5,R5,T3

+ Mé6g, C6g, R6g, R6gd
UltraWarm

Cold Storage
Auto-Tune

Gzip Compression
OpenSearch

* Index State Management

* Index State Management
Template

 Data Streams

<

Enforce HTTPS
Require TLS 1.2

Encryption for existing
domains

Tag-based access control

Compliance
- SOC2

«  FedRAMP
« HIPPA

OpenSearch

« Fine-grained access control
* Audit logs

« SAML Auth

« Multi-tenancy

>— K

Cp

3-AZ support
Hourly snapshots

In-place instance
count update

Precheck for blue/green
deployment

Cross-cluster Replication
Custom Endpoint
Event Notification

Metrics
* Shard level metrics

OpenSearch
» Dynamic dictionary updates
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Amazon OpenSearch Service \NDZLFRE

- 2021 £ 9 A 8 HIC Amazon
Elasticsearch Service (& Amazon

Opensea rCh SerV|Ce AN |J ;1'7\ Amazon Elasticsearch Service Is Now Amazon OpenSearch Service
and Supports OpenSearch 1.0

n H% (L_ O e n Sea rc h 1 O / :/“ \/ e u o 20217 | in Amazon OpenSearch Service sor To Amazon Elasticsearch Service), Launch, News | Permalink | 4

DY 7IR— I\%‘:Faﬁllé?

p 0:00/0:00

Voiced by Amazon Polly

i In 2015, we launched Amazon Elasticsearch Service (Amazon ES), a fully managed service that makes it easy for you to
I perform interactive log analytics, real-time application monitoring, website search, and more.

- 2022 ¢
O e n S e a rc h 1 O 1 1 } \ \“ E s to one-tenth of traditional hot storage on

%} 1 Amazon ES. Because Amazon ES integrates "wlt|'l L-._.u.;;‘_-..d:h,. Ama inesis Data Firehose, Amazon CloudWatch L
}—\E oT, you can select the secure data ingestion tool that meets your use case requirements.

Amazon ES has been a popular service for log analytics because of its ability to ingest high volumes of log data.

\/



https://aws.amazon.com/jp/blogs/aws/amazon-elasticsearch-service-is-now-amazon-opensearch-service-and-supports-opensearch-10/

Amazon OpenSearch Service Z Bl &

- OpenSearch 1.0 T> =/, OpenSearch Dashboards Dig{tkia
- OpenSearch 1.0 (CfJbE I DFTHEEBFIAH B EE(C
- 2022 & 1 HIR1E(& OpenSearch 1.1 ©FIFHBIEE

- BR1F®D Elasticsearch T> > > ZFIAH U CULWBIRIE(CIFEZER U
- BXTFD Elasticsearch 7.10 EBJ:U%FI’LL/(HUOD/ \—=3> D

Elasticsearch T> = > DFIRBESEERIEE. Bl&, H7/R— MMTDULTA
& SERS

- ZBEOGFHICDOWVWTCTIERFAAS MMITEKEHSNTLYSB


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/rename.html

The OpenSearch Project
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https://github.com/opensearch-project
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Anomaly Detection Performance Analyzer ndex State Management

Alert Root Cause Analysis ndex Rollups

Trace Analytics Refresh Search Analyzer
Data Streams

: (New!!) Cross Cluster Replication
Asynchronous Search Audit Logs

k-NN Access Control
PPL

SQL



OpenSearch (OL—

OpenSearch 1.2(Released)

- App Analytics

OpenSearch 1.3(Jan, 2022)

- Point In Time Search

- Visualization Canvas
OpenSearch 1.4(March, 2022)
Schema on Reads

- Threat Detection
OpenSearch 2.0(Early 2022)

- Upgrade Lucene to 9.0

Rw

Overview Repositories

~

-

16 OpenSearch 1.2 (November 9)

[Z] Support integration with Notification
plugin
opensearch-project/index-

“'IH'"B\EEEI’“'E"-.&TL

Added by xinlamzn

o
T
T

i
r

(*) Integrate with Notification plugin
#74 opened by praveensameneni in
opensearch-project/index-management

enhancement

[=] Notification Integration with Alerting

opensearch-project/alerting#105

Added by xinlamzn

e ]
T
m
m
y

+) Support alerting notification APl's
with notification plugin API's

12

&

[

prn |

People [ Projects

[l | f—
v 2 Fullscreen — Menu

OpenSearch 1.3 (Jan 11, 2022) aoc 5 OpenSearch 2.0 (Early 20z

Support new Maps end point for [Z] Upgrade OpenSearch to u

OpenSearch community to avoid opensearch-project/Opent!
managed service restrictions for )
e Added by ahopp
conflicting borders
Added by vamshin CEEEEE
(*) [Meta] Upgrade Luce
OpenSearch / Dashboards - MacOS = [;1 :]2 pira Heens
t

(ARM64) e

#1065 opened by nknize in
opensearch-project/opensearch- project/OpenSearch
build#37 Meta

Added by bbarani

[=] k-NN: dense_vector data t
OpenSearch built on Lucer

L
T
m

) OpenSearch / OpenSearch
Dashboards - macOS distribution
(M1 ARM)

#37 opened by bbarani in opensearch-
project/opensearch-build

opensearch-project/k-NN3

Added by vamshin

z]
fl
m
m

enhancement
(*) dense_vector data type i
h OpenSearch built on Luc


https://github.com/orgs/opensearch-project/projects/1
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- OpenSearch Project & U T Elastic 15 fork UTeS5 10 5 =i
- Java, Java high-level rest client, Python, Go, JavaScript, PHP ZH7/Rh— &


https://opensearch.org/docs/latest/clients/java-rest-high-level/
https://opensearch.org/docs/latest/clients/java/
https://opensearch.org/docs/latest/clients/python/
https://opensearch.org/docs/latest/clients/go/
https://opensearch.org/docs/latest/clients/javascript/
https://opensearch.org/docs/latest/clients/php/

VI ND T 7Bk

IT—>12 b, 2OMOY—)L

I—>1>b
- Logstash (C DU\ TI& logstash-output-opensearchz #l FAR]&¢

- OpenSearch Project & U Cl& Beats H#DY — ) UIBHFIRIAE L. IH/\—=3 >0
Beats =X I D2uEH D

NIFI—DOY—=)
- OpenSearch Benchmark Z1gft


https://github.com/opensearch-project/logstash-output-opensearch
https://opensearch.org/docs/latest/clients/agents-and-ingestion-tools/index/
https://github.com/opensearch-project/opensearch-benchmark

Compatibility Mode

D547 > MNEDODHBRFZRDIZHIC, -

W/, \__ 'L‘\b
CZEogEe

PUT /_cluster/settings

{
"persistent” : {

"compatibility.override_main_response_version" : true

}
}

GET /?filter_path=version
# result
{
"version": {
"number" : "7.10.2",
"build_type" : "tar",
"build_hash" : "unknown",
"build_date": "2021-11-11T13:03:46.725100Z",
"build_snapshot" : false,
"lucene_version" : "8.8.2",
"minimum_wire_compatibility_version" : "6.8.0",
"minimum_index_compatibility_version" : "6.0.0-beta1"”

}

}

(222D =23 D RECEEIE

PUT /_cluster/settings
{
"persistent” : {
"compatibility.override_main_response_version" : false

}
}

GET /?filter_path=version

# result

{

"version": {

"distribution" : "opensearch",
"number" : "1.0.0",
"build_type" : "tar",
"build_hash" : "unknown",
"build_date":"2021-11-11T13:03:46.725100Z",
"build_snapshot" : false,
"lucene_version" : "8.8.2",
"minimum_wire_compatibility_version" : "6.8.0",
"minimum_index_compatibility_version": "6.0.0-beta1”


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/rename.html
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Asynchronous Search

- FERIEAIIREZR U O TR NaFE1T19 DHkEE

- RET YT DIMRRFVE R E, KRNI IT U ZEEITI DEDIT A LT DI b
oI DTENTED

- RZRMEB) Y I9S TS RTETEN, FEEIREY I T X FEITHICRTENE ID &
FFT 3T & TREZIETRE. RERRHMEBOMERE S 3 C Ehalkt

- Elasticsearch 7.10 3 XU OpenSearch 1.0 BUfF CHIFTIEE

1. POST _plugins/_asynchronous_search

2. Return "Asynchronous search id”

3. GET _plugins/_asynchronous_search/“Asynchronous search id” ‘ I:IL@:I

4. Return partial or total result



https://docs.aws.amazon.com/opensearch-service/latest/developerguide/asynchronous-search.html
https://opensearch.org/docs/latest/search-plugins/async/index/

Asynchronous Search - U2 T X NFEAT

- <index-name>/_plugins/_asynchronous_search (CXf{ U CUJO TR hZ2F1T9d D
- JAILRA— RICKDEE Index NDI T, alias (CXITBDITUEHR— K
L AN R(CIEID, DTV OBMEABENSEND

POST nyc- {
taxi/_plugins/_asynchronous_search?pretty&wait_for_completion_ti "id" :
meout=1ms&keep_on_completion=true&size=0 "FjRqN3FrQOlxUjYyNXpTbDc4eUR2MmcIMTETNDkzMjAURLhiRC1YMEJyd2FKLVhWT
{ khGNmcBMw==",
"size": O, "state" : "RUNNING",
"aggs": { "start_time_in_millis" : 1640572853408, #2021-12-27T02:40:53 UTC

"date": { "expiration_time_in_millis" : 1640659253408, #2021-12-28T02:40:53 UTC
"date_histogram": { "response” : {

"field": "tpep_pickup_datetime", "took": O,
"calendar_interval": "day" "timed_out" : false,

}, "num_reduce_phases": 0,
"aggs": { " shards": {
"passenger_count": { "total": 12,
"sum": { "successful" : O,
"field": "passenger_count" "skipped": O,
"failed" : O
b
"hits" : {
"max_score" : null,
"hits" : []




Asynchronous Search - f&5R MDEUS

GET _plugins/_asynchronous_search/<ID> Ti&RZHIS 9 B

- T YUERITHDIEE, state: RUNNING & (CERDBYIRFERMREIESND

{

"id" :
"FiRgQN3FrQOIxUjYyNXpTbDc4eUR2MmcIMTE1NDkzMjAURLhiRC1YMEJyd2FKLVhWTkh
GNmcBMw==",

"state" : "RUNNING",

"start_time_in_millis" : 1640572853408,

"expiration_time_in_millis" : 1640659253408,
"response" : {

"took" : 8605,

"timed_out" : false,

" shards": {
"total": 12,
"successful": 8,
"skipped": 0,
"failed" : O

_plugins/_asynchronous_search/FjRgQN3FrQOIxUjYyNXpTbDc4eUR2M
mcIMTETNDkzMjAURLhiRC1YMEJyd2FKLVhWTkhGNmcBMw=="?prett
y

b
"hits" : {
"total": {
"value" : 10000,
"relation" : "gte"
b
"max_score" : null,
"hits" : []
b
"aggregations" : {

(...)




Asynchronous Search - f&5R MDEUS

==\ = SEPANER—— AN \)
OTVUDEITHT T UL TCULDIGE, TE2ldiaRMRIllend
GET {
_plugins/_asynchronous_search/FjRgN3FrQOlxUjYyNXpTbDc4eUR2M "id" :
mcIMTETNDkzMjAURLhiRC1YMEJyd2FKLVhWTkhGNmcBMw==?prett
y

"FiRGQN3FrQOlxUjYyNXpTbDc4eUR2MmcIMTE 1NDkzMjAURLhiRC1YMEJyd2FKLVhWTkh
GNmcBMw==",

"state": "STORE_RESIDENT",

"start_time_in_millis" : 1640572853408,

"expiration_time_in_millis" : 1640659253408,
"response" : {

"took": 22135,
"timed_out" : false,
"num_reduce_phases" : 3,
" shards": {
"total": 12,
"successful": 12,

"skipped": O,
"failed": 0

h
"hits" : {
"total" : {
"value" : 10000,
"relation" : "gte"
h
"max_score" : null,
"hits" : []
b
"aggregations" : {

(...)
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Index Rollups

- BRI —HDYY U Z/ERR T DHkEE
- BYSAXETNAERIIBID Index (CIRTFETEE

- Index (C3X3 U C Aggregation ZiTD ICHERMNZDERRERFND
- EETREROAIRIEZ 1T DROEEER, ER{bZXEHR

I:IFH'] Amazon OpenSearch Service
De

Retrieve data Store Page
A ] every minute,_,_,_,.  views per
ccess Log _ i | minute
oo | — ‘::::“‘
a= I Cm— | ——- I

Client Index Rollup Job




Rollup Job DERk

Timestamp - —JL R, &E5TWRD T 1 — )L R ZIETE
SEETHFIC/\ Uy NNEEETH) ZiH8E I D EEB0JEE

Time aggregation

Your source indices must include a timestamp field. The rollup job creates a dats
Timestamp field

tpep_pickup_datetime

Interval type
Fixed

© calendar

Every 1 Day

Timezone
uUTC

A day starts from 00:00:00 in the specified timezone.

Additional aggregation (0) - optional

The sequence of fields may influence rollup performance. Learn more (5

Sequence +l- Field name Field type Aggregation method Interval

MNo fields added for aggregations

Additional metrics (1) - optional ‘ Disable all v H Enable all v H Add fields

You can aggregate additional fizlds from the source index into the target index. Rollup supports the terms

aggregation (for all field types) and histogram aggregation (for numeric fields).
Field Name All Min Value count Actions

passenger_count (]

Rows per page: 10 ~
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- Rollup Job (FTEHIEITA A HE. FTZ

EIE
7z
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EUEESTE (C K N,

.

LEHL/T MLRMNSDIEDET

ES)iST il P

KOBMZI 5 g_c_ - S

T =T x8H 16, BEx 1 E(C
SWTEITDCET, 1:00 (CHIHD 0:00 53

SSTHIEITSND

S C‘O)E

H 0:00 3
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4 L TH'S OpenSearch (CEXDIAFTNDE

_C(L/94A7/773\%*'§'5ck’373’7 AC

B

Schedule

Enable job by default

Continuous
MNo

0 ves

Rollup execution frequency

Define by cron expression

Define by cron expression

D1***

Timezone

uTc

A day starts from 00:00:00 in the specified timezone.

Page per execution

1000

The number of pages every execution processes. A larger number

means faster execution ang ".!.E"'Ef COsLs On Memaory.

Hour(s)
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- AU —REFET—INSHRD
RIEZW=EETL, plRIET S

ashboards Reports

- EETSREARI(E 2009 FEHNS
2020 FFEXT




Index Rollups — ;& FHI

RARIER

- WROT—FBAIANWKEL, EEARIDT —F(CX L CE

AlCHWO)E

¥ER Index

index pri.store.size

fragmented-taxi-2009
fragmented-taxi-2010
fragmented-taxi-2011
fragmented-taxi-2012
fragmented-taxi-2013
fragmented-taxi-2014

fragmented-taxi-2015
fragmented-taxi-2016
fragmented-taxi-2017
fragmented-taxi-2018
fragmented-taxi-2019
fragmented-taxi-2020

=ML (CESRIN NS T L2

SSFrEIE(Z V)

KD

st 21T &, (IR Ot

i3.16xlarge.search x 3 node 85}

"took": 17164,

"timed_out": false,

" shards": {
"total": 12,
"successful": 12,
"skipped": O,

"failed": O

h

"hits": {
"total": 1193445756,
"max_score": null,

"hits": []

}I
016-01
tpep_pickup_datetime per 30 days




Index Rollups — ;& F

ARIRER
Index Rollups THRDERFEEZNZ=SERIE

Time aggregation Additional aggregation (0) - optional

Your source indices must include a timestamp field. The rollup job creates a dats
The sequence of fields may influence rollup performance. Learn more (5

Timestamp field
Sequence +l- Field name Field type Aggregation method Interval
tpep_pickup_datetime

Interval type MNo fields added for aggregations

Fixed

Every 1 Day

Timezone Additional metrics (1) - opt,fona,r ‘ Disable all v H Enable all v H Add fields
uTC

You can aggregate additional fizlds from the source index into the target index. Rollup supports the terms
aggregation (for all field types) and histogram aggregation (for numeric fields).
A day starts from 00:00:00 in the specified timezone.

Field Name All Min Value count Actions

passenger_count (]

Rows per page: 10 ~
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frioh
- EFTRRRTES TV IRRFITDZET, Y aik— ROFREENKIE(C
tNESNIC
STFMERB(ZUR)
HJZR Index i3.16xlarge.search x 3 node {3H%

{
"took": 8,
"timed_out": false,
" shards": {
"total": 5,
"successful": 5,
"skipped": O,

index pri.store.size

daily_passenger_count 870.2kb

"failed": O
h
"hits": {
"total": 3305,
"max_score": null,
"hits": []
B }




Index Rollups — HlIfE
- Rollup Job (CEDVERR LI Index (CXFT DU ITTLT A MIIE size=0 D

Elk‘j:)\’ /,\
DED, EST O T LN DFEITIIAT]

Rollup Job (CKDIEREH1IZ Index (CH 'S Composite Aggregation (&
KU7R—

Index Rollups ([CKDYER SN TZ Index Z Index Rollups @ Source EUTERAT AR EETE
A

Index Transforms @ Source & U CTERAIT A EIETE/RL)
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Index Transforms

- 33 Index (X F DEETHERZHID Index (CR1F I DHLEE

- BROT—I)LRICHITBEMNY hESTZITO IeiERZE nlRLICALELT —
AIRETH

- KRV —4, IEFRIIT—FDUVNFT NEEETAIRE

I:IPHFI Amazon OpenSearch Service
D2

Retrieve & Store
A ] transform ,_,_,_, transformed
ccess Log _ - data | data -
oo | — —== E
a= I ——- E— |

Client Index Transform Job Index



Transform Job DYERk

Select fields to transform

I n d eX j 4 _) I/ I\ 73\ b % Original fields with sample data
Viewing sampie data fram index opensearch_dashboards_sampia_data_lngs®
E jj-% I/ I\ % \E ‘% 31 columns hidden
O) j 4 ) bytes & host.keyword @& response.keyword & timestamp
j:R a_ 5 www.opensearch.org 503 01/17/22 10:44PM

cdn.opensearch-opensearch-opensearch.org 01/18/22 1:26AM
cdn.opensearch-opensearch-opensearch.org 01/17/22 8:58PM

artifacts.opensearch.org 01/18/22 4:49AM

www._opensearch.org 0117722 3:27PM

% ¥ — www.opensearch.org 01/17/22 11:56PM
H / \ ; I S ( L_. j L \ Z (i 'I.'I"I.'I"I.'I'_DpEI'ISEEI'Ch_DI'g 01/17/22 9:4BPM

- cdn.opensearch-opensearch-opensearch.org 01/18/22 12:39AM
H% FEﬁ t @% .| 73 I artifacts.opensearch.org 01/17/22 5:39PM
135 www.opensearch.org 011722 5:54PM
Rows per page: 10

Transformed fields preview based on sample data

This field eview displays only thea first 10 results of your transfarm job.

F—D—RIr—JLRC [

host.keyword_terms count_response.keyword & response. keyword_terms &  sum_bytes & timestamp_date_histogram_

WD)y Ta > |

artifacts.opensearch.org 200 31970 12/12/21 12:00PM
| $$ ( ' [ i O)*IJ % ) E I artifacts.opensearch.org 200 12/12/21 1:00PM
artifacts.opensearch.org 200 12/12/21 2:00PM
artifacts.opensearch.org 200 12/12/21 3:00PM
artifacts.opensearch.org 200 12/12/21 4:00PM
artifacts.opensearch.org 200 12/12/21 5:00PM

artifacts.opensearch.org 200 12/12/21 6:00PM




Transform Job DYERk

B {0y | R Wk oSl SPecify Schedule
= EOVETRE

Schedule

- Transform Job (3#&ZREI(CD T TH o
TUZEETIDCETEBAXEY

Z 52/)\PR(CHN X CULVB. Pages per

execution ZEE I D ETA)L—
Jw hEpEESEDCENTED

M, €TDIHEED Y —XAMEINT B.
ZIKEI’](L_(&" 5 AJL @ 1000 D
C\GN;{fj__a_éﬁ &?}E'I_j




Index Transforms — j& FE5

=24 B2 NWNFT—4
- S aveE>TOHA F@ﬁﬁ%@)ﬁ‘ﬁ%, J1—-5—-C EBa o o
EDREETED LIFEETEEH Uiz e bita he Fields{ "aizet 1 “Heldse [iorder, date". ustomer id',
e "taxless_total_price"], "_source": false}
- BHURBESED EFeEETIc, 1-—-0— [
H— ;twﬁﬁﬁlﬁwﬁﬁ%wmbrm Copiter ¢
- PBEERE AEA1000MIFBD L —H — 2K e {
"fields" :
) 1000 I' LXJ: 10000 '*}ﬁ@l_ﬁ'_%‘:& O;c(l)ezrz_fj;;c(-a105'0928480002
= 10000 I_ J’XJ:,E\%A L/tl_ﬂ_ik& ']"taxless_total_price" [
]'36.98
"customer_id": [
SRR

- 1 —Y - EDORKEEBAKEDOSETE
Aggregation TEE19 D EN TS DN, HEREE

lyﬂl(;ﬁ’) <ARVERR T BT ED TR
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TZE5TI DT EETEDN, ST EDODIZFRT D

il

1—H—C EDREBAEDS
= EHRER

GET
opensearch_dashboards_sample_data_ecommerce/_search?filter_

path=aggregations.histogram.buckets

{

{
"aggregations" : {
"histogram" : {
"buckets" : [

{
"key_as_string" : "2021-12-01T00:00:00.000Z",

"key" : 1638316800000,

"doc_count": 2363,

"customer_id" : {
"doc_count_error_upper_bound": O,
"sum_other_doc_count" : 1498,
"buckets" : [

{

"size": O,
"aggs": {
"histogram": {
"date_histogram": {
"field": "order_date",
"calendar_interval": "month"

}

aggs": {
"customer_id": {
"terms": {
"field": "customer_id"

"key": "27",

"doc_count": 176,

"taxless_total_price": {
"value": 15412.671875

h
"aggs": {
"taxless_total_price": {
"sum": {
"field": "taxless_total_price"

}
}

"key":"52",

"doc_count": 99,

"taxless_total_price": {
"value": 8656.953125




Index Transforms — j& FE5

¥&R: Index Transform Z{EAHAU 11— —C EORRIBAZEDESET =SEa15EsT

Select fields to transform

Original fields with sample data

fex opensaarch_dashboands
% 52 columns hidden
customer_id order_date taxless_total_price
38 01/10/22 6:2BPM 36.98
20 01/10/22 B:59AM 53.98
26 011022 7:3ZAM 198.98
22 01/10/22 7:5BAM 174.98
3B 01/03/22 1Z:48PM 80.98
22 01/03/22 6:44AM 71.88
7 122721 6:27PM 45.58
52 0110/22 11:194M 13B.96
17 01/02/22 3:59AM B88.96
5 01/10/22 12:41PM 171.96
Rows per page: 10
Transformed fields preview based on sample data
This fies weview displays only the first 10 results of your transform job.
i@ Columns
order_date_date_histogram_month customer_id_terms sum_taxless_total_price
12/01/21 9:004M 10 1977.3515625
12/01/21 9:004M 11 24B5.4453125
12/01/21 9:00AM 12 5052.0625
12/01/21 9:00AM 13 5170.12B90625
12/01/21 9:00AM 1926.640625

12/01/21 9:00AM 4801.3125
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Index Transform (C K B1E < DEETHER(L document & U TIBINSH D /28, aggregation (C K
DHEEETHO]EE

GET transform_opensearch_dashboards_sample_data_ecommerce/_search?filter_path=hits.hits._source

{
"hits" : {
"hits": [
{

_source": {

"transform._id" : "opensearch_dashboards_sample_data_ecommerce",
"transform._doc_count": 32,

"order_date_date_histogram_month": 1638316800000,
"customer_id_terms": "10",

"sum_taxless_total_price": 1977.3515625

_source": {

"transform._id" : "opensearch_dashboards_sample_data_ecommerce",
"transform._doc_count": 67,

"order_date_date_histogram_month": 1638316800000,
"customer_id_terms":"18",

"sum_taxless_total_price": 4331.796875
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R BEIESHERERA LI BN ATHE(C

GET
transform_opensearch_dashboards_sample_data_e
commerce/_search?filter_path=aggregations.
order_date_date_histogram_month.buckets
{
"size": O,
"aggs": {
"order_date_date_histogram_month": {
"date_histogram": {
"field": "order_date_date_histogram_month",
"interval": "month"

b
"aggs”: {
"sum_taxless_total_price": {
"range": {
"field": "sum_taxless_total_price",
"ranges": [
{"from": 0, "to": 1000 },
{ "from": 1000, "to": 10000 },
{ "from": 10000}

"aggregations" : {
"order_date_date_histogram_month" : {
"buckets" : [
{
"key" : 1638316800000,
"doc_count": 46,
"sum_taxless_total_price" : {
"buckets" : [
{
"key" : "0.0-1000.0",
"from" : 0.0, "to" : 1000.0,
"doc_count": 0
}
{
"key" : "1000.0-10000.0",
"from" : 1000.0, "to" : 10000.0,
"doc_count": 45
}
{
"key" : "10000.0-*",
"from" : 10000.0,
"doc_count": 1
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Index Rollups & (FERXDIEDEITICIEIEXT IS
- EUEICOESHER(I LEZT INDESH, EFTHERDOEE(IFEE LRV

- 55'?75(:'-%‘:(@ Index (LEC\“%T Q(JEXTQ%BFQ_/\_C__ﬁnTéﬂgf
&, ¥ —AD Index Pattern (C(FT)L FH— RERAVVRWNC EZHEE
15351 Index (CDWTIHERID Index & & [ Transform Job ZE(79 3

&



https://aws.amazon.com/jp/blogs/big-data/view-summarized-data-with-amazon-opensearch-service-index-transforms/

Index Rollups & Index Transforms ODfEL 531

Index Rollups ZtR519d BI\F—>

- OpenSearch Dashboards 7 EN 5, &5t =NIZEERINIT —HZHERN (TSR UL TEH
D, T—ABUED/I\ T A - > X%ZtqEL TN

- BRINT—HIDUYISA X7 T)LIA LTITULIZLY
- i tENeT— A9 ZBEST I DEH(IEL)

Index Transforms Zi%519 D)\ 45—

- EEERZITICESICRIDESTZITULEL)
- FERFRIST—H([CH T DESTZITULVE)
- BT EZ7U IV A LATIT DR (TR
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Reporting

y

- NOtEbOO k, DaSh boa rd, Search Dashhoards o @
1 ; [Logs] Sample Root Cause Event Analysis
Visua PDF, PNG nz
I‘c C\ gz/—l—t I\ View both Input only ‘ Paragraph actions v ‘ ‘ Reporting_actions ‘ ‘ Notebook actions ‘

[Logs] Sample Root Cause Event Analysis REPORTING

Created 2, Download PDF
12/22/2021 04:38 PM

2, Download PNG

& Create report definition
D ° t\‘ *ﬁi 7—__ In this demo, we will go through a sample root cause event using the OpenSearch Dashboards sample web logs with PPL and v
- I SC Ove r | [ View reports
7 B L) (L
A\ Y / « \\
CSV nz )
/ I First, let's bring up a few visualizations for a quick overview.
(N Y

\/_

12 210 104:38 PM
[Logs] Response Codes Over Time + Annotations

100%

- Lih—MEA T
FEUSERT I —
JLR— X DERLH B EE




Reporting - A>5< > RL7R—

%O@Tb\B Generate CSV(PDF, PNG) ZiEiR9 5 & T, A7 KL
— DR, D> 00— Rh e]gE

Full screen Share Clone Reporting ¢ Edit |
KQL v L 1 GENERATE AND DOWNLOAD
i (L ast 1 year KaL ® v  Last1year GENERATE REPORT ‘
FNes call laRe g mmuae or— . .
two to generate depending two to generate depending
on the size of your source on the size of your source
944 hits C Reset search GEIER [Flights] Markdown Instructidy data.
1, Download PDF
!, Generate CSV Average Ticket Price N —
) @ 17:05:48.261 - Jul 14, 2021 @ 17:05:48.261  Auto v = Sample Flight dat
. 160 12_00 . This dashboard contains . Download PNG view
it, search it, and interact ith the visualizations. For more informagion

about Kibana, check our 2
light Count and Average Ticket Price [Flights] Total Flights
B @ Flight Count
) ) o ; ; ) ) I A Average Ticket Price 1 3 0 5 9
I

2021-05-01 2021-06-01 2021-07-01
order_date per week 1,500 Total Flights

1,000
[Flights] Average Ticket Price

Flight Count

1's Clothing currency: EUR customer_first_name: Youssef customer_full_name: Youssef Jensen

tomer_id: 31 customer_last_name: Jensen customer_phone: day_of_week: Saturday day_of_week_i: 5 $628
.25

ily.zzz manufacturer: Low Tide Media order_date: Jan 18, 2821 @ B88:45:36.8088 order_id: 592189 products: { ~
2020°10-01 2021-01-01 2021-04-01 ) Avg. Ticket Price

ount_percentage”: 8, "quantity”: 1, "manufacturer”: "Low Tide Media", "tax_amount”: @, "product_id": 12282,
timestamp per week

“sku”: "Z08396683966", "taxless_price”: 49.99, “unit_discount_amount”: 8, "min_price”: 26.49, "_id":



Reporting — Job (C KB L7— bOAERL

- Likh— FOAERKEE(ICAW S T W ADISTEN BIEE
- XT3 -I)IR—=XADLMNK— MEKZEDHR—

Header and footer

Report Settings

Add header

Report trigger

Add footer

Name

Sample Header

Valid characters are a-z, A-Z, 0-9, (), [1, _ (underscore), - (hyphen) and Write Preview HB I & F= Trigger type
(space).
Sample Report Header On demand

Description (optional)

© schedule

Sample report
request time
O Recurring
Cron-based

Report source frequency

Dashboard
Visualization Write Preview HBI S

Footer
B Y interval

Saved search
Sample Report Footer

0O notebook

Select notebook 30 Minutes

[Logs] Sample Root Cause Event Analysis
start time

File format

O rOF
PNG

@ 186:55




Reporting — L-7k— RNODBEUS
LAR— NE—BEEN, 545> 0— Rk

Reporting

Re po rtS ( ‘] ) Sample Report Header

[Logs] Sample Root Cause Event Analysis

Q Type “~ State —
12/22/2021 04:38 PM

State Generate ) ) i )
In this demao, we will go through a sample root cause event using the OpenSearch Dashboards sample web logs with PPL and visualizations.

Mame Source Type Creation time

Created PDF ¢y

Sample Notebook Schedule Wed Dec 22 2021 @ 16:56:08

Rows per page: 10 ~ First, let's bring up a few visualizations for a quick overview.

12/15/2021 04:38 PM - 12/22/2021 04:38 PM
[Logs] Response Codes Owver Time + Annotetions

Report definitions (1) o

Q

#

Mame Source Type Sehedule details Last Updated Status ! k
par 4 hours

& 502

Sample Motebook Schedule Recurring Wed Dec 22 2021 @ 16:55:41 Active . o

Rows per page: 10 ~
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Trace Analysis

- PDEE T2 32D\ T A - Aa AN EORIEZ DTS DIHDSY W S 1 7R—
Rzt
- Cloud Native Computing Foundation(CNCF) 0O 1% h® OpenTelemetry B H7/k— &

Trace-Span Service Maps Trace Groups .
Details
* Single request performance ¢ End-to-end view * Monitor performance

« Diagnose root cause « |solate issues to services « ldentify issues early



Trace Analysis

- OpenTelemetry Collector E #1433 > -1 > (OpenTelemetry SDKS, X-Ray
SDKs, Jaeger, zipkin, AWS Distro for OpenTelemetry &) Efi& S TULD

- OpenSearch 70> T MMIKDIZHASMND Data Prepper SEHEFT D ET, T
LAY >0 E DO RIRZ E Y D C & BRIEE

$—+ Prepper —P(

"

Buffer
Pipeline



https://opensearch.org/docs/latest/observability/data-prepper/pipelines/
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Alerting — Bucket Level Monitor

- H—FZH-—THEHOETE=SV > INHR%Z—IEEH
- VS5—bhBHEEZASUSTWRREB(CHEITIND
- OpenSearch 1.1 LIfFCTHIFHTBIEE

Query Level Monitor Bucket Level Monitor (New!)
- EEMROBCHDDSY, EZS— 1 - ERNRE(CERNCBAERTI BT
DX U CERlE 1 DDH ENHVe]EE
- EE*E?KYE‘%’E(C@BU(Cﬁﬁﬂ%':%ﬁ?f'%i% - H{EFEId e D OB CHIE Z 5507
S, BB RN RE D DEZYF —H'\E D EE0EE
i i R
B A B 5%

S—
o= )

)

DK

S
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Anomaly Detection for Historical Data

- BET (X IT DEFERA]
ZHh— bk

- IS LTF—EICHT S sample-ecommerce-detector
%ﬁ*ﬁ%_ﬂ & (j:ﬁj_d\ D J </_I_\\\J Real-time results Historical analysis Detector configuration
I (CZ3E17. ’;'5& [&l, ZUH DD

Historical analysis e fisnea
DATE A e

&l Dec 01, 2021 @ 02:27 PM - Jan 31,2022 @ 02:27 PM 53 Modify historical analysis range

- UFP)INAALT—FICT D
ERERIAEBHIEDNDEDCE Anomaly history
C, Root Cause Ot <L - -
> Roth, EFIILF21—Z=> e ort
JOESDHRF IR TDCE
WNTESB

- OpenSearch 1.1 LB THIFE
OJHE
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Cross Cluster Search

—7

— REDEEI D CETRIT—TEUTF ¢, UV —X5pEK 7]

It 58

A4 —ZEUF «: OpenSearch Dashboards M S18%80 5 X5 — (TN S NTeT — 5 Z &Y (CHRZR, BIfRAL

Y — ZFI IR DE: 1§07 —4, D—200— RZ RAABICHEET D ET, @RV Y —XDEI D HTHE]EE(C
oJAMDOE L FEDT—I0— RICK D> TRLE T DlEZ R

231>« : Fine Grained Access Control Policy (C K3 770t X HIiHHF) e g8

GET /dstA:indexA,dstB:indexB/_search

I_'rlr‘ GET /indexA/_search —-

Llu ___ (Cross-cluster connection

Create outbound Inbound connection

el

Destination

------------------------------------- Domain A

GET /indexB/_search s=a.to.destination

Outbound connection Accept inbound
Is active Connection request

,—-l'l
jj@l
Destination
Domain B



Cross Cluster Replication (New!)
Index DiRIEL T —> 3> (C KB T—00— RODEE, T-—AMAEDE_E

N —ZFNBZIK: DS AI—RITA T I3>20, RT—0O0— REDEE T D& C, @y
V—XADEID HTHE]EE(C

o] B4 BRB3U—>a> BTl IV —>2 a3 @RI B ENNaEE. TS0 L T U0 —
> ag>tHh— bk

Indexing Request Search Request
Create outbound Inbound connection
rlrll_‘ connection request rlnl_‘
Dl_,u _____________________________ Cross-cluster connection DL,:L.ZB
from source to destination .
Source Destination
Domain Outbound connection Accept inbound Domain

Is active Connection request
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Amazon OpenSearch Service X —=SE U5+ DFFEE

Ex A C 200 nodes, 3.0 PiB DX —S EUTF ¢ Zigto]ge

2015.10 2016.05 2017.02 2017.04 2017.12 2019.01

10 nodes 20 nodes 20 nodes 100 nodes 100 nodes 200 nodes
5TiB 10 TiB 30 TiB 150 TiB 1.5 PiB 3.0 PiB



https://docs.aws.amazon.com/ja_jp/opensearch-service/latest/developerguide/supported-instance-types.html
https://docs.aws.amazon.com/ja_jp/opensearch-service/latest/developerguide/limits.html

Amazon OpenSearch Service X —=SE U5+ DFFEE

FUWA DRI RIATITDWTEBIBRISISZITD TULND

2019.04 2020.05 2020.11 2021.03

200 nodes 200 nodes 200 nodes 200 nodes
3.0 PiB 3.0 PiB 3.0 PiB 3.0 PiB

M5 : ﬂ@ = T3 :M69::R69-

“CI5“ - - ultrawarm1.mle::lliLln:”l.elasticsearch é C69 : : R6qd C

ultrawarm.large.elasticsearch


https://docs.aws.amazon.com/ja_jp/opensearch-service/latest/developerguide/supported-instance-types.html
https://docs.aws.amazon.com/ja_jp/opensearch-service/latest/developerguide/limits.html

Graviton 2 1581 > A5 > X

Indexing Throughput Indexing Latency Query Performance

38% 40%
I 50% I

Graviton 2 Graviton2 ~ x86 Graviton

Graviton 2 15&1 > X~ /7\(1, FEhHERD1> XY R ttt@a LT
EBNIZEIORABN\NT A - > Az
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Amazon OpenSearch Service DEEA L —=
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Index
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L

o

Index

Queries

Index

Amazon OpenSearch Service domain

W

Hot Node

IOPS, L 17> > E4 ()
U C EBS(gp2, io1,
standard) KU1 >R
S AABNTTINB AL —
Z1EIR O] g
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Amazon OpenSearch Service DEEA L —=

Amazon OpenSearch Service domain

T e T UltraWarm

S i;vg';;i Lot AoF PCOT—HAZRY rR
= = L —(CH&iN 9 DiZE &Lk

—— { :g :g :g $§%ﬁ;§,€axgo%@:7\
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B

Queries

lr_,—\_“
—
A —)\—~\w R7ZzHlRE U,
SR F— I DINERNERZE

-1'n'r

UltraWarm Node UltraWarm Node

A >S5« T ROTD
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Amazon OpenSearch Service DEE R ~L—

B

Index
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f
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f

L

o

Index

Index

Queries

Amazon OpenSearch Service domain

Hot Node Hot Node Hot Node Hot Node
———] l Migrate
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UltraWarm H'5 Cold Storage N\ODF& &)

Warm indices

- OpenSearch Dashboards &K7Z(& API (C
TS ENHV O] gE

Warm indices (50)

Index Index status. Managed by policy
index-2021-02-19 Warm No
index-2021-02-18 Warm
index-2021-02-17 Warm
A/ index-2021-02-16 Warm
I M ( I d index-2021-02-15 Warm
- IS naex state Vianagemen
index-2021-02-14 Warm
-
index-2021-02-13 Warm
~ (N Y
W -~ /\ A\ t r index-2021-02-12 Warm
I / index-2021-02- Warm
index-2021-02-10 Warm
27 — o
9 ( A H E R it

Cold indices

Cold indices (8)

- Cold Storage £ Index 5w = 1 7R— T e e

‘\ — D —— 1L W } G e May 1,202 : End tim:
——— — /\
< \ ‘ ( jt ( Indox Index status Managed by policy Start time End time
"W ! index-2021-02-19 Cold No May 1,2021 @ 18:03:5..  May 6, 2021 @ 18:03:51
\ D b index-2021-02-18 Cold No 1.66tb  May 6, 2021 fay 6, 2021 @ 18:06:38
l ; index-2021-02-17 Cold No 1.65tb May 6, 2021 @ 18:06:4...  May 6, 2021 @ 18:06:48.

index-2021-02-16 Cold No 1.65tb  May 6, 2021 @ 18:06:5 May 6, 2021 @ 18:06:56.
index-2021-01-04 Cold No 1.65tb May 6, 2021 @ 18:14:1 May 6,2021 @ 18:14:11
in 2021-01-03 Cold No 1.65tb May 6, 2021 @ 18:13:5, May 6, 2021 @ 18:13:59.

2021-01-02 Cold No 1.65tb May 6, 2021 @ 18:13:5 May 6, 2021 @ 18:13:53.

index-2021-01-01 Cold 1.65tb May 6, 2021 @ 18:13:4 May 6, 2021 @ 18:13:47.

Rows per page: 10



https://aws.amazon.com/blogs/big-data/introducing-cold-storage-for-amazon-elasticsearch-service/
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Auto-Tune

OpenSearch @ Performance Analyzer ZX—X & UTEB&1F 1 — = > T #iE

Per-node JVM Settings

Evaluation

- E—THY+ X (&K 128 GiB = CI&HN)
- GC(CMS "5 G1GC ANDZEEE *1)

Deep Cluster-level . .
Evaluation - Young SIENE DRy i (74

Telemetry

Cache (BNBFRAR) Queue (ENEF/ER)
- v aoUy7 - Search queue
Apply Decision N
optimization framework -  Field data cache 'U‘/]’Z - Write queue

- Shard request cache 1 X

*1 Graviton2 ¥&&1 > XF> X FFTA)L T G1GC



Auto-Tune- X773 > A4 > R

Maintenance window

Add maintenance window

_ JVM Settings DF 1 ——> 7% |
BMETDICEAFTF X et i i e . S yimirs i s
D4 > RIZEET DNEDD

Repeats

Every week

On Start time (UTC)

- D> RD(dEH & H%Feﬁ/\‘o—Z,
cron N—AMD 218D 7Z T — —
N, A L) — > (F UTC :“;r::_?::;::::::;?,..,_w_

ich can impact clus formance.

CASTFIROISROMC .
Blue/Green = J O METS o
N3 A>SA>TUEENS .
7_ &D 0 j XQ 0)1?_”: (j:% H T L/ ""':': 1;” ?“” ions for complex schedules in UTC. Learn more [

70N
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Index State Management (CKDS1 51 UL EE

rElj:H/::? rElj:H/::? rEl::H\:' 111l Liiil 111 111 HOthde .
: : ! . 5 S = 5 2 : A>T 0220
|-_ |-_ I-_ :lllll: :lllll: :lllll: :lllll: %ETOEZ
Index Index Index
2
P/——
Amazon OpenSearch Service NT —45 ZiX{E. R
@ Index State Management (ISM) (&1 >F WO X Index

O,

()

D17, HIFR7Z BEITI1TS

After 7 days

ETdDF—4 (& Hot Node (CIRTFSND

UltraWarm and
Cold Storage

—EAAEIMBE 21 > v O X (S, RO X A
DREAREZHBIN & U T UltraWarm S K0
Cold Storage N\#172N3

> [
Vavam A\ a —_—" ngl\t_bl\:./‘
REMRMES 21 > 7 v IO X(SFHIBREND F—

®

After 90 days

@

RIX N, REMRE


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ism.html

ISM /RN =>—
JSON e Tttt

ism_template ZXA(C Index
J\F—> eI DT ET,
AR (CAERY =N D Index (CE
B (RS —ZERAIT D
EHVEJEE (New!)

Action T(J Storage Tier DF%
=) (DA, Snapshot MEST®

Replica ZXDZFE, Rollover (C
KD Index DO—F7—=3>
TRERRRIRANR L —2 3> %

18 E I HE

"policy": {
"description": "Demonstrate a hot-warm-cold-delete workflow.",
"default_state": "hot",
"schema_version": 1,
"ism_template": { "index_patterns": ["log*"], "priority": 100 }
"states": [ {
"name": "hot",
"actions": [],
"transitions": [ { "state_name": "warm", "conditions": { "min_index_age": “7d" } } ]
}
{

"name": "warm",

"actions": [ { "warm_migration": {}, "retry": { "count": 5, "delay": "1h" } } ],
"transitions": [ { "state_name": "cold", "conditions": { "min_index_age": “30d" } } ]
%
{
"name": "cold",
"actions": [{ "cold_migration": { "timestamp_field": "@timestamp" } } 1],
"transitions": [ { "state_name": "delete", "conditions": { "min_index_age": “90d" } } ]

"name": "delete",
"actions": [ { "cold_delete": {} } ]
}
1}
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Data streams

- B Index ZHIEHME—DD Index EUTCREDC EDT=DHERE

- Data stream (IANBPEY(CHEZID Index CTHESNTHE D, IRXR(IFIETD Index (CXH LT, S
FIAHH F—DD Index (X U TITHND

- EFIAHTED Index (FO—7—>3 205 TH D, OTJDERICKDIEXRILZBHLET D
- Index State Management DO —7—>3>EBY/R— b

Data streams
Request
4 .ds-applog-

POST applog/_doc 000001 POST applog/_search
{"message”: “hello"} .ds-applog-
000002

<4 POST applog/_rollover




Data streams

- B Index ZHIEHME—DD Index EUTCREDC EDT=DHERE

- Data stream (IANBPEY(CHEZID Index CTHESNTHE D, IRXR(IFIETD Index (CXH LT, S
FIAHH F—DD Index (X U TITHND

- EFIAHTED Index (FO—7—>3 205 TH D, OTJDERICKDIEXRILZBHLET D
- Index State Management DO —7—>3>EBY/R— b

Data streams
Request
4 .ds-applog-

POST applog/_doc 000001 POST applog/_search
{"message”: “hello"} .ds-applog-
000002
.ds-applog-

000003
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MERNAE R, sRE R EFDZED)

- NIEZRE, BREEEIATTA I TITONS

- BHREENERITSND L, J— REITT —YDBEMTOND. T —FDBENTTIDE NS
J14wIONIDEXS51NS (blue/green deployment)

- BB — RECERTONBEOBENINS. 74T E— T# CORTEHEE

from: m5.xlarge x 3




MERNAE R, sRE R EFDZED)

B—A 2 AI2REIATTT—HF ) —REXV UltraWarm J — RFOSEDHEEE I D
%5, blue/green deployment &L C/ — FOERDAIRE(ERANASY —/ — FIMFIET D
Z EHVEITE)

Blue/green deployment (FEDIME T (FIRUVVD, J — REMKFDZ v — RS 2 X (FFE
975

from: m6g.xlarge x 3
to: m6g.xlarge x 4




18R ZZEE (Cd517 D DryRun #KEE

- 2021 11 ALD, 2V —)LE KT UpdateDomainConfig @ DryRun A< 3 >(CC,
blue/green deployment N RELE I DV ESERIICAREERIEE(C/RD T

- Amazon OpenSearch Service T, KFDKEZEE(CHKD T blue/green deployment LI
(FND /) — FOANBERIIENFEET D

- DryRun AT >3 >DEMICKD, BREEZ AT E—JRRTE (CEITI DIRNEHN DI Z
ﬁ5:&ﬁﬂ%c@3t

@ Check if your updates will trigger a blue/green deployment ‘ Run analysis ‘
Amazon OpenSearch Service uses a blue/green deployment process when updating
domains to minimize downtime and maintain the original environment in the event that

the deployment is unsuccessful. Learn more [4

Blue/green deployments take anywhere from minutes to hours, and your new domain
configuration is not available until the deployment finishes. This tool lets you check if a
change will result in a blue/green deployment so that you can avoid making changes
during high-traffic times.




18R ZZ 5B (Cd51FD DryRun HKAE

blue/green deployment B FEE LIRSS DF T v T FERH)

&) Your changes do not require a blue/green deployment and will take effect shortly after you Run again

click Save changes.

blue/green deployment B FEE T DIESDF 1T v I {ERHI

Your changes will trigger a blue/green deployment Run again

We recommend making configuration changes during low-traffic times. Learn more [4
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ANJDTA

CloudWatch EEEUEEZ=ZSF U TR

AKNUD

Z’ZTEL\. 7(% <HFT T 3 LARILDA Y

Cluster X FUO X

- Cluster ZRMDIARE, LA ZIEIET DT2sHD A

N2 R
Node X MU X
- CPU &

IR E BLD ) — RDIN I A—

> 2RI BIehDA NUTZ

Shard X MU X (New!)
. )=

~C &@ Shard 23 &, BRDIRD R E

D ST )L (CFI A

ATRETR A N

Overall health

Cluster status @
ClusterStatus.green

Red

Snapshot failure status @
AutomatedSnapshotFailure

Red

. -

5 1500 1515 1530

Key performance indicators

Indexing rate (operations/min) @
IndexingRate

LML

500 1515

Search latency (Milliseco
SearchlLatency

e

14:45 [I[I 1515

nds) €@

Cluster wrltes status @
Clusterindex\WritesBlocked

Red

h -

14:45 1500 1515 1530

Total nedes (Count) €@
MNodes

4.0
30
2.0

5 1500 15115 1530

Search rate (operations/min) @
SearchRate

14:45 500 1515

HTTP requests by response code (Co

14:45 1500 1515 1530

P2 I @ ax @5

unt) €

Master instance connection status €@
MasterReachableFromMNode

Red

; -

1445 1500 1515 1530

Total free storage space (GiB) @
FreeStorageSpace

5 1500 1515 1530

Indexing latency (Milliseconds) €
IndexingLatency
20

10

0 P~

14:45 1500 l l l [I

Invalid host header requests (Count) €
InvalidHostHeaderRequests

@ Elasticsearch|



https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudwatchmetrics.html

> — REEDXA NI X

- Node X NJZUXIZE Shard #2372 b I DA NI TZAMEM=NTNS. IREFR TS,
Shard X MU X QMR T D ShardCount KDBRRBEDHE)

. Active = — R E—T%BI5 1 GiB (CDEX 20-25 v —RTHBCZ
Shards.active NI

Unassigned = — 28 YJLF/ — RIERLC 1 DLALED Unassigned

>hards.unassigned S v — ROVEFIES BB EEERE - 35

: ZDZTHIEZEL TWLDS 7 — ROE. AKX MDA (C 1 B E
Shards.delayedUnassigned HI82 T NBIES FERE - WS

Shards.activePrimary Active =17 — RDHFTHE Primary = — RDHDEX
Shards.initializing 2D HTHDS 7 — REX
J — RETEEI SN TCTULD S v — RO 1BZEE DT EREFTAIZR &
Shards.relocating ([CHEEILOM, IBREEUIEN ATV I LU TVNDLDICRADEDHE
(CEBEH

ShardCount Primary, Replica @ Shard £z 5189 SR (ICFIAHT D



https://docs.aws.amazon.com/opensearch-service/latest/developerguide/managedomains-cloudwatchmetrics.html
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5510
REROD—FIESIE

- BRAAARREE(C, LT DT -5 (X9 SES{EDBEZEENGE. BLUIZHS, AWS KMS
DIES{EF—HERTND

- J=REBNESNTWDST —I(( 25TV oK 00, AOvIIT7AILTFITIVT—>325«
LD NUDZDMETDT —4)

- UltraWarm X bL—2 EICHEBIESNTVWD 12T VI X
- S3 LIS NTCTLWSEEBIX v IS 3w
- BUTFDOUY —X(IEES{EDFTRIN
- S3 _FICH8INESNDFEN A F v T > 3w MS3 D Server Side Encryption TXi/t ] EE)

- CloudWatch Logs [CELEc=n S RO0—0O7, TS5—0O%, BEEOY (CloudWatch Logs DIRE
iF - — SIS {LHLEE TXI IS Bl 8E

- RAAL>AEREIC, J — RREIDESIES{EZB/3MEd D2 LEnHE
- BES{EZB/IDSEDICEEIT DI LERA -



https://docs.aws.amazon.com/opensearch-service/latest/developerguide/encryption-at-rest.html
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J — REIEmEERBDOT—S ISt
- RAAAEREIC, /) — REIDBEIC DLW TCIES{EOBEZIEEDIEE
- RAAAERERIC, /) — REIDEERS{EZB3M{bE9d 2 EErEE

- BS{tEEMH SENICEET BT EFART -

DSAT > b - FAAL BEBIEDIIESE
- RAAADT7ITRICHUWT HTTPS ZWAHET DM, HTTP BEFR] 9 D hVZ218TE D] 5E
- BUF 2 DO/RU = —Zz=Fl o] gE

- Policy-Min-TLS-1-0-2019-07: TLS v1.0 B KUZNLUEZH/R— K (T AL K)

- Policy-Min-TLS-1-2-2019-07: TLS v1.2 EH/R— b



https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/infrastructure-security.html
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-ine-Grained Access Control
S AA ORI ITBEFEMR 7O AEH

- PAAARREF(C, IR O AEREEDER) / X252 IE PIHE

NAAARRAR(ICEIE T S EEREE

. EMEBOESLIZART ]

- AwSgh—

ROJABEOI—YH -5+ L2 KJICTFE 3 DOLS NH\EIEERIEE

-REBR ~J77(1D+/ ST — R)
-Amazon Cognito 1E#(C KD IAM i
SSAML EREE(CHS LTz ID JO/NA S —

- Fine-Grained Access Control BRI EESNTLWDIEE, 7T U0 —< 3> h'5 Direct APl (C)7D

TR dDHma
AN =TS
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/fgac.html

-ine-Grained Access Contro
R A SR Y — RS T B EFHEIR S dex permissions

Index permissions allow you to specify how users in this role can access the ¢ ific indices. By default, no index pe

sy “ It X I ~ workshop-log-*
- BEILANILTOT O A EREEHTIEE o
ATV IZLARIL D

j /]/ ) l/ I{ I/ /\‘ ) l/ ad X Create new permission grou

Document level security -

- TUtzv hNOERT Y NEZE

"bool": {
Rl

"must": {

-cluster_monitor

"status": "OK"

-kibana_all_read

-manage_snapshots etc...
- Ja—=ILRONYRAF2 T (CHBEMIE

Field level security - optional

You can restrict wh ocument fields a user can see. If you use field-level security in conjunction with document-le

Exclude

Mar 4, 2020 @ 21:31:49.880 |ipaddress: 9625fde554f696858c455961cch2c74b24479888623

Anonymization

SeNsOrid. 13 STETUs. UK TImestamp. Mdr 4, fosdg & H I||I:I '=:'|"|-'_1!_!Il' '.'-'_-Il..-":"[l_i protec
_id: 496847B39822562735379468782849670895617114915083146228776962.8 _type: _doc _index: workshop-log _ B
ipaddress *
_5core:
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Fme grained access cuntrul.

oL is Ll.Jf Ll J T LET i
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Enable fine-grained access control

Master user
Set 1AM ARN as master user
0 Create master user

Master username
master

Master usernames must be between 1 and 16 characters

east & characters long and contain at least one uppercase letter, one lowercase

Migrate existing open/IP-based access policies into fine-grained access control

By enabling fine-grained access control, existing open/IP-based access policies will no longer work with
this domain. We recommended enabling migration period to migrate existing credentials without
interruptions. Learn more [

Enable migration perio d fﬂrﬂp n,r’IF" ba Ed acces 5|_ ll y
Existing credentials in op P-based a policies will c e to work
migration period ends, ',--ilL :.J 1o Lo |-:_|;2' -;-|'|E|;-|.-;- ir..



BIF RAA > D FGACBRME - v a1/h— R7Z7OEX

IP X—XDT7 I AR S —"TFFa] = JC IP 77 R L AM5 OpenSearch Dashboards @ URL 772
TRITBDE, FEHELTHY Y S 2/R— RRIKRREND

S OpenSearch Dashboards o @

| Delete H Actions

B Add data {3 Manage ¥, Dev tools

@ Analyze data in dashboards.
OpenSearch Dashboards

Visualize & analyze >

Version Info OpenSearch Dashboards URL
Search and find insights.

OpenSearch 1.1 (latest) https:/ fsearch-sample-

Service software version Info ap-northeast-

211203-P2 (latest) 1 TJ_.':'I;rll- azo rl aaﬁémm
/_dashboards

Ingest your data Manage your data

Add sample data E Interact with the OpenSearch API

Domain endpoint
Get started with sample data, visualizations, and dashboards. Skip cURL and use a JSON interface to work with your data in Console.

https:/ fsearch-sample-

ap-northeast-
1.es.amazonaws.com [}

() Display a different page on log in i1 View app directory
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GET _plugins/_security/authinfo

{
"user" : "User [name=opendistro_security_anonymous,

backend_roles=[opendistro_security_anonymous_backendrole], requestedTenant=null]",
"user_name" : "opendistro_security_anonymous",
"user_requested_tenant" : null,
"remote_address" : "27.0.3.153:9200",

"backend_roles" : [ Roles “)
] opendistro_security_anonymous_backendrole Roles you are currently mapped to by your administrator.
"custom_attribute_names" : [],
"roles” : [ default_role
"default_role"
1
"tenants" : {
"opendistro_security_anonymous" : true Backend roles (1)
}, Backend roles you are currently mapped to by your administrator.

"principal" : null,
"peer_certificates” : "0", opendistro_security_anonymous_backendrole
"sso_logout_url" : null
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(i) Migrate existing open/IP-based access policies into fine-grained access control by February 6, 2022, 10:06 (UTC+09:00) x
Login to OpenSearch Dashboards with your master username to migrate existing user credentials to use fine-grained access control. After the migration period
ends, existing open/IP-based access policies on this domain will no longer work. Learn more [

access control

his domain. After you enable fine-grained access control, yo 1't disable it. You can swap
3 Of 5L AM role ARM, and modify the master user for the internal database. Creating a new mas tLr user
does no LdLlLtL th ¢ r. Learn more [}

$ aws opensearch describe-domain-config --domain-name sample --query
DomainConfig.AdvancedSecurityOptions

{

Master user

"Options": {

"Enabled": true,

"InternalUserDatabaseEnabled": true,
"AnonymousAuthDisableDate": "2022-02-06T10:06:44.135000+09:00", Master usemame
"AnonymousAuthEnabled": true

}

"StatUS": { Master password
"CreationDate": "2022-01-07T08:42:59.064000+09:00",
"UpdateDate": "2022-01-07T10:54:47.341000+09:00", ooy longand contain stfeast one uppercase fetten ane fowerease
"UpdateVersion": 25,
"State": "Active",
"PendingDeletion": false

} Migration period for open/IP-based access policy

Set 1AM ARNM as master user

0 Create master user

Master usernames must be between 1 and 16 characters.

Confirm master password

} End migration period

ls in op contin work until February &, 2022, 10:06
e the migra i
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1 U EREDEEN A
- [B#% _dashboards/app/login T> Rk > b 5004 > 9B EERJEE

S OpenSearch Dashboards e @

opendistro_security_anonym
ous

) OpenSearch

Global Please login to OpenSearch Dashboards

Recently viewed
If ﬁ,rur ave forgotten your username or
jord, please ask your system administrator Mo recently viewed items

datz View roles and identities

Switch tenants ;
' = Anomaly Detection
Trace Analytics

Index Management

Security

{E} Management
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NwIdDE

E%1—Y—0 Backend role, ERI1—HY —%% security_manager role (CIE#%

E4 11— —TEF1UTaEREDZEE(IRIEECH, 21 UF~

DER N SHERE LR

= Security Roles security_manager

security_manager

Permissions Mapped users

Mapped users (2)

User type
User

Backend role

Rows per page: 10

Security Roles security_manager

security_manager

Permissions Mapped users

Mapped users f”}

master master

opendistro_security_anonymous_backendrole opendistro_security_anonymaous

Rows per page:
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Tag Based Access Control
SYTERHE APl (CDWTHIR—-ZAD T Oz R— b

- FEDYIMMIGSNITZ RAA 2 DHHEZEE X I D ENEJHEE
- RAA AR, SO MSRCHREDS D DEAFENTE Z5EH 92 2 EEalkEe

{
"Version": "2012-10-17", "Version": "2012-10-17",

"Statement": [{ "Statement": {
"Action": [ "Effect": "Allow",
"es:UpdateDomainConfig", "Action": [
"es:DescribeDomain", "es:CreateDomain",
"es:DescribeDomainConfig” "es:AddTags"

I} 1,

"Effect": "Allow", "Resource"; "*"

"Resource": "*", "Condition": {
"Condition": { "StringEquals": {
"ForAnyValue:StringEquals": { "aws:RequestTag/team": [ "it" ]
"aws:ResourceTag/team": [ "devops" ]



https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ac.html
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Amazon WorkSpaces Web ZF&

- PNEBAE®D Web -1 h> Web 7T U4 —< 3 > DT aon
TR 2T (IR T DIzHDFhTEEE

- AWS RICEENISNSI>FF T Web B hIL>F US> G|\
JEn, I—H(CEEGRDOHEEET DIz, UE— KT/
4 A (ZBEHRNIZRD Z ENTRLN

E AWS Cloud v I—
. RTOI-HHEtYIIVICBNT, FiECREENER/\—3 >0 \ - i
SOYERIRTE $ =
| EEEAD SHEEMEEDER - S, 55E URL O] - 358, O—HILFU > Amazon Workspaces
SORETEREDRIS —EBECES

- EH(E MAU TEH. 1 MAU /2D 200 eIk TOFIEM

?%‘C 58 $7 & 712 3. 200 BERIEEEEF (E $0.035/85R o3& [ <o
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Thank you!

Takayuki Enomoto

Solution Architect,
Analytics

Amazon Web Services
Japan G.K.
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