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"Sid": "Enable IAM policies",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

"Action": "kms:*",
"Resource": "*"
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"Effect": "Allow",
"Principal": {"AWS": [
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"Version": "2012-10-17",
"Statement": {

"Effect”: "Allow”, ED KMS F— 2RI LT
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"kms:DescribeKey",
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"kms:Decrypt"
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“Resource”: [ "arn:aws:kms:*:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890a" ]
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"eventVersion": "1.02",

"userldentity": {
"type": "IAMUser", "principalld": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountld": "111122223333", "accessKeyld": "EXAMPLE_KEY_ID", "userName": "Alice"

h
"eventTime": "2022-07-14T20:17:422Z",
"eventSource": "kms.amazonaws.com"”, "eventName": "Encrypt",

"awsRegion": "us-east-1",
"sourcelPAddress": "192.0.2.0",
"userAgent": "AWS Internal”,
"requestParameters": { "encryptionContext": { "Department": "Engineering”  },
"keyld": "arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
h
"responseElements": null,
"requestIiD": "f3423043-63bc-11e4-bc2b-4198b6150d5c",
"eventlD": "91235988-eb87-476a-ac2c-0cdc244e6dca",
"readOnly": true,
"resources": [{
"ARN": "arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab", "accountld": "111122223333"
3,
"eventType": "AwsApiCall", "recipientAccountld": "111122223333"
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Figure 1 - Cryptographic Module Boundary (Front)

Figure 2 - Cryptographic Module Boundary (Back)
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FIPS 140-2 Section Title

Validation Level

Cryptographic Module Specification 3
Cryptographic Module Ports and Interfaces 3
Roles, Services, and Authentication 3
Finite State Model 3
Physical Security 3
Operational Environment N/A
Cryptographic Key Management 3
Electromagnetic Interference / 3
Electromagnetic Compatibility

Self-Tests 3
Design Assurance 3
Mitigation of Other Attacks N/A
Overall Level 3
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{

?J%Q- "Sid": "Allow use of the key",

"Effect": "Allow",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/ExampleUser",

F—RU>— "arn:aws:iam::111122223333:role/ExampleRole",
"arn:aws:iam::444455556666:root"

1

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource"; "*"
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SR 2MRUS —
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{
"Sid": "Enable IAM policies",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
}
"Action": "kms:*",
"Resource": "*"

}

aWws
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{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": [ "kms:DescribeKey", "kms:GenerateDataKey",
"kms:Decrypt" ],
“Resource”:
[ "arn:aws:kms:*:111122223333:key/1234abcd-12ab-
34cd-56ef-1234567890a" ]

}
}
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{
"Version": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": [ "kms:DescribeKey", "kms:GenerateDataKey",
"kms:Decrypt" ],
“Resource”:
[ "arn:aws:kms:*:111122223333:key/1234abcd-12ab-
34cd-56ef-1234567890a" ]

}
}
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{
"Sid": “Deny use of the key",

"Effect": “"Deny",

"Principal": {"AWS": [
"arn:aws:iam::111122223333:user/ExampleUser",
"arn:aws:iam::111122223333:role/ExampleRole" ]},

"Action": [ "kms:Encrypt","kms:Decrypt",

['kms:ReEncrypt*",
"kms:GenerateDataKey*","kms:DescribeKey" ],

"Resource": "*"

}

{
"Version": "2012-10-17",

"Statement": {
"Effect": “Deny",
"Action": [ "kms:DescribeKey", "kms:GenerateDataKey",
"kms:Decrypt" ],
“Resource”:
[ "arn:aws:kms:*:111122223333:key/1234abcd-12ab-
34cd-56ef-1234567890a" ]

}
}
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N 2) © 2024, Amazon Web Services, Inc. or its affiliates.

103




KMS F—D 7 IOt AF0]Z27 A BMI S : DryRun

+ API UOUT X FDBER. "DryRun” /NS XA —S%ZEEIT D LT,
KMS F=— D)7 0t AFF iR =R n] Be

aws kms create-grant ¥
--key-id 1234abcd-12ab-34cd-56ef-1234567890ab ¥
--grantee-principal arn:aws:iam::111122223333:role/keyUserRole ¥
--operations Decrypt ¥
--dry-run
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D352 bh7OCAFAIR> RO
{

"Grants": [
{
"Name": "",
"IssuingAccount”: "arn:aws:iam::111122223333:root",
"Grantld": "abcde1237f76e4ba7987489ac329fbfbabad343d6f7075dbd1ef191f0120514a",

"Operations": [
| "Decrypt HAESTOHER HERESET D50 T U UL

"GranteePrincipal": "arn:aws:iam::111122223333:role/keyUserRole",
"CreationDate": 1568565290.0, EE/{rd>5F+ 2 ~
"Constraints": { “EncryptionContextEquals”: { "Department": "IT" } },
"Keyld":
"arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"RetiringPrincipal”: "arn:aws:iam::111122223333:role/adminRole"

} VEIR A BT B KMS F—

]
} REUERZHIBRCEDTU>2) UL

aWws
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"Sid": "Allow attachment of persistent resources",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:user/ExampleUser"},

"Action": [
"kms:CreateGrant",

"kms:ListGrants", .
"kms:RevokeGrant" WEHRODTU 2 )L

1 KMS &S SNz AWS H—EXT
"Resource"; "*", KMS F+—Z {9 3:F0]

"Condition": {"Bool": {"kms:GrantlsForAWSResource": true}}

}
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{ - @ _
"Sid": "Allow an external account to use this KMS key", | e j 1 )> = )VULICIX.
"Effect": "Allow", 7
"Principal": { jj lj ~ I\

"AWS": 1 H—

"arn:aws:iam::444455556666:role/ExampleRole" _) |/
ALY Ab

}Act|0n [ OD}EfEﬂ.b\ﬂ Hbo

"kms: Encrypt %tﬁ% AWS Tjj'j\/ I\G)

"kmS Decrypt IAM I:l_) I/%}EE

"kms:ReEncrypt*", -

"kms:GenerateDataKey*", e JUU> < )YLAD.

"kms:DescribeKey" 'j/]/) L |\jj_ I\ "y 1
]r = W7z
"Resource"; "*" EQ;’“’E(;;E}E;@

}
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IAM 32— —P=0—-)LF COF—FERATERLDICTRFI/FAS#EEBLET,

e « D> bLAILDEER]
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PORT N> bDF—FIOLADIZHD IAM 7RU S —

{ . DY —X(T(FEED
"Sid": "AllowUseOfKeylnAccount111122223333", F—0is Ej:,\__[ 7— 73
"Effect": "AllOW",

"Action": [ FIH LU= KMS =— %435 M\EE_/J\BE(L_ t &&35

"kms:Encrypt”, 93 AWS ZHDO> bD _ c‘:%?ﬁi‘:’é

"kms:Decrypt”, KMS F+—%38%E ) .
"kms:ReEncrypt*", e F—I/ IJ < — _CECF__[é

"kms:GenerateDataKey*", =
] (T TSR0
"Resource": "arn:aws:kms:us-west-
2:111122223333:key/1234abcd-12ab-34cd-56ef-
1234567890ab"
}
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CreateGrant J1—H5—YO—)LIC KMS F+—1&
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AWS KMS TDPO 517> oA RIESHE

- FT—AZO—HILCTHEES{EUED X TH—/NTE{fdIT B AT

- AWS Encryption SDK, Amazon S3 Encryption Client,
AWS Database Encryptlon SDK 72 ED
AWS MR I DIESES T S U Z@E U cERENAl6E

T—HF—% .‘a‘s{t@“éju E>JF—&EUT. KMS F+— ZIBEI NS,
5% D DIES{CAUR(E S D 5 UMAITEE
MRAIRTOUS I JSBZYR— b

AWS Encryption SDK : C, .NET, Java, JavaScript, Python, CLI

Amazon S3 Encryption Client :Java, Go, C++, .NET, Ruby, PHP

AWS Database Encryption SDK : Java, Python

aws © 2024, Amazon Web Services, Inc. or its affiliates. https://docs.aws.amazon.com/en_us/aws-crypto-tools/ 120
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1. FAHIDKMS F—,
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AWS Encryption SDK CLI Bash TDIES{t

- SiaE=(FECHEERDIEE
- BIOVSZUSREBICKDEERDFMIEFFIAS SR

Y¥ COBIZEROOANY > RSA>2TEITI DA, BESH ARN RREDEZIRI HInE
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\

$ aws-encryption-cli --encrypt ¥ hello.txt 77 1 JLDIEEA4tL
--input hello.txt ¥

--wrapping-keys key=$keyArn ¥

--metadata-output ~/metadata ¥

--encryption-context purpose=test ¥
--commitment-policy require-encrypt-require-decrypt ¥
--output .

FIFA 9D KMS F—DiETE

$ls
hello.txt hello.txt.encrypted ZE{taniz—4aHhEH

\aWS, © 2024, Amazon Web Services, Inc. or its affilates. https://docs.aws.amazon.com/ja_jp/encryption-sdk/latest/developer-guide/programming-languages.html 122
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