dWs
N

Amazon Managed Streamin
for Apache Kafka

AWS Black Belt Online Semi

Takayuki Enomoto

Solutions Architect
2023/04



AWS Black Belt Online Seminar & (&
[H—EXZBI] TVYU1—->3 811 [#8R] REDT—ICDIT.
IV 10 H—ER Sy CARKRHNIEHET S
A>SA>t=F—SU—-XTT

. AWSOFEMIEHEN. AWS OFH—EX®PY U1 —>23>2(CD0TC
F—XECEEENBUET

. BEE—IEL - XFYTIBTET, ERNBDIDET - BERIFOD
EBOAM. AFYREOEBICEHR/ITCOLRIFET

.« LUIF®D URL &, @BEDODLE=F—SHEERNREEZS I O— R TEFEY

« https://aws.amazon.com/ijp/aws-ip-introduction/aws-ip-webinar-service-cut/

aws
2


https://aws.amazon.com/jp/aws-jp-introduction/aws-jp-webinar-service-cut/

NEB(C DLW TDOFES
ZRT(E 2023 £ 04 B SO — E XSS KOMMAR(C DLV TEHAL T

WLWEI . =FDIEHRIF AWS

KD THERR L T2 =LY

NI T IH +(https://aws.amazon.com/)

- BRMERICIET 2 ER L THEDFIH. f*—lW@ﬂﬂ%c‘: AWS 21\
DI YA heESDMi&(CHEEN DO EiZE. AWS AR DO T Y A D

Mg =B\ UET

o (MARIIFRIRFREE 78D TUNE
BLRBEHRMNREENZUET

aws

9, HARBEFEEDOBEFRRICDULTIE.



https://aws.amazon.com/

- 1 471\ (
=il | |

28 : 2K &2 (Enomoto, Takayuki)

g : P~V J—EXSv )
5 — A BHEKES
H—-—EXVI1—->3>7—F570 hARES
>— V)1 —=>3>7—F7Thr

B . A>ISIDZT QS ART AT IL—5F—
> AITTITT @ — ATt

-> Cloud Support Engineer @AWS

-> Solutions Architect @AWS

IFETRAWSH — E X : OpenSearch, AWS Support
Amazon QuickSight, Amazon Neptune,
Amazon EventBridge, AWS Config, Amazon CloudWatch,
Amazon Kinesis, Amazon MSK

N © 2023, Amazon Web Services, Inc . or its affiliates.




A= —0DOHRE

IH1E Kafka %Z=&E]

SN THH. Amazon MSK DFl]

JZARET SN TCTULND A

ANI—==207TV5—>3>, ANU—=27 ETL OEE

MRET SN TULB A

aws



s

. Apache Kafka D&
2. Amazon MSK MOItE
3. Amazon MSK D45

= N

aws
2



Apache Kafka #IZ

aws



7 — A DME (FEFEDFEE & EE TR T D

BERRECHST DT —HDiffiE

AR —IDVUTIIA LABIRICKLD,

® 589, EBE#EFREOVILTARIBCALELZE

S HRCO&EBDINES

o

(Al

B O

3 e

g o

C (@]

0 3

2 = G4 L —TRVT—INE SR RF v > 2%
. PP TUND EEX TS RENREEDEE
=
15
©
& https://www.forrester.com/report/Perishable+Insights+Stop+Wasting+Money+0n+

Historical Unactionable+Analytics/-/E-RES135301 #
Realtime Seconds Minutes-Hours Days-Months. .. https://hbr.org/resources/pdfs/comm/sas/Real. Time.Analytics.pdf

https://www.intersystems.com/news-events/news/news-item/survey-reveals-real-
time-data-disconnect-leading-lost-business-opportunity/

aws

N © 2023, Amazon Web Services, Inc. or its affiliates. 8


https://www.forrester.com/report/Perishable+Insights+Stop+Wasting+Money+On+Unactionable+Analytics/-/E-RES135301
https://hbr.org/resources/pdfs/comm/sas/Real.Time.Analytics.pdf
https://www.intersystems.com/news-events/news/news-item/survey-reveals-real-time-data-disconnect-leading-lost-business-opportunity/

?_QXFU_:/UHJMKEDjjﬁé

™

U7 IV A I
Web 5377
OO0

peu

Awtz—=>74

aws

DRt
NAoOY—EX

BUC
El

A RNUDZ,
m=

5

ANU==2D
ETL



Apache Kafka

ATV —2D
AR A==
J5v hIJA—A

c UTIIIA LT TV —2 3> 0D
kafka sxL-Fv ' BLrFo—wiew
AL, DEIE, MESEESRUT
An open-source, distributed B E-I_ _C_‘UH._C A
event streaming platform . }E ;E L= S, A5\

. Fortune 100 1£%® 80% LI EHYEFE L.
Kafka Z{EFR L CUL\D

aws
2



Apache Kafka 11— X0 —X

~
D
L@@
Awvt—=>20

(Pub-Sub)

aws
2

ARU—=>05018

U7V A LT3

11



Apache Kafka OBIE

aws

N

Kafka ZfERAULZA M — AT FUIRIF (&, A K~ — INT—%&
{£1F9 B Kafka Cluster &. BRICIHU CEIRD API =S89 3EHD
DS5AT7> SOIFETD

Producer API Consumer API
Producer Consumer

Kafka Cluster

Kafka Connect API Connect API Kafka _
Source <«— Connect Connect —— Sink
Apps Apps
Admin API ‘ | Stream API
Admin Client Kafka Streams Apps

© 2023, Amazon Web Services, Inc. or its affiliates. == 3Zx
T—SDimn

12



Apache Kafka (CKD1M N> hDiX={SE

A R> D Pub/Sub #1505 41477> LT, OF71—H5—&
A>3 1—N—%=fREdD, JO71— ﬂ—q4A/h@% T \DJOVUwS) &
T\ O>2 a1 —~N—3ANR>MDEEG:: (WO RIF4A4T) =175

Producer
| — —
Client Mobile Client
2 s
SNS IoT Sensors

T =17/ ¢ | —

aws

Kafka Cluster

Consumer
u
Object
Event Databases Stoigge
& E
Analytics Dashboards




T IARS —

7S5 RS —RNITHEED Broker Z0 S5 XS —(CBEEI D ET.
YR SRR ZEIR LU TLD

AT =T A —S A& ZooKeeper . Broker D
Kafka Raft (Kafka 3.3.1 & Production Ready) DL\INHTEIEEIND

T
\\06\\ .~ Broker
Producer o — g’é”?f"' o
70 (] e A » Data consumer
Producer . > P
@,O//\g\\
6170\\\\ _
? *  Broker
Kafka Cluster '

Apache ZooKeeper I
awg’

N = © 2023, Amazon Web Services, Inc. or its affiliates. 14



NEwW D
NEYWDXEET DA AN FaUNE T BIRICHAND—DDEN

Kafka TEA N> FOIERICIE U TOSRI—AICEBRD SEY IZER T DI ENTED

NE W O FHERD) (—F 1 S 3 S TRRESNTH D, Avt—S0FIT - B
NEY ORI (—F 1S3 > EIEE L TITD

Kafka Cluster

Data consumer

Producer

N
Producer \

Data consumer

N~ © 2023, Amazon Web Services, Inc . or its affiliates. 15



J\—F > 3>
- MEYVOZEIBRITD—HA, NEVIRNT—EDID HNEIDHTSNTLYD

Topic

I I I I I I Partition 1
I I I I Partition 2

WS Oldest data Newest data

N © 2023, Amazon Web Services, Inc. or its affiliates.



J\—Fa> 3>

NEwWOZEEK I D—Efl, NEVIRNT—EDID MREIDHTSNTLS
IN\—F > a>FASA>2TEMNTBCENTEE, /\—F 1 >3 > OHIBRIEANE]

Topic

Partition 1

Partition 2

Partition 3

aws

N © 20

Oldest data

23, Amazon Web Services, Inc. or its affiliates

Newest data




NE YW DDEETE

- hEWOZLC, Xy —FEHRE. REMBIICENELUITHBESDOMIG
(HIBRoriEHE). LT UBDDE. Ay - XRREZRLEHE

- FEVIRAITEEURVEREICDVWTEFIO-H—(Cty hUTE
SEDMENDN S

N © 2023, Amazon Web Services, Inc. or its affiliates

https://kafka.apache.org/documentation/#topicconfigs

18


https://kafka.apache.org/documentation/#topicconfigs

0O

JO>731—Y9—
NEWIRD —F 1 ST UICHUTAAY RERET B3I HR—2 ~
EEAHED/ —F ST E. AR NDATT—IER—Z([CRESNS

Topic

/(I I I I I I Partition 1
/ Partition 2

Producer =\

I I I I I Partition 3

WS Oldeﬁls,t. data Newest data

N © 2023, Amazon Web Services, Inc. or its affiliates



AR~
e J\—FAZTaICEZTIAFTNDIT—AOR/NENL, XAvt—=>, LO— REBHEIEIND
. JOFa—Y—. FrEYYD, )I\—Fa> a2 (A TF—IBHRBREESTD

- EFTAFNZARY MMILU T, Kafka (FATEY MOYAALARI 2 TREDAIFT—H %
EINTH59 D

« Avt—HBAXERETTIAINT 1 MiB, JO—H—FEFEFEYILAN)LTIERKA]EE

Producer {I I I I I l Partition 1
T~

AN MCEENS IR AR MCEFENSIGER:
Topic, Value, Key, Partition*, Timestamp*, Headers

WZE: Topic, Value(Xwvtz—ANX)

Z = 3> : Key, Partition, Timestamp, &S (C Kafka fITHS5TBIAIFT—4: Offset
Headers( X5 LN\wv5)
AR MCEENRBN D EIBEBIEMEF(C Kafka iMI59 3
aws © 2023, Amazon Web Services, I its affiliat 20
vv o ervices, Inc. or Its arriiates.

https://kafka.apache.org/33/documentation.html|#messageformat
https://kafka.apache.org/33/javadoc/org/apache/kafka/clients/producer/ProducerRecord.html



https://kafka.apache.org/33/documentation.html#messageformat
https://kafka.apache.org/33/javadoc/org/apache/kafka/clients/producer/ProducerRecord.html

ATtwv b
AVt —IN)\—F a2 g (CANBNERICAAS SNBSS -0 > v)LIRES

ATty hMcKkD, J22 a0 - —(dilkiEh(C Kafka [CRFSNDIAY -0
ECETTHAL UM ZEET ST LN FIEE

1223 =X — (AR bR =EDA T Y hETUBLTEWEA Ty NEEH
NEYVOICREFEIDZLT, ASHOERATEL LU CEERIOIRENSAIBZHBRATESD

Producer
| Writes
v
(IIIIII ()MMl
| ]
l Reads l
Consumer A Consumer B
(Offset=1) (Offset=4)
Oldest data Newest data

N © 2023, Amazon Web Services, Inc . or its affiliates. 21



AN bDIRD 3T
+ ABINFEDIN\—FT 1> 32(F AR MDAIFT—HICEDTRESND
EINED/IN\—F =32 ID ZEEIEE
AR NCEFENDS Key D/\y S 2 EZ7T(C)—F« > I =RE
« F—P/)\-F1>32 ID RKIEEDHEET T AL bOFEFHNEHEND.
28 (3N -3 2 (CXO>TERRD.
SO> ROE> (~2.3)

Sticky Partitioning (2.4~3.2): Xwt—/)\wF &S5 A AER TN
IN\—F a4 > 3> ICHEE
Strictly Uniform Sticky Partitioning(3.3~): Xwvtz—=/)\wF& 5> A(C
BHSNZ/\—F 4 232 (ChLE. Fa1—(CUTIXMMeED>TULED,
BECISEEMET LTV T O—H—(THRMN SR END

. COMIC, - —HHB(ICEEULEIZH)L—)LEFIFHTIEE

aws
N 2) , Amazon Wi vices,




AR bD) Y FAE & EHE

UTDITO71—Y—8EZF1—_20FDILET. Xy Z—2DRENED
B E I BAREEN DD, LT IPBINUY—ZED L — RAT ERB0.
AU B F1——2 0% (TS &R

linger.ms
AR N\ FZEUET DI CTOFHEERE. =T A)L bME 0 (EDIRULY)
batch.size

AR N\ FEEET DED/ v FHAXDEHE, TA)L I 16 KB
compression.type
JE4EE L. gzip. Snappy. LZ4 h5i&EIRE]EE

NEwOETOF 1 —Y—"C compression.type i"&ERQ3IHS. JO-H—(CLD
EFAE & BEMRUENSRITSNDS 2. RIL—Tv bR T 9D, WITDERTEZRR D,
EULIEMEYW DD compression.type Z producer (CERTE T D ExELE

aws
2

N 23



o> —~X—
1> 30—V — FREBEME(A Tty NEISELAINY MY T XIS ATF3
AR MEIAT Y FOBSIEICEREEND 8. /\—F+ > 3> EAICllERHIEH B gE

Producer

4 / / /

/Ordering / ”
7 7 Data consumer




2 a—~N—J)L—7
- Kafka @ Consumer (FU)IL—T %k DET. T—FEENIBZ X —)LSEFTULD
. $ED Consumer HYMFED Partition == (T D CUIEETS

Consumer group

k/% I I I I I l Partition 1
—

Consumer \
4
v ( T
4

art = Next consumer offset Oldest data Newest data

N © 2023, Amazon Web Services, Inc. or its affiliates



2 a—~N—J)L—T

. $TED Consumer CRIENELEUIEZS

Consumer group

k/E I I I I I l Partition 1
—

" [ I I I I Partition 2

il

7 [ I I I I I Partition 3
Ll

art = Next consumer offset Oldest data Newest data

N © 2023, Amazon Web Services, Inc. or its affiliates.



2 a—~N—J)L—T

- YFTED Consumer CRIBENREREULZSES. £F UL TLBMdD Consumer HMUIBZS| i <

Consumer group

//% T T
=]

I I I I Partition 2
\6 I I I I I Partition 3
—I = Next consumer offset

aws Oldest data Newest data

> © 2023, Amazon Web Services, Inc

@ 1er




2 a—~N—J)L—7
- YFTED Consumer CRIBENREREULZSES. £F UL TLBMdD Consumer HMUIBZS| i <
- Consumer HMEIHT D &.

Consumer group
k Partition 1
—I

- [ Partition 2
Consumer \
4
E@, \6 I I I I I Partition 3
4
—I = Next consumer offset

aws Oldest data Newest data

> © 2023, Amazon Web Services, Inc




2 a—~N—J)L—7
- YFTED Consumer CRIBENREREULZSES. £F UL TLBMdD Consumer HMUIBZS| i <
- Consumer WMEIHT D&, BEUI\S > AW THhNS

Consumer group
k Partition 1
—I
Consumer \
4
4

art = Next consumer offset Oldest data Newest data

> © 2023, Amazon Web Services, Inc




Kafka Stream (CLBD R M —LAFT—HUIE

NEWORDT —Z (T DEETREDT — I TUIBZZIZRITDS b DB H
Kafka M2t 93 Kafka Streams API &. 515U TdhD Kafka Streams Client

Library Z#AHFENTE TEE I B(FH . Flink t° Spark Streaming 72 EMDA NI —=>20

WIRT L —AD—0 EHEEEREE

aws

S © 2023, Amazon Web Services, Inc. or its affiliates.
https://kafka.apache.org/33/documentation/streams/

30


https://kafka.apache.org/33/documentation/streams/

Kafka Connect (CELDFT—S R N EIDIEE

aws

Source. Sink @ 2 DOFT—H X NEITT—A%EE - RIHF T BRI
2 IMVSY R Ynw =y

MySQL *> Redis, OpenSearch. Amazon S3 73 E4k4 3H—EX°
T —SHANFENTDIRDE —ZflIHIENED LT, )
O—J— RTERDIT—HRANTRIOEEIIEZEREIDICENTEDS

Kafka Connect API Connect API Kafka _
Source <«— Connect Kafka Cluster Connect —— Sink

Apps Apps

31



L T UBICKBTEL
NEYVODRIAMKE., Xvt—OREREEROIESHIC. I\—F0> 3>l TYUHh%ERTE
Replication Factor EMEHENBERECTL T U HEZGHITH, 3 D E&HEEE

. Broker
Replication Factor = 3

Fetch

Broker

I

Fetch

Broker

aws

N © 2023, Amazon Web Services, Inc. or its affiliates.

32



LJUbhETOT1—H—
- Producer (w9 Leader /\—F 4 > 3> (CEFAD

- Follower /\—F > 3> (4 Leader /\—F >3 >hB557—4F%1E—9 3D

. Broker
Replication Factor = 3

Fetch

Broker
Producer >

I

Fetch

Broker

aws

N © 2023, Amazon Web Services, Inc. or its affiliates.



LJURhET

=

~

~1—X—

« TIAIIBMDEFHTIE. O>>1—<Y—F Leader /\—F > a3>hB557—4S9%HEITD

Broker

Fetch

Broker

Producer

aws
~—

Producer

>I
A

Fetch

Broker

© 2023, Amazon Web Services, Inc. or its affiliates. 34



Rack Awareness (CKD/\—F 1 > 3> BED&EEIL

- Rack Awareness (C&D. LT UHZEFEE(CHRECET D ENTIREE(/\—=3> 2.4.1 BUR)
- broker.rack Oi%E(C KD DEVZFIEI I D

Producer

aws
~—

BI‘O ker broker.rack=rack?2
Fetch

Rack1
Rack3 BrOker broker.rack=rack3
© 2023, Amazon Web Services, Inc. or its affiliates. 35

https://aws.amazon.com/jp/blogs/big-data/reduce-network-traffic-costs-of-your-amazon-msk-consumers-with-rack-awareness/



https://aws.amazon.com/jp/blogs/big-data/reduce-network-traffic-costs-of-your-amazon-msk-consumers-with-rack-awareness/

Rack Awareness (C L DiBEDsgiE L

A—Swvo0IO0—H—Mo7—FZBEITDLDICTACS I —N—ZHEITDZLT,
L1522 DFEHa%a K1

Broker broker.rack=rack?2 client.rack=rack?2

Fotoh replica.selector.class = RackAwareReplicaSelector
Broker broker.rack=rack1 client.rack=rack1
Rack1
Producer Consumer
Rack3 Broker broker.rack=rack3 client.rack=rack3
a\vv/s7 © 2023, Amazon Web Services, Inc. or its affiliates. 36

https://aws.amazon.com/jp/blogs/big-data/reduce-network-traffic-costs-of-your-amazon-msk-consumers-with-rack-awareness/



https://aws.amazon.com/jp/blogs/big-data/reduce-network-traffic-costs-of-your-amazon-msk-consumers-with-rack-awareness/

I\ADTA =T ——7

aws
2

LT UHCKDERN T TBEHFOATZY b
A2 1 —~X—()\ATA—F X —DDFT—FDHEUFEIHE

High Water Mark

Leader

a//////////)' Replica

Follower

Producer Replica

Follower
Replica

© 2023, Amazon Web Services, Inc. or its affiliates.

37



JI\ADTA =T ——7

High Water Mark

Leader
Replica

Follower
. Replica

Follower
Replica

Consumer

j>91—7—ﬂ#ﬂ®#7tvhit@%vt—yim SCaD

aws

N > © 2023, Amazon Web Services, Inc. or its affiliates.

38



LT JIODIRREIEH

Kafka (FU—45—LTUBDETAOT—LTUHNDIREZIEN T D, BEANER(CITIHONT
WS LTURIL in-sync replicas. JO——PxRY NDJ—UDREICKD. —ERLET
BIEASNTULRWL U AL out-of-sync replicas EMFE(FNS

. Leader
. Replica :
. in-sync replicas
 Follower :

. Replica

.................................................................................................................

Follower
: Replica

out-of-sync replicas

aws 800000000000000000A0000N00NACI0NA000N000000000000000000000a0000000000000000000000000000000000000000000000000000000 ;
N~ © 2023, Amazon Web Services, Inc . or its affiliates. 39



g/ \EEAL TV HE & acks

Producer (& acks EMF(EINDB/INSA—SF—(CLDT.

wll{EHIn] e

acks = 0: broker (CAwWtTz—HVE)E

Producer

aws
~—

" Replica

Follower
. Replica

Follower
. Replica

E Leader

SSAACHRIIUIZEHIET D1

Z9 1. broker OIRENEL TEKINEHRT

. in-sync replicas

ks

40



g/ \EEAL TV HE & acks

Producer (& acks EMFEEINDINSGA—SF—(CLDT. EZFIAHCKIDUIEEHEITDTIAM=Z
Bl {EI ] 68
acks = 0: broker (CXwWtTZ—HEEINIL,. broker OIREZENEL TEKINEHIRT
acks = 1: leader /\—F 4 > 3 >hSIENB D EBBRTKRINEHTRT
Dt m e —————-——

. Leader
>
Producer ' Replica

_ . in-sync replicas
 Follower :
. Replica

Follower
g Replica

aWS S N N NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNNNNNNEEEEEEEEEEEEEEE -

N © 2023, Amazon Web Services, Inc. or its affiliates.

ks

41



g/\BIEAL T H# & acks

Producer (& acks EME(END/INSA—S—(CELDT. EZIAH DU EHTEIT DA T

I -
acks = 0: broker (CXwWtTZ—HEEINIL,. broker OIREZENEL TEKINEHIRT
acks = 1: leader /\—F ¢ > 3 > W SIENB O ERSTRINEHTRT

acks = all: FEVODHE/INLTUHE(min.insync.replicas) (CEZIAFNTHIHTHRINEHRT

. Leader
Producer g

Replica
OF-04

: ® sync . in-sync replicas
. Follower ;
Replica

min.insync.replicas = 2

Follower
. Replica

aWS S N N NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNNNNNNEEEEEEEEEEEEEEE -

N © 2023, Amazon Web Services, Inc. or its affiliates. 42



In-sync-replicas H&/NEHAL 'Y HEz T o

NOT_ENOUGH_REPLICAS TS5 —([CKDESTAHNMEBT=ND

acks = all
, Leader

Follower
i Replica

Follower
: Replica

aws B 000Em00M0A00EEEENAEEAAAAAEENAEAEEEAAAAAEEEEEEAAEAAAAEAEENEEAAAEEAAAAIAENEEEAAACAAAAANNAEEEEEEAAEAAA00C -

N © 2023, Amazon Web Services, Inc. or its affiliates.

D

min.insync.replicas = 2
NOT_ENOUGH_REPLICAS R .

out-of-sync replicas

43



Kafka (CHITD A Y T—ZDiXERSE

BN BRERIEDLAIDENS

At most once
A= ([EEXRSNRNTSH, KONDEEESEN B D

At least once
BRIB(C KO TAYVTEZ—2(F KON EFEETE BN,

Exactly once
BFXYVET—(F—ERITEiESTND

aws
N

https://kafka.apache.org/documentation/#semantics

JO71—Y—, 231 —~N—DOFEDHAIENEICLD T,

A—XAYT—IHEEUCERESNDI T EZEREIT DEN


https://kafka.apache.org/documentation/#semantics

exactly once 1] FD==518

J0O5>1—Y
H—JO71—Y—(CHBITDEEZEBIL (enable.idempotence = true)
JO71—Y—(CHITBD S5 0> 3> %FRE (transaction.id)
f/I\BEHEIL T U DNEZTAHMNRINT D FETHEHE (acks=all)
U RSAEIEETIAIL bDEEET S (retries=2147483647)
T—SD—RBUZHITDIEHDI——TF—DIFEA (BT VT—2 3 FER)
QUIBERDSE L DIEHDEE NS> 0> 3> DFER (BE7T U —2 3 2 FER)

d1>>1—~N—
BE)IJ=wv bOERE. FENICKDI=wY M(enable.auto.commit = false)
RSO IAVvE—2, OZY MNEHAYTE—2DHZRE (isolation.level=read_commited)
——IF—ZxlCUEBAYE—2DF v IO(BV7TUT—S 3 2 ER)
aws

S © 2023, Amazon Web Services, Inc. or its affiliates. 45
https://kafka.apache.org/documentation/#semantics



https://kafka.apache.org/documentation/#semantics

Amazon MSK 1=

aws
~—



Apache Kafka :ZRICHTD

it

SRIER

tty h7wvT éﬁﬁ%% RT—U>T

H = o] B ODER @ HADT=HDRIR
] ©
[ TS5—Xi. EREE C A>FTF>RIAR S
QV_\//S7

47



Amazon Managed Streaming for Apache Kafka

Q

Q

JINFZ—T R —EX

O
Q

.--"""'_._'_"‘\\. o
Apache Kafka KT K ©
Kafka Connect @ - -
— N N
" N N~
— N N~

Q
Q

aws
2



Amazon MSK D4FE

a1+
VPC (CKDRY ND—DOD5E - &, RENF - XD —~iES1t.
IAM ([CEBTOCREIERE, Bt 1UF AT 3> 2F Tk

= 0] S
BEOTRASEUFT Y —2(CHELUTLTY hEBLEDIEE,
J— REEEDEH,. BENEIRLEE T2

TS5ANR— NEGE
F—A% AWS XY N DO—DOR(ICEED TR CENTED,
NV wW A > AF—3w NMIFDH SNV EK SRR BIEE

e =Y AN =R A
© V—XO— RZZEHET(C. AWS TEEFD Apache Kafka 7T U4 —= 3> % E(TH]EE,
Cruise Control ¥2 Kafka Connect 7% EDERAY —)LICEE

@ @@

N © 2023, Amazon Web Services, Inc. or its affiliates.



Amazon MSK D4FE

AWS H—E X DA
F—AYV—-XELTD AWS IoT. 77—~ I>>1—~N—&ULTD

AWS Lambda. AWS Glue Schema Registry (CLBDAF—VEIE,
Amazon Kinesis Data Analytics (CKkD X kU —/ALIE

ATg—oEUST+
JO—hH—oE M. JO—H—DOHBAXDEE, X NL—2080N

TEZH5UD - AT —-)\EUF~

Amazon CloudWatch Z7/t Lz EX MU O ZXDEER. Open
Monitoring for Prometheus (CK3 IMX X MU DX DMt /REZ
HR— b

O—U>0)\—=>3>7yvT0L—R

ISR —DF IS4 IR UT Kafka /\—=3>&TFv ITIL—RISB

aws

N © 2023, Amazon Web Services, Inc. or its affiliates.



2 DDUISRARE =S AT %=

Amazon MSK Provisioned Amazon MSK Serverless
. gﬁzg_@j’m t‘\/EI :/g“\ * 'ﬂE/DJIJO)j‘D —“73—0/ — RkDEZ=SHY) \/0\\\
B E. AT F Ak ART—U>20, )\—=F74>3>0O8BEINDHT
SEEHE >+ R zZEEEE - O\ e P
« A—T>Y—XD Apache Kafka &£D ) )
;—Eééfcié}ﬁ’a'l‘i i « AT ANSOFVvD7YIFT—RRED
A FTF > RVEENARE

. MV (SA——F -0 “
MRS/ S A==FI——=~ ¢ A= RRT—ILICKD, BEYASII

+ BLRT-SEUF+ E—DCEDBREREIU Y — DRI TE
« BIDHTZUY—RICH T BB RO + RL=Tv NIEURRS

e
aws °

N © 2023, Amazon Web Services, Inc. or its affiliates.



2 DDIT TR —SFA T =izt

A Black Belt OISR&EGH

DSRAY—nTJOEZ3=> T,
BNERE, AT R =HEME

Fd—T>YV—RD Apache Kafka &D

ST ERE
NV NSA—F—F 21—
BUT—SEUF 1

ZDITIEYY —X(TH9 DEFRIEALD
ERE

aws
~—

© 2023, Amazon Web Services, Inc. or its

Amazon MSK Serverless

- ERloJO—hHh—_)—ROEZ=ZFU>T,

Ag—U>0, )\—F«4>3>osEInsET
EWVVD TEAEZEIAE

« A2ISANSIOFvYDTYVIFT—RRED

AT F O RIEE=DNAE

o A—KRT—ILICKD. SBRIHAZ> 010

E—DCEDORTTRED Y — XDOHENIE

« A)L—Twv I UTziRE

affiliates. 52
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Provisioned 7= X~ —O1ERK
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DSRAI—DHYAXWVPC . TF1YUTAHEREZITD
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1t [F¥RDEVUS

72547 MEREERT

7; s 7.&?“4 (2] o ¢ aws kafka get-bootstrap-brokers --cluster-arn arn:aws:kafka:ap-northeast-

B 1:123456789012:cluster/MSKWorkshopCluster/11ae4b6e-9b2d-411c-8871-
. , c0b9d0d070c0-2
STl N TN L5 T A IR R 3T {

"BootstrapBrokerString": "b-7.mskworkshopcluste. ****** 2 kafka.ap-northeast-
1.amazonaws.com:9092,b-3.mskworkshopcluste.****** c2 kafka.ap-northeast-
9.mskworkshopecluste, <2 kafka.ap-northeast-1.amazonaws.com:9092,b- 1.amazonaws.com:9092,b-4.mskworkshopcluste.****** c2 kafka.ap-northeast-
4.mskworkshopcluste. JJJjc2-kafka.ap-northeast-1.amazonaws.com:9092 1.amazonaws.com:9092",

b-5.mskworkshopcluste JIEJE <2 kafka.ap-northeast-1.amazonaws.com:9092, b-

"BootstrapBrokerStringTls": "b-7.mskworkshopcluste.****** ¢c2 kafka.ap-northeast-
b-5.mskworkshopcluste Il c2 kafka.ap-northeast-1.amazonaws.com:9094, b- 1.amazonaws.com:9094,b-3.mskworkshopcluste. ****** c2 kafka.ap-northeast-
9.mskworkshopeluste JJJj <2 kafka.ap-northeast-1.amazonaws.com:9094,b- 1.amazonaws.com:9094,b-4.mskworkshopcluste.* ***** c2 kafka.ap-northeast-
4.mskworkshopeluste JJJj <2-kafka ap-northeast-1.amazonaws.com:3094 1.amazonaws.com:9094"

b

Apache ZooKeeper ##E $ aws kafka describe-cluster-v2 --cluster-arn arn:aws:kafka:ap-northeast-

2 - : 3 & 1:123456789012:cluster/MSKWorkshopCluster/11ae4b6e-9b2d-411c-8871-

, ' ' ' ll c0b9d0d070c0-2 --query ClusterInfo.Provisioned.ZookeeperConnectString
"z-1.mskworkshopcluste. ****** 2 kafka.ap-northeast-1.amazonaws.com:2181,z-
3.mskworkshopcluste. ** **** c2 kafka.ap-northeast-1.amazonaws.com:2181,z-
s 2.mskworkshopcluste.****** c2 kafka.ap-northeast-1.amazonaws.com:2181"
z-1 _|'nsk\.-.'0rkI-.hupduste._ c2 kafka.ap-northeast-1 .amazﬁnaws_mr'r'|:21Ez,z-s_msk-.mrkshopcluste.-cE.kafl-::a.ap—rmrlheast-

1.ar'nazona'.us_cm'n:z‘l8:—3,z—z_mskworkshnpcluste.-c.?_l-::afk'a.ap—northeast—‘l_amazonaws.com:215'.2 $ aws kafka describe-cluster-v2 --cluster-arn arn'aWS'kafka'ap northeast

1:123456789012:cluster/MSKWorkshopCluster/11ae4b6e-9b2d-411c-8871-
c0b9d0d070c0-2 --query ClusterInfo.Provisioned.ZookeeperConnectStringTls
"z-1.mskworkshopcluste. ****** c2 kafka.ap-northeast-1.amazonaws.com:2182,z-
1.amazona'.-\rs.cr_:m:z‘l81.z—z.mskv.-arkshnpduste.- 2.kafka.ap-northeast-1.amazonaws.com:2181 3. mskworkshopcluste. *xkkx*x 9 kafka.a p—northeast— 1.amazonaws.com:2 182,2-
2.mskworkshopcluste. * ***** c2 kafka.ap-northeast-1.amazonaws.com:2182"

SL=—wFFa b

z-1 _|'nsl<\.-.-ork':-.hopcluste-_cz_k'a fka.ap-northeast-1.amazonaws.com:2181,z-3.mskworksh npcluste.- c2 kafka.ap-northeast-

aws
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$ export BS=$( aws kafka get-bootstrap-brokers --cluster-arn arn:aws:kafka:ap-northeast-
1:123456789012:cluster/MSKWorkshopCluster/11ae4b6e-9b2d-411c-8871-c0b9d0d070c0-2 --query
BootstrapBrokerString --output text)

$ ./kafka-topics.sh --bootstrap-server $BS --create --topic ExampleTopic10 --partitions 10 --replication-
factor 3
Created topic "ExampleTopic10".

$ ./kafka-topics.sh --bootstrap-server $BS --describe --topic ExampleTopic10
Topic: test10 PartitionCount: 10 ReplicationFactor: 3  Configs:
min.insync.replicas=2,message.format.version=2.7-IV2,unclean.leader.election.enable=true

Topic: test10 Partition: 0 Leader: 1 Replicas: 1,3,2 Isr: 1,2,3
Topic: test10 Partition: 1  Leader: 2 Replicas: 2,1,3 Isr: 1,2,3
Topic: test10 Partition: 2 Leader: 3 Replicas: 3,2,1 Isr: 1,2,3
Topic: test10 Partition: 3 Leader: 1 Replicas: 1,2,3 Isr: 1,2,3
Topic: test10 Partition: 4 Leader: 2 Replicas: 2,3,1 Isr: 1,2,3
Topic: test10 Partition: 5 Leader: 3 Replicas: 3,1,2 Isr: 1,2,3
Topic: test10 Partition: 6 Leader: 1 Replicas: 1,3,2 Isr: 1,2,3
Topic: test10 Partition: 7 Leader: 2 Replicas: 2,1,3 Isr: 1,2,3
Topic: test10 Partition: 8 Leader: 3 Replicas: 3,2,1 Isr: 1,2,3
Topic: test10 Partition: 9 Leader: 1 Replicas: 1,2,3 Isr: 1,2,3

aw
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>( 7 4 T — :/“Z\L_z'fn

# Amazon MSK D Get Bootstrap Brokers API T U5 XA —DiEktscJ O—H— (BootstrapBrokerString) Z&EUS
$ aws kafka get-bootstrap-brokers --cluster-arn "ClusterArn”
{

"BootstrapBrokerStringTIs": "b-1.awskafkatutorialc.6xjbqy.c4.kafka.ap-northeast-1.amazonaws.com:9094,b-
2.awskafkatutorialc.6xjbqy.c4.kafka.ap-northeast-1.amazonaws.com:9094,b-
3.awskafkatutorialc.6xjbqy.c4.kafka.ap-northeast-1.amazonaws.com:9094"

b

# Kafka 07O 21— —1—F«4 U TIO—H—([CHEHREL. AR hEIXRE

$ bin/kafka-console-producer.sh --broker-list BootstrapBrokerString ¥
--producer.config client.properties --topic AWSKafkaTutorialTopic

> Hello Kafka!

> Hello MSK!

FRHbaWLWATtTY M5

# Kafka DI1>> 1 —~N—1—F4 U TIO—H—(CERL. AR hZEZE AR bzEEICHS

$ bin/kafka-console-consumer.sh --bootstrap-server BootstrapBrokerString ¥
--consumer.config client.properties --topic AWSKafkaTutorialTopic --from-beginning

Hello Kafka!

Hello MSK!

https://docs.aws.amazon.com/ja jp/msk/latest/developerguide/produce-consume.html

aws
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DSARF—DEEEE

o« DAY LFEEZAEKRL. MSK U5 X5 —DARERET. BT (C
HEI D ENoIEE

KafkaDs%E 7 7 1 )L =Rk [> MSK®dDConfigurationZ{ERk [> MSK®DDO S RS —={ERk « 5

$ aws kafka create-configuration ¥ configuration-info.json
--name "CustomConfiguration" ¥

--description “MSK BlackBelt." ¥

--kafka-versions "1.1.1" ¥

--server-properties file://config-file-path

config-file

auto.create.topics.enable = true

zookeeper.connection.timeout.ms = 1000 {
log.roll.ms = 604800000 $ aws kafka update-cluster-configuration ¥
LatestRevision": { --cluster-arn "arn:aws:kafka:YYY" ¥
: . ) --configuration-info file://configuration-info.json ¥
Descrlptlon MSK BlackBelt.", --current-version "K21V3IB1VIZYYH”
{
'}, . _ o "ClusterArn": "arn:aws:kafka:YYY",
Name": "CustomConfiguration "ClusterOperationArn": "arn:aws:kafka:zZzz"
¥ }
aWS © 2023, Amazon Web Services, Inc. or its affiliates. 58
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Amazon MSK %5 > 1>+

a1+
VPC (CKDRY ND—DOD5E - &, RENF - XD —~iES1t.
IAM (CLBTOCREIERE., Bt 1UF AT 3> &F T

aws
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FRERFDT —SIE=1L
. MSK Tl&. U—/\—flloiES1t O AT A)L b TER)

. /757\/5’ {ERNBE (C3ETE U= Customer Managed Key (CMK) %=
SEICERT D, FICHEENEOIGS(E. MSK 73\4’EESZ?L79
AWS Managed key H'& 1EN3,

O S A

roducer A - JOF . - =
- b < P> R FITTTTIEN S - L

Consumer 3 = - - 1 = Broker Nodes

i\l\.//sv © 2023, Amazon Web Servi ices, Inc . or its affiliates. 61
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HBIEDIESE
JO—H—RBTo@EEQEFTIA)L hTES{IEEN TS, ER{EEolEE
D547 > b&ETO—D—RIDBES(ZATDIDHSE RN AIEE
1. TLS 1.2 THES(LESNIOBIEDHEZE (ZIAILK)
2. TL—>FFRXNETLSTRES(CENOBIEDmS%Z 0]
3. JL—>27FX hDBIEDHZEFA]
B (EEND CPU A—/)\—wv R ZUBDL AT 218050

AWS Certificate Manager K DFE(TH/CEAEIAEZEH. BREARE
13 hAT., O— CX@JO)X/TT/XLEE(L_J:DQEJJE%TES?H%

P ] @ A B @ Emrene | A
|. Producer : < :é ) é« ------------- »é O é Broker Nodes

Consumer

aws
~—

https://docs.aws.amazon.com/ja jp/msk/latest/developerqguide/msk-encryption.html
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==
oG\O

EEDREE A T2 EIR Pl EE, FIFRIEE/R S INSLL T D@D

X2l T 4EE

FoLZaxto—ILFiE

1. ZREESHLCULVIRULY)7

2. TLS =4 772 oy cen s
3. IAM &&GLE e e wrem s 22
4. SALS/SCRAM %= —

AWS CEI’tIﬁCﬂtF' Manaqer {ACM] |

cate Authority (O
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AWS Certificate Manager =R Uz TLS 5835

AWS Certificate Manager
A

SIEAAE DHUS

Private CA @
BT (S

Consumer \ 4

V v

Producer

D347 > b

TLS 38
Amazon MSK

aws
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Private CA SEUE UZiE HE =
DSAT>2 I 2ICEY KD
Z%‘C TLS 517> MR =
1

so0] [CDULVTCIE, Bl Apache
Kafka ACLs TEREZITD

MSK 5 RS —C &y UTE
Private CA ZTHE 9 3 C &&=
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AWS Secrets Manager ZFJH U7z SASL/SCRAME?E

{
"username":
"password":
s \"\/
{ )
/~—\

soslt [BEHRDOES
ﬁ ¥ AWS Secrets Manager

A
vV ¥ BEEAT
Producer Consumer SASLéJSCRAM 4
DSAF N , JuN
Big UCEREEIBHR C =
IOCA Amazon MSK

aws

N © 2023, Amazon Web Services, Inc. or its affiliates
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SASL = Simple Authentication and
Security Layer

SCRAM = Salted Challenge
Response Authentication
Mechanism

d—Y5—-%E)\RDT—RICKDERE
AWS Secrets Manager (CEREEIBER%
REULU. 9SSRI —EREEMITDE
C. ?E;&OUXQ tl__l LJDUDEE'%*E%
/\}EH_JFJI:.

—H5— %t/\ZT Ne=6hd

C ETHEHNOIEE(CIRD

=a0] (3 Apache Kafka ACL Tl
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IAM &85

IAM RUS —(C&kB3TO—H—J— RAQEGEH M. 2804 4 5 a4

. L

"Version": "2012-10-17, = BEROEUE sl
Statement": [ @g o=
{
"Effect": "Allow", AWS STS
"Action": [
afka-cluster:Connect’, AWS Identity and Access
afka-cluster:CreateTopic",
"kafka-cluster:DescribeTopic", Management (IAM)
"kafka-cluster:WriteData" ° Q
],R :
"Resource":
"arn:aws:kafka:*:Account- Role =
ID:cluster/msk-tutorial/*", *ﬁaﬂf
"arn:aws:kafka:*:Account-
ID:topic/msk-tutorial/*" Producer Consumer
} ] o
. HSALF>R I
=1 ~
Hy'fa n:u\nIE | =] $Et
701X Amazon MSK
Broker Nodes
a\\N/Sv © 2023, Amazon Web Services, Inc. or its affiliates. 66
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IAM FEEIEDFF1EX

SasltFH O =517 > |\7477'J c‘:L/"C AWS KDigtEnsd
aws-msk-iam-auth H\FFB]EE

ZooKeeper N\D 7701 AN (FRXT IS

 CloudTrail (CKBEA(CH L. bEYVIOLNILORIEWERK. HIBRRE)D
LIRS ND. AN NDEZTIAHRET —F LANILDIRVEILEER IR,

Zookeeper J — RAD 77012 A HIPE (F 33 544
ARG TTIU Tz TCP iz L — MR D
20 TCP connections per broker per second (t3.small 24t)

4 TCP connections per broker per second (t3.small)

\aWS:) ) ) © 2023, Amazon Web Services, Inc. or its affiliates. 67
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Apache Kafka ACL

ACL Ztzw h9 D LT TLS, SCRAM ERAIEHRF D1 —H —Z & D#lihNR 77 Otz XHIfEH Bl 6E.,

ACL (F hEYW JHEMDEE L12D.

aws

N

MSK T(dF T A )L hDERTEN “allow.everyone.if.no.acl.found = true” D&,
ACL BMzy hENTUVRWEE(L. TILA—T ZDIRRRICIR D, [FIFE (FEERIAE

[ec2-user@ip-10-0-1-194 kafkal$ bin/kafka-acls.sh —authorizer—properties zookeeper.connect=$zo0 —add —allow-principal User:dummy
—operation Read ——-group=x ——topic testaclfail
Adding ACLs for resource “ResourcePattern(resourceType=TOPIC, name=testaclfail, patternType=LITERAL):

(principal=User:dummy, host=x, operation=READ, permissionType=ALLOW)

Adding ACLs for resource “ResourcePattern(resourceType=GROUP, name=%, patternType=LITERAL):
(principal=User:dummy, host=x, operation=READ, permissionType=ALLOW)

Current ACLs for resource “Topic:LITERAL:testaclfail':
User:dummy has Allow permission for operations: Read from hosts: *

Current ACLs for resource ‘Group:LITERAL:*":
User:dummy has Allow permission for operations: Read from hosts: *
User:CN=ip-10-0-1-194.ec2.internal has Allow permission for operations: Read from hosts: *
User: has Allow permission for operations: Read from hosts: *

[ec2-user@ip-10-0-1-194 kafkal$ bin/kafka-acls.sh ——authorizer-properties zookeeper.connect=$zo0 ——add ——allow-principal User:dummy
——operation Write —-topic testaclfail
Adding ACLs for resource ‘ResourcePattern(resourceType=TOPIC, name=testaclfail, patternType=LITERAL)":

(principal=User:dummy, host=%, operation=WRITE, permissionType=ALLOW)

Current ACLs for resource “Topic:LITERAL:testaclfail':

User:dummy has Allow permission for operations: Read from hosts: *
User:dummy has Allow permission for operations: Write from hosts: *

© 2023, Amazon Web Services, Inc. or its affiliates. 68
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Amazon MSK compliance
UTFZECHELEODTSATORABEZFB LTS
System and Organization Controls (SOC) 1, 2, 3
Payment Card Industry Data Security Standard (PCI DSS)
ISO S KU CSA STAR
FedRAMP Moderate / High
HIPAA

sATEHRE AWS 5T R zF1UFT 1 DOR—Z SR

https://aws.amazon.com/compliance/services-in-scope/?ncl=h Is

aws
~—
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Amazon MSK =5 X5 —DMEE4E
Amazon MSKDO S RS —(F. NILFAZDT SRS —DLLTFDO—HEYTR
fRES U AZERE U CEERI(COE

TO—H—ADFRY N —THEEDIBE

JO—H—J)— ROB=
IEETRRVL (BEAREER) JO—H—FFLWIO—H—(CESHI S5ND

AERRDENTO—H—DRA ML —SEBEFALT,
KafkaMEEL S 2 BN BT — I BEHIHT B

o] FHEANDFE (L, MSK (CKBDEEREMNSEER T T 9 DF COMMZERRE (CHIFRE=NSD

§IB%, JO>1—9=7JUs—>3>&E0232a3—~N—FTUT—232(F,
EENREETDENCERLTWEEDERUIPY RLATIO—H— EDBEZHTnIEE

3DDFRASEUFT4Y—-2DFA. 3 DULEDL T UIOF RZHER
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MSK (CBITDB/\—F 1 >3 > ReEDEmEL
- Kafka h't@t 93 Rack Awareness DEiHAZFIA (J\—=3> 2.4.1 LIfE)
- MSK B"JO—H—d broker.rack (C PRASEUFY—->D ID Ztzw fLTLD

Broker broker.rack=apnel-az1
Fetch

AZ 2
Producer
AZ 3 Broker broker.rack=apnel-az4
a\vv/s7 © 2023, Amazon Web Services, Inc. or its affiliates. 72
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Rack Awareness (C L DiBEDsgiE L

. ZI>>1 N —® client.rack ZIEEI DT LT, B—Y—>0DLJUhhs57T—45%E1E
oJge, V— > MEnXRIES Ol L1177 >S5 EIR

Broker broker.rack=apnel-az1 client.rack=apnel-az1

Fotoh replica.selector.class = RackAwareReplicaSelector
Broker broker.rack=apnel-az2 client.rack=apnel-az2
AZ 2
Producer Consumer
AZ 3 Broker broker.rack=apne1-az4 client.rack=apne1-az4
a\vv/s7 © 2023, Amazon Web Services, Inc. or its affiliates. 73
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broker.rack MBS 5%
kafka-config.sh EWNSHEUSEIEE. LAF(E 9 J—RIOSRAAY—(CHITDET

$ seq 1 9 | xargs -nl1 -1% ./kafka-configs.sh --broker % --all --describe --bootstrap-server $BS | grep -e

"STATIC_BROKER_CONFIG:broker.id=" -e rack
broker.rack=apnel-az4 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az4}
broker.id=1 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=1, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-azl sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az1}
broker.id=2 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=2, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-az2 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az2}
broker.id=3 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=3, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-azl sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az1}
broker.id=4 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=4, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-az4 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az4}
broker.id=5 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=5, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-az2 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az2}
broker.id=6 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=6, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-az4 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az4}
broker.id=7 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=7, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-azl sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az1}
broker.id=8 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=8, DEFAULT_CONFIG:broker.id=-1}
broker.rack=apnel-az2 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.rack=apnel-az2}
broker.id=9 sensitive=false synonyms={STATIC_BROKER_CONFIG:broker.id=9, DEFAULT_CONFIG:broker.id=-1}

aws
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« A—=TJ > Y—AD Apache Kafka [cEFNSIL—LT—D ({EATIEE
v Kafka Mirror Maker

v Kafka Connect

v Kafka Streams

- Apache Kafka QREIBY =)L - TL—LD—2 ({EAH]HE

AWS Glue Schema Registry or 3rd party schema registries

REST proxies

Cruise Control

T — R)\—5F+4 —Y—)L: Burrow, Kafdrop, CMAK, etc.

- J0O—HhH—IC Jar T7A)INZE0O—RITIHENHDY—IL(EBAD])
Confluent Control Center
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Auto Data Balancer (Confluent)
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Mirror Maker 2.0 (MM2)
Kafka 95 XA —RETrEYODLTUS—2 3> %75V —)L
Mirror Maker 2.0 LAf&(d Kafka Connect L TEITEND

Source

topicA. part0 topicB. part0

topicA. part1 topicB. part1
Dest.topicB. part0 - Source.topicA. part0

Dest.topicB. part1 Source.topicA. part1
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Cruise Control for Apache Kafka

LinkedIn (CXKD CHFESINZ., KFEIERISRASY—ERHZZZXDYV I NI )
T=AU>T, BERIEEIH BaRISGUE/I\—Fa02 3>\ > X kEeTR & xR

aws

N

dev» dev

Kafka Cluster Load

Kafka Partition Load

Cruise Control Proposals

Help:This page shows the state of the kafka cluster based on the optimized load calculation. Values before and after optimized load are shown respectively.

Number of Replica Movements

42

Optin L« Diff

Broker ID  BrokerState

1

Host

b-1.twofourcluster.40i

b-2 twofourcluster.40i
b-2.twofourcluster.40i

Number of Leader Movements

7

2.amazonaws.com
.kafka.us-east-2.amazonaws.com

b-3.twofourcluster.40i08j.c2.kafka.us-east-2.amazonaws.com

b-3.twofourcluster.4

.kafka.us-east-2.amazonaws.com

b-4.twofourcluster.40io8j.c2.kafka.us-east-2.amazonaws.com

b-4.twofourcluster.4

b-5.twofourcluster.40i

b-5.twofourcluster.40io!

b-6.twofourcluster.4
b-6.twofourcluster.40i

2.kafka.us-east-2.amazonaws.com

2.kafka.us-east-2.amazonaws.com

2 kafka.us-east-2.amazonaws.com

.kafka.us-east-2.amazonaws.com

2 kafka.us-east-2.amazonaws.com

FollowerNwinRate

0.00

Recent Windows Data to Move (MB)

1 0

Leaders DiskMB PnwOutRate NwOutRate

49.00 0.00
1 (-Infin

0.00

(-Infin

(-Infin
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Monitored Partitions Coverage

100.00

CpuPct

Replicas LeaderNwlinRate

1
1

115.00

121.00

119.00
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AWS Lambda [CKB1AN> hOEE
Amazon MSK Z=H—/)\—L XD —FUIB T O—(THE

Topic 1
: 5 event: {
"eventSource": "aws:kafka",
"eventSourceArn": "arn:aws:kafka:us-west-
2:012345678901:cluster/ExampleMSKCluster/e9f754c6-d29a-4430-a7db-
958a19fd2c54-4",
o \ a1rd2csd
\ "AWSKafkaTopic-0": [
.................................................. {
Topic 2 "topic": "AWSKafkaTopic",
.//' "partition": 0,
"offset": O,
BrOkerZ ................. AWS Lambda "tlmestamp": 1595035749700[
"timestampType": "CREATE_TIME",
................................................. "key": "OGQ1NTk2YjQtMTgxMy00MjM4LWIyNGItNmRhZDhIM2QxYzBj",
Tonte ; "value": "OGQ1NTk2YjQtMTgxMy00MjM4LWIyNGItNmRhZDhIM2QxYzBj"
Broker 3 T
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Apache Kafka version

Apache Kafka version
The Apache Kafka version that you want on all brokers. Learn more [/}

2.4.1

Current version: 2.3.1. You can't downgrade the Apache Kafka version.

Update cluster configuration

/\ The amount of time required to upgrade the Apache Kafka version depends on the number of brokers in your
cluster. You can't make other updates to the cluster while the Apache Kafka version is being upgraded. You can
continue to produce and consume data during the upgrade. Learn more [
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ingesting, transforming and analyzing real time clickstream data using AWS services for Apache Kafka [4 (Amazon MSK [4)

and Apache Flink [Z (Kinesis Data Analytics for Java Applications [4) and Elasticsearch (Amazon Elasticsearch [£). The

high level architecture will look like this:

Getting Started

Cluster Creation Lab

Cluster Expansion Lab

Cluster Storage Expansion Lab
Open monitoring Lab

Monitoring with Amazon
Cloudwatch

Cruise Control

Security and Encryption
Clickstream Lab

Amazon MSK Lambda Integration
Migration

MSK Connect

Common Cluster tasks
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