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CVE-2021-45046 - java-1.7.0-openjdk, java-1.7.0-openjdk-
headless
2 FER ID: arncawstinspector2:us-east-

2:689926476999:finding/33d6e0d4ccea3031ffd00fa8bcd 17cdd

It was found that the fix to address CVE-2021-44228 in Apache Log4j 2.15.0 was
incomplete in certain non-default configurations. This could allows attackers with
control over Thread Context Map (MDC) input data when the logging configuration
uses a non-default Pattern Layout with either a Context Lookup (for example,
$${ctx:loginld}) or a Thread Context Map pattern (%X, %mdc, or %MDC) to craft
malicious input data using a JNDI Lookup pattern resulting in an information leak and
remote code execution in some environments and local code execution in all
environments. Log4j 2.16.0 (Java 8) and 2.12.2 (Java 7) fix this issue by removing
support for message lookup patterns and disabling JNDI functionality by default.

BHBROHR Inspector A7

BRIHFEROBRE

AWS 7HO> K ID 689926476999

ER¥E  (Critical
47  Package Vulnerability
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BEICEZ N8 January 18, 2023 2:14 PM (UTC+09:00)
fEELH  February 15, 2023 1:18 PM (UTC+09:00)
PEERFENNv -
il java-1.7.0-openjdk

AYAR—FEHI—T3> [/ 1:1.7.0.251-2.6.21.0.amzn2.0.1.X86_64 /

{EE/—¥3>  1:11.7.0.261-2.6.22.2.amzn2.0.2
Ry —II%—Jr— 08
£l java-1.7.0-openjdk-headless

AVAR=ILiEH/I—Ya» [/ 1:1.7.0.251-2.6.21.0.amzn2.0.1.X86_64 /

{€IE/\—2/3> 1:1.7.0.261-2.6.22.2.amzn2.0.2
Ry r—I93%x—Jv¥y— O0S
W
AVAR=LZNRTWBY 7 b2 PNy o—TJ%, EZhic/(—TavE)Y
—RARKFZvFIL—KLET,
« yum update java-1.7.0-openjdk
« yum update java-1.7.0-openjdk-headless
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https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/ami-preinstalled-agent.html
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- SSM Agent H' SSM API &LEH#EURiERIE. J> bO—-ILZITD

« Amazon Linux ¥ Windows. Ubuntu Server MDA J 4 = v )L1 X —=(C
(FENEH
= https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/ami-preinstalled-agent.html
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https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/session-manager-getting-started-instance-profile.html
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