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Amazon Route 53 Resolver for Hybrid Clouds
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Route 53 Resolver for Hybrid Clouds
Step 1 Get Started
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Route 53 Resolver for Hybrid Clouds
Step 2 Choose Endpoints
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Route 53 Resolver for
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Step 3 Configure Inbound Endpoint
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Step 4 Configure Outbound Endpoint
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digd~¥>

$ dig 0 @172.31.0.20www.example.com. A U+rec [+all

|
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digd~ > RS

$ dig @172.31.0.2 www.example.com

; <<>> DiG 9.9.4-RedHat-9.9.4-74.amzn2.1.2 <<>> .
www.example.com %IZFHE

;» global options: +cmd /
;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 57031

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O,
ADDITIONAL: 1 ‘

» OPT PSEUDOSECTION:
; EDNS: version: O, flags:; udp: 4096

;7 QUESTION SECTION:
;www.example.com. IN A

;7 ANSWER SECTION:
www.example.com. 60 IN A 192.168.0.1

i Query time: 758 msec

» SERVER: 172.31.0.2#53(172.31.0.2)

' WHEN: A 10A 14 04:37:26 UTC 2019
»» MSG SIZE rcvd: 65

aws
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. Amazon Route 53 Resolver(d@E €D X FFIFHOIEE

- Amazon Route 53 Resolver for Hybrid Cloudst&pkiFDZEENR-1T > ~

e ZBAIIN—FR hDTIRIEZE SR, SPOFZ/ESIRL)
(Availability Zone / BIfR / B—/){—1Q &)

- T2 RIRA > MMIFEBOREMECH U TIPY KL R ZIEE
- BX)L—)LMDHEB(IResource Access Manager C—roE=1E

« TANENSIIIEZa—FTa>D
« ERRICT> BRA > MW UTHEUWEDEZRITI D
- BABEHRCAT S 3 HEERdigON > RHAVERE
- NSO a—Fa > TOBCEFNY S Dstatus Eflags(CEE
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® #EEVPCTRLEITDIIIY EZDINE oTL=x

@ Inb\oudEndpoint’iiEi@@“éj\/jl/ ) Gioutboud ST
ANSIDTMNY, UPC | Endpointi@i® | EndpointidEi&

® HBIFHJ/EDNSEER(COutboudEndpoint Endpoint e,
ZERIDOTY

@ Route 53 Resolver DNS Firewall(C& D £y bl
RAAZURXMDRAA>ZT OV D/ o |
el /TSI TITBOTY | @DNS Firewall
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DNSOT YOV ORE

OJ(CEEFN3E 5 : EC200T S ~R— RIPV4ADNSDLBiIfER

"version": "1.100000",

® VPC 73\‘4’555?,3*173 AWS IJ _>3 > "account_id": “XXXXXXXXXXXX,

“region”: “us-east-1”,

R OIU G)%'fg;l:@'l%*& “ypc_id”: “vpc-000a00aaad0000ata”,

"query_timestamp": "2023-03-06T06:21:48Z",

(VPC ID\ ’I/\/ZQ \/XO)IPT HDX/ID) "query_name": "ip-10-0-1-120.us-east-1

.compute.internal."”,

- JTUNSRYITERR=NIZHES "query_type”: “A",

query class": "IN",
"rcode”: "NOERROR",

° IJOIX |\_c_'77h.7_CDNS % (pI‘Odexamp|eC0m %) "answers": [
{

. DNS LO— R+ (A ¥> AAAA %)

"Type": “A"_,

« DNS L A/R>XJ— R (NoError 12 ServFail &) ,(Classteow
- DNS 5&F —4 ]

J
"srcaddr": "10.0.1.120",

(DNS ZJTUICRELTREND IP 7 RLX%) tranaporit: UP".
"srcids": {

« DNS Firewall JL—) I/O)Tg‘\/ﬂ \/(:S({l'@_%},_tj%\r } "instance": "i-00a0apBRVaaalaa"

Resolver /IVOJ(CRRSNBME

aws
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GuardDutyZHB#MEd 5 L. DNSOUTT R b EZDIGEDOINBBAREDDHCHIATND
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ERLUTWVS(T I AL hDOEREVEE DI - _ ~
«  GuardDutyh' 39 3DNSHOJ (& <$ VW
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S3 Data HIGH
(BWSEREARASHFE LAY panebvents { § L
@§ DNS Logs MEDIUM
K Amazon
EKS control GuardDUty
> g lane logs = LOW
8 —pEE =B
query logging K j
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Route 53 Resolver DNS Firewall & (&

S ERDDNST—HFREZBHM(C
VPCOF7I MN\D> R DNS FS5J1vP%&T1 )

Instances
Instances within your
VPC make a DNS query
for mynetwork.com
which is forwarded to
the Route 53 Resolver

aws

U093

&

Route 53 Resolver
Route 53 Resolver checks
the DNS query against the
different types of rules it
contains in order to decide

where the query should go

&3

Route 53 Resolver
DNS Firewall
Provides security
at the egress
by filtering
and controlling
outbound
DNS traffic

J=]

If the query name matches
a forwarding rule, the
Resolver uses a Resolver
Outbound Endpoint to
forward the query to
on-premises DNS servers

If the query name matches
a system rule, the Route 53
Resolver will either forward
the query to be answered
by a Route 53 Private
Hosted Zone, local VPC
name or the public Internet

On-premises network

Amazon Route 53

Amazon Virtual
Private Cloud

@ Public Internet
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Network Firewall
RAAL>DIT NIV Y

« http/httpsiBIEDIETD R A1 > &%

REITD
- Firewall Endpointzi@i®&d 51> /){J> K

/770 NI > ROSER
- =\

wlnternet gateway
: 1
1

EDRAALZTEH
ZHIFBR (X EIRE
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DNS Firewall Z{ERH9 2/z8D(C
I FOEZITD

« RAA>)RX SDOYERL

- JL—)

)
,—)
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,—J DYERK
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LODIBTEE DIETE

« JL—=ILD)L—T EVPCOEEST
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« DNS Firewall JL—I)LDOXREIRD R AA 2 ZTFEFRI D
e 1DDORAAZYIR SEERD)—)UICKDTSHEBI B ENTIEE

RAAL S UR bODIERE ———
e ERREA L
- BEFEMERUEEZI1TD S
- JAILRA—RRXAA> (*.example.com 72 &) || =

gt R Ar>% (FQDN) ZHh— bk

« AWS YAR—S RRX

12UX b

- AWS DMERLLUEET D
- FUWVESSE S BRINEIR T D & U X MIBEN(CEH=ND

- 11—t (C KL DiRE
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DNS Firewall JL—)LD)L—T
L= —T R L. 1 D EDIL—ILEENT

c JL=ILZEC BEDIFTD AL UR NS RAAZUINI—HUZEED
PO A EIEET D

Rutes 4
Q 1 &
Name v Action v Priority A Domain list v
Rule-01 ALLOW 1 rslvr-fdl-15f4860b1ad54ead (AWSManagedDomainsAggregateThreatList
Rule-02 ALLOW 2 rslvr-fdl-2c46f2ecbfecddcc (AWSManagedDomainsMalwareDomainList)
Rule-03 ALLOW 3 rslvr-fdl-aa970e9eb1cad777 (AWSManagedDomainsBotnetCommandanc
Rule-04 ALLOW 4 rslvr-fdl-b5f3953a7fe24d01 (AWSManagedDomainsGlobalThreatList)

aws
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DNS Firewall JL—=)LDIL—T D7 O3>

« O3 UEATDO3IDMS VLI N EIETE
- Allow : S Ja0 v OD@EiEZF0]

- Alert : b T4 wvOOEEZEFE] LU T. Route 53 Resolver O (C
ODTVUDTF7S5— b=edixd D

- Block : HHDXERADXEZT OV LT, Route 53 Resolver
OJ(CenoTVUDIAv IO 3> %iLixd D

aws
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- Block770> 3> %18E Ulcima(d. BICOTUANDIGEZIEE
— NODATA : DNSO U (3TN 2 ABIgEISEN RN &R
- NXDOMAIN  : DNSOUIU®D BAA MW EZRT
— OVERRIDE BT NAF LT D

. Block 77> 3> %IEET BT, Ba1ICAlert 75> 3> CHEHFARRT S LT

- 7023>% Alert (CERELTC. PAAMUIRZET AT D
- Alert OFREBRD VT DE=ZREI S LT,
77272 3>7% Block [CEREURIBE(CTOYVISNDITY DRI D
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DNS Firewall JL—JLOERE

- B85%E (Priority) EAVNEWL—ILHhSEHiTSND
- —HI DL NIEENKDRERD)L—)LIFEHE S NI/R 0N

Set rule priority - optional
DNS Firewall evaluates the rules in the order that they are shown, starting from the top.
Rule priority A Move up ‘ ‘ v Move down ‘
Move rules up or down to change the evaluation order. =
FlCEAT
Name Action Priority
Rule-01 ALLOW 1
o Rule-02 ALLOW 2
Rule-03 ALLOW 3
v
Rule-04 ALLOW 4 / Y
B(CEAT

aws
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DNS Firewall JL—)LZ)L—_ EVPCOREED S

4’EEBZL/7')I/ IWIIL—T&NPCICHDIEHY A =2 T,
ZHDVPCICX U CERE LIZ)L—ILh BRSNS

« )L=ILDIL—T (FEEDVPCEFRDIFTD Z EhVE]REE

Name A ID v VPC association status v Associated VPCs v Rule group share status
MyRuleGroup rslvr-frg-964. .. ® Associated 2 Not shared
Rules VPCs associated Tags
Associated VPCs (2) Associate VPC
Q 1
ID v Name v Number of associated rule groups ¥ Association ID
vpc-0a7f0591b83f4ab58 rgassoc-vpc-0a7f0591b83f4ab58-rslvr-frg-964306d798241b - rslvr-frgassoc-704910cdcSf54
vpc-060eb775c5¢3bed. .. rgassoc-vpc-060eb775c5c3bed7a-rslvr-frg-964306d79824... - rslvr-frgassoc-a89e068eeed44

aws
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DNS FirewallZ5%E U CWLWBVPCIC(E. ALFDOWI N ZIEET D

- Jx1)Lo0O—X
- T AL bOENME

— DNS Firewall0*SIGEN/RVDNSO T U 7%=
£CJOvIITSB

- AJAEXDETFI YT 1 285k

« JTAILA—T>

DNS 7 AP IA—NWITANA—T>

DNS J7 1 P —JLICESHRE LLEETRENRVESC. UYVIL/I—H DNS

ESE

ZDVPC T ILA—T 2 &EE

Status

Ok ik

B9 3R EBELET,

— DNS Firewall'SIeENRVLWDNSO T (32 CEBacsEs

- TFa1 U1 KD ERAEZES
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© JOvIUTUWLWBIL—)LDYSTE M=z h—r k
— Resolver O &R L. sRRHEDIRE E72D> T —JL I P L
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FIE
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BEI7 10> N TDDNS Firewall OEIE

- AWS 77H> NEITT DNS Firewall )L—)L )L — %= £ B0 HE
- HB/FFLDO77HI> MME. AWSTZHD> RID. OU. #Bf#k DOWLWI NHTIETE

- DTN MBI DEHICIE. 7o>3>
[ PutFirewallRuleGroupPolicy | BEFRIENTLNDNENH D

Route 53 Resolver DNS Firewall Rule groups Roule group

ROUle group Info Share rule group [4 ‘ ‘ Delete

Roule group configuration

This rule group is managed by the AWS Firewall Manager administrator.

ID VPC association status Region VPC associated count
rslvr-frg- Not Associated us-east-1 0
bdbc07ae78174230

Rule group share status Owner ID Used capacity

Not shared _ 4/100

aws
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- AWS Firewall Manager&E# U T, YILFI7HT > bO—cEEN O EE

APNS Firewall Manager(CDWTIEUAT=Z&H8
]

\

AWS Firewall Manager D' REEN(CEEI I IH—EX AWS Firewall Manager Z(ZU%3IC(Z

e i

AWS Organizations 9AT®D AWS 77HD>k  Firewall Manager
(CTE2TOEEZBME T AWS Config ZB%ME ERETETE

10 S @

AWS Shield

AWS WAF i R - AWS Firewall Manager DriRSE\+ (EARIRERETFIR)
Advanced roups i DNSF htt ) _aws. : i ] test ;
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2 e © 2023, Amazon Web Services, Inc . or its affiliates. 59



Route 53 Resolver DNS Firewall & &6

- DNSL 1YV OtFF1 U1 DlcsbDOH—EX
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AWS Black Belt Online Seminar & (&

[O—EXRI] [YVUa—>3251] [5FER] IEDT—NI(CHIT,

77‘J/ D10 H—EX v/ CBRSsHMMBREITBAIA> S/ t=F—
SN )—XT9

- AWS DiEAHESEN. AWS OFHY—EXPY U1 -232([CDNWTT—Y
CECHEENRHUEKT

+ MO URL &b, BEDT=F—SHEENREESISO— RTZTEN
TEE

« https://aws.amazon.com/ijp/aws-ip-introduction/aws-ip-webinar-service-cut/

« https://www.voutube.com/playlist?list=PLzZWGOASVSxX6FIwIC2X1n0Obr1KcMCBBIgY

aws

CRAB(E Twitter AN 1 )\WwS a0 FULTFESFIAL S0
#awsblackbelt
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Amazon Route 53
Public Hosted Zone
Amazon-provided
private DNS hostnames

Amazon Route 53
Private Hosted Zone

User-managed DNS
Private Hosted Zone
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