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aws ssm start-session ¥
--target instance-id ¥

--document-name AWS-StartPortForwardingSessionToRemoteHost ¥
--parameters '{"host":["vpc-example.ap-northeast-

1.es.amazonaws.com"],"portNumber":["443"], "localPortNumber":["10443"]}'
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{

l

"WVersion": "2012-10-17",
"Statement”: [{
"Action": ["es:ESHttpGet","es:ESHttpPut"],
"Effect": "Allow",
"Resource": "arn:aws:es:us-east-1:123456789012:domain/test-domain/test-index/_search",
"Condition": {"ForAnyValue:StringEquals": {"aws:ResourceTag/environment": ["production"]}}

7]
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{
"Version": "2012-10-17", )
"Statement": [
Effect": "Allow

{ n n n n
"Principal": { ==
"AWS": ["arn:aws:iam::123456789012:user/test-user"]
i

"Action": ["es:ESHttp*"],

"Resource": "arn:aws:es:us-east-1:123456789012:domain/test-domain/*" I

i

{
"Effect": "Allow", —
"Principal": {

"AWS": ["arn:aws:iam::123456789012:user/test-user"]

Y
"Action": ["es:ESHttp*"], —
"Resource": "arn:aws:es:us-east-1:123456789012:domain/test-domain/*",
"Condition": {"IpAddress": {"aws:Sourcelp": ["192.0.2.0/24"]}}

b

]
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Tenants in OpenSearch Dashboards are spaces for saving index patterns, visualizations
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Index é Index
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(j: I P /\‘ Xd) Tatzl—l_z IJ > T :q:__l- éh ME&;Z_T::: ARN as master user
tﬁ{m (L j (/ \T (j:n:b\nIEb\} \/]/} \X é“é O Create master user

Master username

FAE B TFHIET(C. FGAC EDIENN
_\;Dj_ X |\€/— 5 = Cl:_b\t % 5 Macter usernames must be between 1 and 16 charachers

WEFHARE](E 30 HE(ERE). 5@%&5&57)‘3&
T9dE IPR—XDO7IOARIS
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cSNBDKDICIED

Migrate existing open/IP-based access policies into fine-grained access control

@ By enabling fine-grained access control, existing open/IP-based access policies will no longer work with
this domain. We recommended enabling migration period to migrate existing credentials without
interruptions. Learn more [4

aws
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Version Info

OpenSearch 1.1 (latest)

Service software version Infa

R20211203-P2 (latest)

aws

Delete || Actions ¥

Opensearch Dashboards URL
https:/ fsearch-sample-
ap-northeast-
1.e5.amazonaws.com
J_dashboards [A

Domain endpoint

https:/ fsearch-sample-

ap-northeast-
1.es.amazonaws.com [A

»

Search Dashboards

OpenSearch Dashboards

Visualize & analyze >

Ingest your data

Add sample data

Get started with sample data, visualizations, and dashboards.

(O Display a different page on log in

© 2023, Amazon Web Services, Inc. or its affiliates.
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B Add data Manage %, Dev tools

Analyze data in dashboards.

Search and find insights.

Manage your data

Interact with the OpenSearch API

Skip cURL and use a JSON interface to work with your data in Console.

i3t View app directory
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GET _plugins/_security/authinfo
{
"user" : "User [name=opendistro_security_anonymous,
backend_roles=[opendistro_security_anonymous_backendrole], requestedTenant=null]",
"user_name" : "opendistro_security_anonymous",
"user_requested_tenant" : null,
"remote_address" : "27.0.3.153:9200",

"backend_roles" : [ Roles “)
1 opendistro_security_anonymous_backendrole Roles you are currently mapped to by your administrator.
"custom_attribute_names": [],
"roles" : [ default_role
"default_role"
1,
"tenants" : {
"opendistro_security_anonymous" : true BaCkend roles (1)
}, Backend roles you are currently mapped to by your administrator.

"principal" : null,
"peer_certificates" : "0", opendistro_security_anonymous_backendrole
"sso_logout_url" : null
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(i) Migrate existing open/IP-based access policies into fine-grained access control by February 6, 2022, 10:06 (UTC+09:00)
Login to OpenSearch Dashboards with your master username to migrate existing user credentials to use fine-grained access control. After the migration period
ends, existing open/IP-based access policies on this domain will no longer work. Learn more [4 SR

5 2. ATer o

AU ILICAL rale ARM, and modi

does not delete Learn more [}

$ aws opensearch describe-domain-config --domain-name sample --query
DomainConfig.AdvancedSecurityOptions
{
"OptionS": { MHS;EE:.'IJ:: ARN as master user
"Enabled": true,

"InternalUserDatabaseEnabled": true,

©Q Create master user

"AnonymousAuthDisableDate": "2022-02-06T10:06:44.135000+09:00", Master username

"AnonymousAuthEnabled": true T —
}’ YIasiher usernames mus! 2 Derweer dar o dnaraciers.
"Status": { Master password

"CreationDate": "2022-01-07T08:42:59.064000+09:00",
"UpdateDate": "2022-01-07T10:54:47.341000+09:00",
"UpdateVersion": 25,

"State": "Active",

"PendingDeletion": false

avvd

o1 eredentiz nolicies w k until February
N =) © 2023, Amazon Web Services, Inc. or itg gratio ] it
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STEDZEZENB]EE
. IEE% _dashboards/app/login T> Rik-1> bhsOd1> 9D EETRE

% OpenSearch Dashboards o @

<y OpenSearch

Please login to OpenSearch Dashboards

opendistro_security_anonym
ous

o

Global
Recently viewed
If you have forgotten your username or
password, please ask your system administrator Mo recently viewed items

id date  View roles and identities

Switch tenants "
' h Anomaly Detection
Trace Analytics

Index Management

Security

{E} Management

Dev Tools
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- E®I—Y—0 Backend role. E&1—Y —%% security_manager role [CIEEYY T
DEEZRI—Y-TECFIYUT A HEDRESAGELN. TF1 VT DE=MNSHEL
TRUN

=  Security Roles security_manager

= Security  Roles  security_manager

security_manager

Permissions Mapped users

security_manager

Permissions Mapped users

Mapped users (2)

You can map tw

Mapped users (2)

User type

User master master

Backend role opendistro_security_anonymous_backendrole opendistro_security_anonymous

Rows per page: 10 Rows per page: 10

aws
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BUF 2 DR = —7ZzF)Frl g
Policy-Min-TLS-1-0-2019-07: TLS v1.0 BXUZNUEEYR— & (T AL )
Policy-Min-TLS-1-2-2019-07: TLS v1.2 ZH/R— b

https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ntn.html
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RERDOT—YES1E
XA ARREF (CUA T D5 —5 (CX I DIESLOBEZIEERfE. BMEUITIBE. AWS
KMS DIES{tF—hMEREND

J— RICBIMENTNBT—4 (1>FY IR, O, RDvTIT7AIL. TTUr—
>34 LT MUDEDMETDT—4)

UltraWarm X bL—= B[N TLND 1> TV IR
S3 FICIENESN TV EHEBIX v TS 3w b~

BUFDUY — X (IESIEDIT RS
S3 LICHBINENDFE S v I 3w b (S3 D Server Side Encryption TXJIGEIEE)

CloudWatch Logs [CAtiES=ndA0—04. T5—0OY. E&EOY (CloudWatch Logs
DRERFT —YiES{bikEE CXIILn] ge

RAA 2 AERRIRIC ) — FEIDBEEES{EZR/3ET S L6nHE

BES{EZBMH SEHNCEEIT S LIEARH -
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B2 0O (Audit Log)

- OpenSearch tDF—4(Cx T D70t ROT%=EE

- VOOV —Y -5, 7OTCRAED
A>FWVIRE., POCATIP PRLRRREN
SFEND

+ 12T VIR RFIAAT M T —)LREMT
77Ot XO070DOBEESZ= 1> ~O—JLelge

- HEI—Y— (ZPTJVT—>320—5—) D7 ot
AIFEERURLY, RBREHMNUVNVEEBDIEE

- Fine-Grained Access Control ®Bx{tHwmE

https://opensearch.org/docs/latest/security-plugin/audit-logs/index/

aws
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"audit n

"audit cluster name": "824471164578:audit-docs™,

o™ 5437e24@1bB7534a1452F",
"audit_c ": "COMPLIANCE_DOC_READ™,

"audit request origin™: "REST",

"audit_node_id": "saSevm9ASte®-pjAtYi2UA",

T17:57:85.815+08: 08",

"audit_format

"audit request remote address":

"audit_trace_shard_id": @,

"audit trace indices": [

"accounts™

"audit_trace_resolved_indices™:

"accounts™

"54.240.197.228",

": "contig:7.7.8",

[

"audit_request_effective_user”: "admin",

41
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BEE O (Audit Log) MEAHF]

{
"audit_cluster_name":"755684787623:0kta-saml-demo",

"audit_rest_request_params":{

[

r' I_‘ "pretty":"true"
fi
I:IL,Q "audit_node_name":"2ecl142acc83a9calf648d869f6f6389b",

"audit_request_initiating_user":"admin",
"audit_rest_request_method":"GET",
"audit_category":"AUTHENTICATED",
"audit_request_origin":"REST",
"audit_node_id":"WlcsmWkMS12sAo- gm__Wg",
"audit_request_layer":"REST",
"audit_rest_request_path":"/ cat/shards",

"@timestamp":"2020-11-09T14:14:00.139+00:00",
‘ Q "audit_request_effective_user_is_admin":false,

Amazon OpenSearch
Service

%\

"audit_format_version":4,
"audit_request_remote_address":"75.67.145.147",
"audit_rest_request_headers":{
"Transfer-Encoding":[ "chunked" ],
"Connection":[ "close”],
"Host":[ "localhost" ],
"Content-Type":[ "application/json” ]
5

"audit_request_effective_user":"admin"
aws }
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B2 07 (CloudTrail)

BED AWS H—E X EEE. APL J—)Lo0
/7% CloudTrail (CH

Amazon OpenSearch Service M

API T> RiR1> bk
(es.<region>.amazonaws.com) M
API 1—)LH SISk

OpenSearch RXA1> DT —Z(CXT S API
1—)LIFHUS ISR

BlliE OpenSearch RXA-1> T,

ESBOY OEUSHRENNE

“eventVersion”: "1.85",

"userIdentity™: {

"type": "IAMUser”,
"principalld”: "AIDACKCEV XAMPLE",
"arn™: "arn:aws:ia 12 :user/test-user”,

1 "1234

"accountId”

"creationDate™: "2813-83-21T21:59:117"

"invokedBy"

1
]

aws

eventTime":

: "signin.amazonaws.com”

"2018-08-21T22:00:05Z",

tSource™:

"eventhame” :

N © 2023, Amazon Web Services, Inc. or its affiliates.

https://docs.aws.amazon.com/ja_jp/opensearch-service/latest/developerguide/managedomains-cloudtrailauditing.html

"CreateElasticsearchDomain®
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BB 0O (CloudTrail) DE4RAI

CloudTrail Event history UpdateDomainConfig

UpdateDomainConfig

Details info

Event time AWS access key AWS region
September 30, 2021, 16:26:39 (UTC-07:00) ASIAAKH7XEV42PWVRVGX us-east-2

User name Source IP address Error code

kxz-Isengard 54.240.196.185 -
Amazon CloudTrail
Event name Event ID Read-only

UpdateDomainConfig 6ac8a041-a28d-4560-a934-e212b1133b49 false

Event source Request ID

es.amazonaws.com e32fbf3d-ede0-46¢7-93¢2-677a652dc821

aws
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VPC AICRAA>ZFTTO149TD

. FIRMRTZOLCRUS —&EBRT S

- REPOESILZBMICTD
J — REIDIESEZB3N(CT D

aws
~—

https://docs.aws.amazon.com/ja jp/opensearch-service/latest/developerguide/bp.html#bp-security
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SHOMNRI7OTAI> bO—)LZ2BRICT D

SOMART7 ORI SOV T FTSREY—, A2FTYVIRX, RFIAT B BLU
J+« —)LRIC, MBDIEE It AKY S —hESTE FlEE

T OCABHEOREZT—EE L RAA S TRNT BI5E(E. BNCT BT EEHEE

ey

Role Tenant

Team A —
Cluster Permissions
Tenant
Permissions
Index Permissions
Role Tenant
Team B

Cluster Permissions

8 % Tenant
Permissions
Index Permissions
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VPC NICRAA>ZFTTO149 D

RX > % VPC RICEREBI BT ET, 15—y M— DT+, NAT /U1 Z, VPN
EH/RLC. oY —EXAR EDRZEIMEEZTER

-
P”F‘
Is
Amazon Elastic Compute Amazon OpenSearch
Cloud (Amazon EC2) Service
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REITIONMINTSOF74 X

VY= ZR—ZADTIEZRIS—% RAA > (CHEFT BHIE. BIHEORAICHS. R
Ble LT, 7OERRUS—T “Principal”: {"AWS": “*" } ZERT 3 & (38113

SHMCHRT OIS FO-IDBERIR VPC POCARAA>, IAM R—ADFILCARUS—, IAM YRY—1—Y—& WS —fgER 85

UOTX

UOTR MEES

FALT IS

False False False False False

True B o tus —niurt B =omeneToezs R
sHzTE VA=A VAN -/ l‘\ H =
IAMEESLE B ¥R 2] AND 7 R T W7o 2 > k]

True .
SecurityGroup ' <X

—4rrgE
VPC (i S ADT IR ]

IAM FREBHRZER U I—Y5—DERICED

CTUOUIR heiXx{E & LRARCRERY

aws
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Data .
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- J—BREIDIESEICKD. HTTPS #BHETRAA 2 (OXESNZT—H(E. /—RETLTU
T— N3/, EmXPEESETNEEFE

DNS 00/ A &5 —723%7E ”F& Amazon OpenSearch Service AWS Certificate Manager Tz
L BB R ERL. /el R h—
L
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Customer domain name b 'V':: o a ; -",\'v' a ACM Cert (07,
CNAME -> RS
Amazon OpenSearch Service % A.“
4
I
J— REDOES{LEEMCTS Port4430Only | SEBAZEZEZSBL. DHDPTL)
Z & T. HTTPS TOEE%M : DNS &2ZIBET D
= !

A
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1

A
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- AWS Security Hub Z¥|HH9 & T TFa1UTr £ED
RANTSOF7 4 AIT3ADTWLBHVETF T W08

- AWS Foundational Security Best Practices MiZ#%FIFHI D

- Amazon OpenSearch Service RX-1 > (& AWS Config (C
KD THIR— hENTWBeH. BRI LIL—IVLICKBDEIMDF T v IERIEE

All enabled controls ¥ Download

Q

Title: OpenSearch domains should encrypt data sent between nodes X ‘ ‘ Clear filters

Compliance Status ¥ Severity ¥ ID v Title v Failed checks

) Passed B MEDIUM Opensearch.3 OpenSearch domains should encrypt data sent between nodes 0 of 23
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KL< HDEM: https://aws.amazon.com/jp/opensearch-service/fags/

NSO a1—5+ > https://docs.aws.amazon.com/ja ijp/opensearch-
service/latest/developerquide/handling-errors.html

#l<&: https://aws.amazon.com/jp/opensearch-service/pricing/

NI NTS525 4 X : https://docs.aws.amazon.com/ja jp/opensearch-
service/latest/developerqguide/bp.html#bp-security
https://docs.aws.amazon.com/ja jp/securityhub/latest/userqguide/securityhub-
standards-fsbp-controls.html#fsbp-opensearch-1

SIVFTFH> hOFTF—SIDEIES)L ; https://aws.amazon.com/jp/blogs/apn/storing-

multi-tenant-saas-data-with-amazon-opensearch-service/
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https://aws.amazon.com/ip/premiumsupport/
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http:_s://console.aws.amazon.com/support/home#/case/create?issueTvpe=customer—
service
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https://aws.amazon.com/ijp/events/

JI\>XA>AFT WY

https://aws.amazon.com/jp/aws-jp-introduction/aws-jp-webinar-hands-on/
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https://pages.awscloud.com/JAPAN-event-SP-Weekly-Sales-Consulting-Seminar-2021-reg-event.html|
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