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sensorId: 28 currentTem|
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SELECT
a.account_number, a.firstname, a.lastname,
e.id, e.name

FROM accounts a

JOIN employees_nested e

ON a.account_number = e.id

SELECT al.firstname, al.lasthame, al.balance
FROM accounts al
WHERE al.account_number IN (

SELECT a2.account_number

FROM accounts a2

WHERE a2.balance > 10000

)

https://docs.aws.amazon.com/ja _jp/opensearch-
service/latest/developerquide/sal-support.html

https://opensearch.org/docs/latest/search-plugins/sal/sgl/index/
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PPL (Piped Processing Language)
+ PPL &(Z. /N4 T | TONX> RZBEWCTUIEZ SR T 2558

« REFCIFT TR, TJ+o— )LI\OM —AUEHDT 1+ —I)LRIC
DENT BDIR EEMIIREERIEE

doubleAge

host
ol

amberduke@pyrami.com pyrami.com

hattiebond@netagy.com netagy.com

null null

daleadams@boink.com boink.com

aws b Services, Inc. or its affiliates. 39
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Amazon Managed Grafana (AMG)

LR, 2. SIA%ZE
BRIZJILNYHR—= R
Grafana H—EX

Grafana (&. RE2S5—72
FA—T >N —D
DTSV T A—LI
RESNTULDIGFTICEE

Dflj I<\ -U-_ I</ f—j__’lld)
TV = ANSE5ND

ANJUDRDOOIT, BIfRAE.
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Amazon Managed Service for Grafana (C KB E]{R4L

[ ]

[

[
Query PPL
Format Table

+ Add query ) Query history

Table

request_count
12

67

106

125

154

208

240

330

aWws

S

source =

» Show help

@ Inspector

opensearch_dashboards_sample_data_logs | where response='484' or response='583'

host

opensearch-opensearch-opensearch.org

cdn.opensearch-opensearch-opensearch.org

cdn.opensearch-opensearch-opensearch.org

opensearch-opensearch-opensearch.org

www.opensearch.org
artifacts.opensearch.org
www.opensearch.org

artifacts.opensearch.org

© 2023, Amazon Web Services, Inc. or its affiliates.

OpenSearch D > 5w O R %0 =I5 —TJ) LK TRRIE
Lucene Query (CH0X T PPL &FIAEE]gE
VPC D OpenSearch RAA>EF—FYV—-XELTH/R—k

| stats count(request) as request_count by host,

[1+]
7]
=]

onse

503

203

404

404

203

503

404

404

https://docs.aws.amazon.com/grafana/latest/userqguide/using-opensearch-in-AMG.html

response | sort —request_count

41
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Amazon QuickSight

o ISV RRATa TSN —/\—LADHP—EX
» ER. XT—5J)L. BEREFIUT
« RFMRAACHE U= R E B DX MAKR

) (o) (&) (4

Built Developer ML-powered Enterprise
for scale focused insights for end ready
users

Scalable Pricing

Try it free Today @
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Amazon QuickSight (CKkBEI4R1L

- OpenSearch 1 >7 WO XD7T—SZED a1/ - FHhieIEE
-  VPC A®D OpenSearch RXAA>HE7—FYV—-XEULTHR— b
. —EHRFIBATERVWESATILIATHEFEIETSD

- text BU{2 object Y72 &, QuickSight THIR— hENTLVRWT—SFBRID T 1 —)L R(&

+ apD v e AUTOSAVE ON @ =< =

Lines
_d‘m‘ (Count distinct) v

Choose your table

Visual types -
fF Q€=

a7 e

° w

5 Group By: timestamp (Week) -

adWws
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OpenSearch (CHTDT—FEIA

OpenSearch (Cld Pipeline EWSHEEEN S D T —FIX AR ICRIZ /R ZITINIEZ
I ENTESD. F Index Rollups 12 Index Transforms &U\o 7ZEE
SEFI B3 & T, OpenSearch L CEEUET —S9ZERIBZ1TDS C & HBRlEE

- Amazon Kinesis Data Firehose ¥ AWS Glue & &M AWS H— E X200
H—K/\=FWY—)L%Z OpenSearch 4 TX1T9 K5 EEED. KDFEREAT—FID
PIBHNMTX DM, T —FUIR(CHIDBERIZNEBCATO—RTEDIAIUY hEHD

[ I

— _I—> Pipeline Rallluss ' -
- |:|-'-<{ —
Transforms el
N %

L W—)L
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Pipeline

NRIB RIS % 5 — &BY DIAH BT S o8 DIHE.

BUTF DK DRI Z T 7R— |~
J+—)LFOENM. HIFR. B, T+ —)L FEDESRX
JSON X =FFHD)\—X

IFARFIRD T /R—

XFHDESRZ. 7E)

Painless Script Z#IA U270 X5 LULE

N S, © 2023, Amazon Web Services, Inc. or its affiliates. 46
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Pipeline "CEMA P RE/MLIE (—EPTRAT)

Pipeline C{ERAA]gETRMLIEZ Processor &M/,
Processor M—&E(d  nodes API K DHESRBIEE
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Index Rollups

- FFRINT —HEHDIEHYUZIEN T DHEE. DN UIERIA 2T v IR IR
- D5 IR OESHLIE DR REIEHE AR
- ERAEIT. ENEStZY/R—b

- %l\%roo [CATE®D 0:00 NMSHED 0:00 FTHFT—FEEFTT DLV HEERITICE

=0n | Amazon OpenSearch Service

fiel
Retrieve Store Page
data every ., . .. views per
—_ Accesslog ==/ minute === qinute - =
Client Index Rollup Job Index
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Index Rollups > &

Bl > F4

- C EREE

BH:Y IS —RET —INSHROERREELRZESTL. 5T TEHRIETD
B WRDT —F A ANKREVEH, EHIRIDT -5 U TES =T LB E.
AV aR— FOFRREEMET IS

¥R Index

index

taxi-2009
taxi-2010
taxi-2011
taxi-2012
taxi-2013
taxi-2014

taxi-2015
taxi-2016
taxi-2017
taxi-2018
taxi-2019
taxi-2020

adWws

S

pri.store.size

26.7gb
27.8gb
27.6gb
28.7gb
28.4gb
24.1gb
23.1gb
22gb
16.4gb
14.6gb
13.2gb
3.8gb

SEETPrERRE(17.1 #2)
* i3.16xlarge.search x 3 node

© 2023, Amazon

Web Services,

Inc. or its affiliates.

{
"took": 17164,

"timed_out":

" _shards": {
"total": 12,
"successful": 12,
"skipped": O,
"failed": O

1

"hits": {
"total": 1193445756,
"max_score": ,
"hits": []

1

49



Index Rollups > &

15l > XTREFGR

S EEMD T« —I)LREO—IL7Y T 3T THRES

BR: O—L7 Y TSN Ty IR ETRULICERT BT & T,
D5 I DFRFEENAIRCHE

SEPAERRI(S S UML)
¥R Index i3.16xlarge.search x 3 node

index pri.store.size

daily_passenger_count 870.2kb

{
"took": 8,
"timed_out":

" shards": {
"total": 5,
"successful": 5,
"skipped": O,
"failed": 0

b

"hits": {
"total": 3305,
"max_score":
"hits": []

B

adWws

S
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Index Rollups > &E 5%

AALRIT T4 —)LR. EETH/ROT 1 —)L R, EEHTARAWDHETZIEEIT D

Time aggregation Additional aggregation (0) - optional

Your source indices must include a timestamp field. The rollup job creates a date
The sequence of fields may influence rollup performance. Learn more (3

Timestamp field
Sequence Field name Field type Aggregation method Interval Actions
tpep_pickup_datetime

Interval type Mo fields added for aggregations

Fixed

© calendar Add fields

Every 1 Day

Timezone Additional metrics (1) - optional ‘ Disable all v H Enable all v H Add fields
uTC

You can aggregate additional fields from the source index into the target index. Rollup supports the terms
tion (for all field types) and histogram aggregation (for numeric fields).
A day starts from 00:00:00 in the specified timezone.

Fleid Ndlie All Min Value count Actions

passenger_count (<]

Rowsrperpageid

© 2023, Amazon Web Services, Inc. or its affiliates.




Index Rollups > X531 —)L=ELT

Schedule

—— —_/— — —— — - Enable job by default
s ERIEAT(CL D, —ERIR CRTLEZ HE)
CTEITI DI ENOJEE

- HESIIR(CIIS L TLVBTzsD. A RU—LA
F—=H(CHIT DT UTILT A LIRSS
#1T5 T & hiolEE

EEREEEMET BT, EEHIASD
D EEETHROT > RO%Z> bO—)LA]
HE
Bl EITAAZOFBH 1B, Bilr 1 EE(CEE

EIDCET, 1:00 (CATHD 0:00 "5EHD
0:00 ETOESTHFEITEND

adWws
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Index Rollups > &&Hi&ERD I ILFU D

- Rollup Kf(CERDEETEZIEN T D EH AEE
. ZTTIELR I« —ILR(E. Rollup &Nfe—+ > 7w I X% EMH U TE =T
DERDT 1 )LFUIR(TED Z & H elEE

Additional aggregations (4)

Sequence |-




Index Rollups > &l

» Rollup &Nz > 7w O R (IESHUIRTDHFI B EE
= “size”: 0 DIBEN WA

B TIE
JA4ILFU D

EUIEM DT« —)LRZIBEL TCDFT—4
(FANeE]

 Rollup @Nfe1 > 7w O RZBE Rollup 9832 &EETER
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Index Transforms

« D Index (CXF I DEEHERZHID Index (CR1F I DHEE

- BRI —H(CHINR T, FEEFRINFT—HDESTEYR—

- THAETT. EP&EStEY/R—b

- ZEEHSNIERBROURIEESEIR, SRIESTEITOCETY VI a/R—RD
FRREDEEY, 7IOTCRABOEEREREWVNDTEXA DY MHRESEND

‘
]
Py Amazon OpenSearch Service
Ife! P

Retrieve & Store
transform transformec
Access Lo d———
— g AT I=15/- data — data AT I=19/
- ) —=- E——)
Client Index Transform Job Index
"’a'-v_v.'/&’ © 2023, Amiazon Web Services, Tinc. or its affiliates. 55



Index Transforms > ;ERAHI > B+ LR
=

S5y IYA NORERENS, 1=—m1 2227 7
l_ﬂ-_: td)ﬁ gﬁﬂ%lgﬁ@ﬁﬁ%ﬂzmbtb\ S[:Et-arnsearch dashboards_sample_data_ecommerce/_search?filt
- ﬁgﬁﬁ%lgﬁl()oomﬂijﬁ@l—ﬂ'—’;& gr_ptath=hit__(sj."hiEst.ﬁelIds{_t "Eizle":__l,”]"ﬁ'elds"i ["C,).rdfeq_—dfte",.
. customer_id", "taxless_total_price"], "_source": false
= 1000 ALk 10000 FAFRmDILI—H —2X .
= 10000 LA ULEI—T —#K i L
=¥EE {"ﬁelds" : {
ERRER "cl)lrder_ijat?" D[ . )
J Oy FAMBTHIUELLTF Dk S ([CFREHI AR T T
EETE3M. OpenSearch Dashboards M e
AL TIE, DK SRR Lo
H7R— R LU TULVRLY el

Q© d1—Y-—-CEmARZETED EIFEEt=
aggregation TR

@ ODFERZERID Index (CFEEFEU. range C
gaE ;]

aws D 56
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Index Transforms > &

5 > XER

¥R: Index Transform ZERA U1 - -2 EORAREBAREDSET Z=ERISEST
Select fields to transform

Original fields with sample data

i 52 columns hidden

customer_id order_date

taxless_total_price

Per p

Transformed fields preview based on sample data
This

s fire
i@ Columns
order_date_date_histogram_month

customer_id_terms
1 AN

sum_taxless_total_price

197

adWws

S
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57



Index Transforms > &
BE: EpiEs R ARE LSS0 TR, ARt EEE

GET
transform_opensearch_dashboards_sample_da
ta_ecommerce/_search?filter_path=aggregatio
ns.
order_date_date_histogram_month.buckets
{
"size": 0,
"aggs": {
"order_date_date_histogram_month": {
"date_histogram": {
"field":
"order_date_date_histogram_month",
"interval": "month"

"sum_taxless_total_price": {
"range": {
"field": "sum_taxless_total_price",
"ranges": [
{ "from": 0, "to": 1000 },
{ "from": 1000, "to": 10000 },
{ "from": 10000}

]

5 > #58R

© 2023, Amazon Web Services, Inc. or its affiliates.

"aggregations"” : {
"order_date_date_histogram_month" :
"buckets" : [
{
"key" : 1638316800000,
"doc_count" : 46,
"sum_taxless_total_price" : {
"buckets" : [
{
"key" : "0.0-1000.0",
"from" : 0.0, "to" : 1000.0,
"doc_count" : 0
iy

{
"key" : "1000.0-10000.0",

“from" : 1000.0, "to" : 10000.0,

"doc_count" : 45
+

{
"key" : "10000.0-*",

"from" : 10000.0,
"doc_count" : 1




Index Transforms > ;ERHI > #ZEH

fi#sR: Index Transform (C K S1E 4 DEFTHER (L document & U TSNS N STz,
aggregation (CKDBESTH AJEE

GET transform_opensearch_dashboards_sample_data_ecommerce/_search?filter_path=hits.hits._source

{
"hits" : {
"hits" : [
{

_source" : {

"transform._id" : "opensearch_dashboards_sample_data_ecommerce",
"transform._doc_count" : 32,

"order_date_date_histogram_month" : 1638316800000,
"customer_id_terms" : "10",

"sum_taxless_total_price" : 1977.3515625

_source" : {

"transform._id" : "opensearch_dashboards_sample_data_ecommerce",
"transform._doc_count" : 67,

"order_date_date_histogram_month" : 1638316800000,
"customer_id_terms" : "18",

"sum_taxless_total_price" : 4331.796875
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T —F X FT D=7 TILTA LR

- Index Rollu
JEHR— b

- EUEITDS

=
EHIEZITD C EHVEJRE

ps (Cdp D ToIEEEITIS

ssTiakld LESSNDLDIC

|\:F:L>(/ N ID H\E&Et SN TL\B 8.

HEL

aws
S

— AN ZERUERENIZE L TEH.

§<n-|_%i%§'ﬁ:h\ BEEUTRESIND LG

Specify Schedule

Schedule

Job enabled by default

~ Advanced

Pages per execution

1000
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nginx O2BDIAH /A TS A > DIEEEA

1. O8I ® Kinesis Data Streams & &
s3 )\ NDYER

2. BTCDEQAAIAICOTINERD
OJI—>x> bz =)L

3. IAMO—=JLEAREIRTOT7AIVZEERU.
Kinesis BEEDIEREZ {5

4. EC2 A >RAA>RA(C 1AM O—) L% BaE (Tt 1+

5. EQARAAAICOJA> L. OJI—>x> b

DRTEI 7 A I ZELE, T—FV—X,

77r 7u I\ FEde) Y — A& EcEk.

6. i, >—AfE. I5—/\>RUDO%
ﬁ’) Lambda Functlon T RE

7. OpenSearch DO S+ JHYA D)L ZE&E

8. OpenSearch Dashboards £ 45w = 17/h— RZEVERK

——1. Upload log——————>| ——2. Trigger Lambda—|
G
azon Kinesis Data Streams
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Welcome, Joe (Sign out)

Log Hub YV U1 —=>=

AWS Solutions

Log Hub

Log Hub
Build log analytics pipelines on
Amazon OpenSearch Service

Log Hub (name TBC) is an AWS Solution that simplifies the bulld of log analytics pipelines,
Including log Ingestion, log processing and log visualization

Get started

¥ Domains

© Amazon OpenSearch domain

AWS CloudFormation

Log Analytics Pipeline

¥ Log Analytics Pipelines

Applicatio

¥ Resources

Benefits and features

Log Hub console

Create and manage your log analytics
pipelines with a few simple clicks on
the Lob Hub console.

Codeless log processing
Cleanup and enrich the log data
without writing code via AWS
developed or AWS verified log
processor plugins.

Use cases

Troubleshooting

Ingest both AWS Service logs and
your application logs into Amazon
Opensearch. Understand what went
wrong and why, and fix it. Assemble
the puzzle in software development

@ Feedback (@ English (US)

adWws

S

Getting started (2

Log ingestion

Ingest both AWS service logs and
application logs into Amazon
Opensearch in a single web console.

Bootstrap data insights

Bootrap the creation of Kinaba
templates to get data insights with a
collection of build-in Kibana
templates for AWS services and
commonly used softwares. e.. Nginx,
Apache HTTP Server.

More resources (2

Compliance & Security
Store your log data and have it
available for audit. Keep your
workload to meet compliance
requirement such as MLPS, GDPR.

Privacy Policy

Terms of Use

>0 — MCED, duRiL
IDATINA T4 >D
VU1 —=>3>%FEH

sREFMBOER Y —)LT
—¢+

JGiiOo

BIF D OpenSearch RX-1>
FIFAB]EE

© 2023, Amazon Web Services, Inc. or its affiliates. 65



Log Hub Z{EF Uz Nginx OJ DR DEE

L

Configuration
Amazon OpenSearch domain

Select an imported domain. You must import domain E before you select from t i

Config Name

Sample dashboard Info
Create a predef

defined sample dashboard in Kibana

O Yes
No

¥ Additional settings

Index Name
The default index is <bucket name>-S3-YYYY-MM-DD. The log collector will append -YYYY:

log-hub-dev -S3-YYYY-MM-DD

S) Search Dashboards o @

1. Log Hub >V —ILTYDRZIUWOLTNS > ZEIRU.
OJI—->1> hZEEmIICA > A =)L

2. Log Hub O>YV—)LC. ERICERESNEOII—>1 > MNEEZ

EIRL, OJIT—>x > MMCEEMICER,

Log Hub 1>V —JLC. %B5E® OpenSearch RXA1 > Z18E

OpenSearch Dashboards TERICERE SIS WS 27— R(C

7OtX. DA

« L PR ERR = 20 9

N S, © 2023, Amazon Web Services, Inc. or its affiliates. 66
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Log Hub J7/—FF7 0 F v —

Log Hub Console

Authentication Provider

Log Pipeline Management : Service Log Pipeline

Authentication

) P 5
Amazon Cognito User Pool OpenlD Connect | i '
o |

AWS Step Functions — Amazon S3 AWS Lambda

AFI Module

R BT RO f ! Amazon CloudWatch Logs Amazon Kinesis
' i Data Firshose

Amazon QynamoDB

Read apd Write

Backend APl H
: > > Log Source Management ' ' Application Log Pipeline

A )
gea'-:'l Service

Resolver
Install

and \
AWS AppSync AWS Lambda | Monitor Agent ! \__
| el o e

Amazon EC2 | Amazon Kinesis

AWS Systems Manager

Static Web Assets  — Data Streams

yfluentr,- t

| ey LI
Frontend Ul \ (Generate
H i Configuration

Amazon CloudFront Amazon 53 Amazon EventBridge ' AWS Lambda
! Amazon EKS I
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https://awslabs.github.io/log-hub/en/implementation-guide/architecture/

Log Hub Workshop

LogHub Workshop Home Books

[ -

Rediscovering
JavaScrip

Master ES6, ES7, and ES8

Venkat Subramaniam

Javascript Master
$10.00

View Detail -

Toys

OREILLY"

The
Hitchhiker’s
Guide to
Python

BEST PRACTICES FOR DEVELOPMENT

Kenneth Reitz & Tanya Schlusser

Python Relase
$20.00

View Detail =

J=b

K N
RDS (MySQL)

Web Photos

CloudFront

Il

Amazon OpenSearch Service

https://awslabs.github.io/log-hub/en/workshop/introduction/
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Security Information and Event Management

TF1UTrEs. RV hD—Dias. TDMDH 5P DHEED
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AWS 315+ *j—‘I:“Z

8%
GO

AWS
Organizations

AWS
Security Hub

skl
Identify

1)

AWS AWS Trusted
Config Advisor
2.
’ ‘Q
{:_=..:> oPro
§~°'0

AWS Systems AWS Control
Manager Tower

aWws

S

B 2

O =

AWS AWS AWS AWS
Shield Certificate KMS Network
Manager Firewall
\f‘\/ O"o @_ \/‘\/
W QO & (&)
<N\ ~\
AWS AWS AWS AWS
WAF Firewall CloudHSM Secrets
Manager Manager
4
= a4 =)
s B & B
Amazon IAM AWS Amazon
Cloud Transit VPC
Directory Gateway
QB & B
pa=
AWS AWS Amazon VPC AWS Amazon
IAM Directory  PrivateLink Direct Cognito
Identity Service Connect
Center
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Amazon Amazon I ["rl AWS
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I Detectie - £ OpenSearcI{ D

oy oN I AWS Service AWS
em— T CloudTrail CloudFormation

Inspector  Security -
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R Investigate 79" &IH
Detect Automate R€Spond Recover

Snapshot Amazon
C@ %’ S3 Glacier

Amazon AWS Step {\‘)
CloudWatch  Functions g

Archive
C\ CloudEndure
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SIEM on Amazon OpenSearch Service
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« AWS CloudTrail
« AWS Network Firewall
« Amazon VPC Flow Logs
« Amazon GuardDuty
« Amazon Inspector
« Amazon Security Hub
= GuardDuty
= Amazon Macie
= Amazon Inspector
= AWS IAM Access Analyzer
« Amazon Trusted Advisor
+ AWS CloudHSM
- AWS Config / Config Rules
 Linux on EC2 (/var/log/message, /var/log/secure)
« Windows Server on EC2 (System/Security)
- AWS Directory Service (Microsoft AD)
« Amazon SFx for Windows File Server
« Amazon WorkSpaces

Elastic Load Balancing
= Application Load Balancer
= Network load balancer
= Classic Load Balancer

- AWS WAF

= AWS WAF
= AWS Classic WAF
- Amazon CloudFront
= Standard access log
= Real-time log
- Amazon Relational Database Service
= MySQL/MariaDB/PostgreSQL
- Amazon Managed Streaming for Apache Kafka
- Amazon ElastiCache Service for Redis
- Amazon Managed Streaming for Apache Kafka
- Amazon Elastic Container Service
- Amazon S3 access log
- Route53 Resolver DNS query log
- AWS Client VPN
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SIEM on OpenSearch Service 77— F v
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