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—C\ g 5 AWS Management
Console for CodeCatalyst

AWS administrator
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3. Set up enterprise space and

» |AM Identity Center (& Organization 1 > A5 > & | Y
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Choose IAM Identity Center application name 13

An IAM Identity Center application connects your workforce directory and CodeCatalyst.

Display name

Enter a name that represents your team, organization or company.

| ccexample-app IAM Identity Center (C3%TE 9 D application name (&
Display name must be between 3-140 characters in length 0 D _} \) b(:—%t“@% : & (:5 %

AWS Identity Center application name

0gging to CodeCItEgyee

‘ mycompany-cc-example-app

Choose or create a CodeCatalyst space i
Create a space or choose an existing space to connect to 1AM Identity Center

AWS region
ap-northeast-1

(® Spaces start on the Free tier. The AWS accour J/){—F &“-5 5 BE_I-ﬁE

() The identity store ID is pulled from the j 7 — W Space 'ﬂzﬁiélﬁlﬂ%(:jl;l/_\/a )%t“/ '\7“]7
S« JTICTFEEYT D AWS Builder ID ZFIFEHD Space (CTTFTL—>3>
O Newspace trw K7W (58795 & AWS Builder ID (FEERNCIRD)

Create and choose new space that you

Spdlc ridie

mycompany-cc-example-space

Space names are limited to 140 alphanumeric characters, and can't be changed

Cancel ‘ Previous Next

https://docs.aws.amazon.com/codecatalyst/latest/adminquide/concepts.html
https://docs.aws.amazon.com/codecatalyst/latest/adminquide/setting-up-federation.html
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[Tea mA: Contributor
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@) CodeCatalyst Space 12D User ZIEE I D : |
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|
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IAM Identity Center
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v

v

(Space WODJ )

[TeamA: Contributor

] [TeamB: Project Administrator

|
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L RAA RRA || RAA A
| | :
I : I : :
I I
| : : I =
@) CodeCatalyst Space I
: - | \
| 4 \ 4 I
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I \ 4
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J
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C@ IAM Identity Center

Group-A Group-B Group-C Group-D

R_A | [2&& | R2&A a

) CodeCatalyst Space

I V ' I

I Team-A Team-B i :

I i v

| Limited Access Power User I Space Administrator
I I

: ¥ Project Z/ER L. Project Role % Team
] | Project-A : (59D

' I

] [TeamA: Contributor } [TeamB: Project Administrator } I

I I

I
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AWS 77O AR—F)Lns 701X

aws

est1 v Projects ¥

sso-kuni-test-1  Projects  Activity Settings

Projects (1)

signin

((Your projects

Sign in Username:
g skunikan@amazon.coJp (not you?)

Password

Amazon
CodeCatalyst
Username

mpar

_ . Reports

XXXXXXXXXX(@amazon.co.jp ‘Show password Forgot password
signin

cancel

CodeCatalyst 18 Login J - —

Choose a sign-in option
Sign in using your AWS Builder ID or with your organization's Sign in
Sign in using SSO
Sign in with AWS Builder ID Username:
skunikan@amazon.co.jp (not you?)

Center application name

anycompany-cc2948

Application name is provided ur company administrator

Sign in

Username Password

Use Single Si n (SSO)

No account? Create an AWS Builder ID

Continue to 1AM Identity Center XOOKXXXX@3MAZon.co.jp

Show password Forgot password
Next

Cancel

|AM Identity Center @ SignIn A — /A
aws
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CLI/SDK T® CodeCatalyst $={E

» CodeCatalyst DUV —X(c (3 Space O User TP ITAIIWENDHSD (IAM
D l/?‘//V)I/_C(Zt7/7JG7\_C%7aL\)

e AWS Builder ID UK (& IAM Identity Center Z#/FH9 5 SSO D Profile Z#5E
BICAERL U CTH <

e CLI/SDK TI(34ER% L7z Profile ZFIFHLU CUY —XIC)77OTZ X9 B

° E/_\ . ° E/_\ .
AWS Builder ID DiZE®D Profile 4 IAM Identity Center MIHE®D Profile 4
[profile codecatalyst] [profile codecatalyst]
region = us-west-2 region = us-west-2 SREE(CfE> TL\D 1AM Identity Center
sso_session = codecatalyst sso_session = codecatalyst AR ADY)—=3> & Start URL
[sso-session codecatalyst] - [sso-session codecatalyst]
sso_region = us-east-1 sso_region = ap-northeast-1
sso_start_url = https://view.awsapps.com/start sso start url = https://d-0000000000.awsapps.com/start
sso_registration_scopes = codecatalyst:read write - sso_registration_scopes = codecatalyst:read write

https://docs.aws.amazon.com/ja_jp/codecatalyst/latest/userquide/set-up-cli.html
https://docs.aws.amazon.com/cli/latest/userquide/sso-using-profile.html

aws
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AWS Builder ID DiF&(FZZT

CLI/SDK T®D CodeCatalyst $#{F AVS Buider 0 i 1

IAM Identity Center ZFIBB LT T L —>3 > DIHED AWS CLI DA

$ aws sso login --profile codecatalyst el

Attempting to automatically open the SSO authorization page in
your default browser.

If the browser does not open or you wish to use a different
device to authorize this request, open the following URL:

Authorization requested

Sign in

Username

one given to you. XXXXXXXXX@3Mazon.co.jp
# ABCD-EFGH # -
.

https://device.sso.ap-northeast-1.amazonaws.com/

Then enter the code:

ABCD-EFGH
Successfully logged into Start URL: https://d-
00000 . awsapps.com/start

$ aws codecatalyst list-projects --profile codecatalyst \
> --space-name [YOUR SPACE NAME ] '

(CodeCatalyst 'J Y —ZAADT7 It I HVEIHE) [P

access your data.

You can close this window and start
using botocore-client-codecatalyst.

https://docs.aws.amazon.com/ja_jp/codecatalyst/latest/userguide/set-up-cli.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-using-profile.html

aws
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PAT (Personal Access Token)

- O—AJL Git W—JLH'5S CodeCatalyst DUNRT NUADTF I RIS PAT
(Personal Access Token) ZFIFH9 3

« PATI(Z User (CEHETITEND
e User B"&HNIL TL\B I AN TD Space/Project THEBU CHREATES

e PAT E1THR(IBEE EIC—ELITRREIND

- O—AIIO2EI1—F—([CZRIHEFULTHIATSD
o MARFLERBEULHZBEEFHULWEDZFEM L. BIFEOEDZHIBRT D

MySetting MSFE1T




AWS 7ZHDJ > MDIESTE

aws
~—



BEED AWS FHI> N EDi{TF _

@ CodeCatalyst Space

Project 570, etc...
[ Worlflow ]

e Space [C AWS ZHD> bEDIHMIITZRTET D&

>

Customer AWS account (Dev / Staging / Production)

== NCTED
Space BEA N2 hOJHT - FMTFSNTZ AWS PHT M UTIELTFATE
BEIICRD

« Workflow ""5d AWS UV —XX 7701 R
«  Workflow "5 ® VPC &t
« BEOFERBIUOBEEANR> bOOTDHES

sROK 77D 2 . GBERFHINEUTEELETAI M)
1Dd Space ([CX LT 1DEFERTE

o8| Customer AWS account (Billing)

aws
~—



BEED AWS FHI> N EDi{TF _

@) CodeCatalyst Space Dé Customer AWS account

@ ST L TESE — @ #ER
Q FAE%ZFu] 9 D IAM Role Z5%E (FiER!)

@ IAM Role 5| =21 C —

—FoLT > v)LEUE

AWS UY—XDIRE (701 %)
. VPC #Z#%:

o HMMTVIERTEDST T (CIE AWS 77870 > MADEZRH R

» Space Tld AWS 77> MMIFFRISJZ IAM Role DHNNSHBEIXHDZ
EIRLUCHlE=T. AWS UY —X(CT7O1TRTD

Q > © 2023, Amazon Web Services, Inc . or its affiliates.



HEERD AWS 7HD > b EDFRTT

@) CodeCatalyst Space = é
( AWS Account (Dev) ) -------------- >
05
& ﬁ { AWS Account (Staging) J .............. >
Space 9TE
Administrato
r
/ Power User .
Ho
( AWS Account (Production) ) -------------- >

Customer AWS account (Dev)

IAM Role (Deployment)

IAM Role (VPC Connection)

Customer AWS account (Staging)

IAM Role (Deployment)

IAM Role (VPC Connection)

Customer AWS account (Production)

IAM Role (Deployment)

IAM Role (VPC Connection)

« Space & AWS 77> bR T (X Space LNV TEET D

« EHTEIC(Z Power User L EDIEREH HE

aws
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VPC EfRsSTE

@) CodeCatalyst Space

ENI /ERRTR EDHERR DN IAE

Customer AWS account (Dev)

[ AWS Account (Dev) ]

IAM Role (Deployment)
4

8 _a=

IAM Role (VPC Connection)
t 4
Space (

Administrator
/ Power User

: VPC
VPCHz#E (Dev) } .......

@' Subnet

« VPC EEDEIR(X Space LNILTITIRD
« Space ([T TSN TULND AWS Z7HD> b5 $=i#cst VPC/Subnet 1 2
#e(CFF 9D IAM Role ZiEIRT B

aws

N
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Environment
1 D@ Environment (CH8#3D VPC ###:(3 Option

@) CodeCatalyst Space AWS 77 NI R ZERECED

-
Project
j AWS Account (Dev)

ooooo

K )
ooooooooooooooooo ( \

........ N VPC}&ﬁlﬁ (DeV)
A k J

EFRLJE ( N\ ( N\
Project ﬁ Environment (Staging) — [reeeeeeeeeeeefeeeeeeeeeees > AWS Account (Staging)
Administrator \ y \_ J
\ " A 4 )
Environment (Production) — [eeeeceeceeeee]ereeceeeeees » AWS Account (Production)
. J \_ J
\ y,

» Project AT, &L AWS 702 P VPC ZE & T [Environment] EWDEAT
TEHEID

« EYTEICIX Project Administrator DHER N NE

- Space CHHMIITNESNTULNTE. Project AT Environment & U CTEEE AL TULVRLY AWS
e 71> BCIE Workflow IS 7 0T A TERL)

N © 2023, Amazon Web Services, Inc. or its affiliates.



Workflow Hh'5 AWS UY—=ZADF7 It

@) CodeCatalyst Space

A

0o Customer AWS account - Dev
r A
Project
( Environment (Dev) ) —> ( AWS Account (Dev) ) _> IAM Role (Deployment)
5 < _ + IAM Role (VPC Connection)
@D ED AWS FHI> MRS B L

ED IAM Role Z5| X (TN
ZIEHU—BEFILFT > vILZEUE

Workflow

(o ) ([ stem | @ UY—RICFIER (API) ...

J/

Workflow OHH5S Action < & (C Environment Z38E L. €@ Environment Z{E> TJ’
1 A8JgETR AWS 7> bOFEWNS T O Rk HI > hiER

701577730 > N THIHBIEERR 1AM Role DN S ARSI U BUIREDEER LT
5|EZ(F. AWS UY—X([CT7 TR

aws
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Workflow Hh*5® VPC &R

@) CodeCatalyst Space Elé Customer AWS account - Dev

r N
Project

( Environment (Dev) ) o= ( VPCiE#E (Dev) ) \ @ IAM Role (Deployment)

IAM Role (VPC Connection)

(1) VPC #§EHD IAM Role Z5|EX1F T

—&FolL 7> vIL=ZEE VPC

Workflow @ Subnet

(“reton ) (“ction )

\ J

» Environment [C VPC IZRNERESNTVDIHREE, FOE NI IAM Role Z5|EF(FT
VPC (CH&fe (#&Hcst VPC (CENI Z/ERk L. Action EITIRIR(C 7S W F)

« Space C T IJAJL b VPC EHEHERKESNTULDIZEEIL. Space AD I N TD Workflow

Action D EATRIVIRESTETR U CEEIM(CED VPC (CHEH I D
e (Environment DIEXE CLEEOJ&E
W

Q > © 2023, Amazon Web Services, Inc. or its affiliates.
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Workflow D'5® VPC

HlfRS51A

« Space EEUU—=3>20D VPC ([COHET CED

« Compute Type: Lambda @ Workflow Action 75 (33Fkt CE 780N

« Operating System: Windows @ Compute Z{£> Workflow Action H\5 (FixE#c C =780
« CodeCatalyst ' VPC NIC/ER I D ENI (C Public IP #1593 & (FTE/0)N

Internet \D#RIgZ=HE I B4l Al —=3 > A \D77 ot RX%=ZEIR T D5
ad

Internet

&7 Virtual private cloud (VPC)

Connection
@ Private subnet

CodeCatalyst Aurora

Workflow ENI ; Database
CodeCatalyst NAT Gateway i
Database Workflow ENI
"""""""""""""""""""""""""""""""""""""""""""" VPC Peering
https://docs.aws.amazon.com/codecatalyst/latest/adminguide/managing-vpcs.html Or TransitGateway + TransitGateway Peering

https://docs.aws.amazon.com/codecatalyst/latest/adminquide/manaqging-vpcs.set-up.html
https://aws.amazon.com/jp/blogs/devops/using-amazon-codecatalyst-with-amazon-virtual-private-cloud/
aws
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IAM Role — /R S —

CodeCatalyst D Space "o DFIFH%ZEFrR] 9 S IAM Role 15

"Version": "2012-10-17",
"Statement": [
{

"Service": [
"codecatalyst-runner.amazonaws.com",
"codecatalyst.amazonaws.com"

FERD = — Dl

—Effect : Allow,, CodeCatalyst @ Service Principal Z18%E
"Principal™: {

YFTED Space DI N TD Project N SDFHEEFT]

]
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:codecatalyst:::space/<spaceld>/project/*"
}

}
1>

"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:codecatalyst:::space/<spaceld>/project/<projectId>

}

https://docs.aws.amazon.com/codecatalyst/latest/userquide/trust-model.html
https://docs.aws.amazon.com/codecatalyst/latest/userquide/security-iam.html

aws
~—
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https://docs.aws.amazon.com/codecatalyst/latest/userguide/trust-model.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/security-iam.html

CodeCatalyst development administrator role

N =ILINSED Uy D TR

FHFE 771D > REAITOF]

Add IAM role to Amazon CodeCatalyst space

Add IAM role

Space AMD I N TD Project NS FFH
AdministratorAccess @ AWS Managed Policy V)75 v F 1D
(FIEHELR

PRI MR TSN Space 5 F)

] HE

https://docs.aws.amazon.com/ja_jp/codecatalyst/latest/userquide/ipa-iam-roles.html

aws

N
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DA—4

aws

R > © 2023, Amazon Web Services, Inc. or its affiliates.




DA—5

IHH LB
User @ alias 3-100XFDfEIDERE
FHREBFDH (KXF/INXZF mj5H])
1 User /=D D PAT FiT0]HER 100
1 User B 1 HICHBIFCEZT DA/ (:%) 500
1 DD E-Mail 7 RLRXICW LT 1 BICHBEFZXECTE 25
DEN(X)
A > )\ —BFDOBEZhERR(5%) 2 AR%E
A > )\ —1B1FBED E-Mail #&SEDBZIEAR(3¢) 105>

> AWS Builder ID C User Z&1#£9 D Space DiFE(CEH

FFHEAR PFIAS FESRBRLUTSZ=0

https://docs.aws.amazon.com/codecatalyst/latest/userguide/ipa-quotas.html

aws
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dWS

Thank you!




