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AWS X-Ray
AWS X-Ray helps you analyze Collect traces Record traces View service map Analyze issues

and debug modern Collect data about the X-Ray combines the View the service map to see Drill into the service
applications built using request from each of the data gathered from each trace data such as latencies, showing unusual
microservices and serverlesss underlying application service into singular HTTP statuses, and behavior to identify the
architecture arjd quantify services it passes through units called traces metadata for each service root issue
customer impact

R

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



AWS X-Ray DA w ~

G 2

, A

YO IR hETIRNRDHER IVr—S3a>oEDREY 7IUS—S3>OINIA—I>A[LE

77U -3 S ZER T D T —2 3> OFERTIRRIC H—EXPUY —-XOBERZE U PILIA T
EeDY—-—EXPUY—-D DLW TORLEY DIEHZINEL. TRU. AT 2ARIN/) DA = 2 KR
HITHRRAT —HRAZESTU. RIREDAEAR X Z AE 06 TR EDIN N LRy D Z 45 E BRI BE
I —2 3> OFERTINRE
End-to-End CHEERE]E
e e. v e s
e @
e o8
SEIFRTT Ub‘—*}EI >mIlFDEsE
AWStOD FERERDS > T ILIRA RS NIFEOH U,
SFXFHAWSH — CX&ET% 3OO 7T —23>, BFD

B —EXN SR SHDEMIER~N 1 o0
B —EXEDEIEE

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



Observability (CH T BAWS X-RayDAIE T 1

Observability & (&
.« ST LADOMERRZIBIETE TODIREE

o SATLEBRICEWTC. HICHEBRE RN EBEA EHEUS TS TUVDIARE
3D0DHE

d}@ - HDIBFRADI T LREZERIAT D 20E155H
o\ f5l) cPUERR, UOTR KL — b, 2& QZ)
*hooA Metrics [I}Lﬂ Traces
e « SAFTLAARTRELURE 1R NEHR
. - By FoROT. IS5—I1EHR. 2E
02
D e .
o « 1DDORSIHOZI32IEHEITD JO—-FH Logs
N —X « Bl)HTTP UOITR hDZITEDMNS L AR RFET

aws

N © 2023, Amazon Web Services, Inc. or its affiliates. 11



Observability (CH T BAWS X-RayDAIE T 1

Observability & (&
S AT ADEIEIR R ZIEIE T E T\ DIREE
S AT LAERICHENT, HlIt(CHEBIREBEHRN S EA EEE TE TLDIRRE

3D0DHE

Traces

o « 1 DO YT2 3> ICHITD J0O0—IFH
N —X « Bl)HTTP UOITR hDZITEDMNS L AR RFET

aws

D e | AWS X-Ra
= %




T

AWS X-Ray & (&

AWS X-Ray O#I=

AWS X-Ray (CKDT7TUT—=3 >0
AWS X-Ray (CKDFT—FUNEDLHEH
AWS X-Ray DOFHGE

AWS EZH U5 —EX EDEE
BlE - SFEA

KD

aWS’ © 2023, Amazon Web Services, Inc . or its affiliates.



AWS X-Ray D=

AWS X-Ray CIITI A MERTT —5ZEEULET

Amazon DynamoDB Amazon S3

T
2 « ) -~ 4~ [8

T>RI-—Y—
Amazon AP| Gateway AWS Lambda Amazon API Gateway AWS Fargate

aws

Q > © 2023, Amazon Web Services, Inc . or its affiliates.



AWS X-Ray OHI=

TOA N HIOEIAT B bL—XRIEDWTIEATORS/REALRD

ﬂj“ta‘x ~ I\ Amazon DynamoDB Amazon S3
FFOM U (CRE 9 DENNDF 7R R
AWS DB —E X ' @
SMEB HTTP API
sQL 7T —ANR—2X
&
&4-»[11]4-» 4-»[”]4-». £
T>RI1— 'U"— Amazon AP| Gateway AWS Lambda Amazon APl Gateway AWS Fargate :E}JT;EE;%?;_ET 9
> > UUTA NS
FL—2 Y= o= i

1DDYUITTRANTEMSNIZ I A bOETZINELTZED

.aws, © 2023, Amazon Web Services, Inc. . or its affiliates.



AWS X-Ray D=

« EDKSICRL—ADBECECIAS M ZEELTNS?
« TOAZ MDDIRHD - IEFFESEELTNDS ?

aws
>



AWS X-Ray D=

EDLSICPL—ADEBEIAS NZEEBLTNS ?

- FL—XID
« UJOT R BNZIEHT BIZHD ID
« UJOTRKRZEIC—E
« ERNCEACTITAS NZ2ERKT DT =27 THERK

. Amazon APl Gatway .—-, . AWS Lambda  ————__,

TOA> TOA>

- -

»

aws
~—



AWS X-Ray OHI=

TIOA> NDDIRMRD

« TOABMID

- IBFREFESEERULTNS ?

* FL/ ;ZVWIHZCK%,/f%;ﬂTLfC Eﬂ@é&éﬂ5
s HE—DHU—EXDVUIT R MEEINT B/Z8HD ID

« EOABID (CKO>TEIAS bDDIRHD -

FL—X

TIOA B (A)

PEIOA>BMID(B)
FEOA M ID(A) £2IRX> b (B)

cL—X

TIOA> - (B)

- JEFEHVRED

TIOA B (A)
e FEO AN ID (B)

FEIOA B ID(A)

)

aws

\

|

YOI X DN




AWS X-Ray D=

FL—XDYPEIAPFIDZESEHRULUTNDS ?

aws
>



AWS X-Ray OHI=
No—ZXDXEIAMIDZEZESEHRULTND ?

« PL—RAAYES—
« NL—XID. HEIA>ND, Y2 TUOFI g NEEREINTC
HTTP AwW4 —

X-Amzn-Trace-ld: Root=1-57...93;Parent=53...d8;Sampled=1

T 0 ¢
“““““““
“““““
. . .
. . .
-----
ttttt
. “

.*
.
.
.
.
.*
a®

.*
.
.
.
.
.
.
.
.
.
.
.
.
.
*
be

.
.
.
.®

TN FS2oa> 5> T D IW[WRMNED (1=true, 0=false)

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



AWS X-Ray OHI=
H>2JU>0

« AWS X-Ray TIEH>TUOII—ILICRWEIRSNBIVIIA MRES
- FTIJAILNDH>TUT)IL—)L

AT ECRHMDIITITRA MIwnd L —RXE=ND
ZNBBEDYU DT T R MTOWTIEEERDE% N b —RXE=ND

o REY>TUTONNE?
SESTADT> hO—)L
JNTA N ANDEEZ > ~O—)L
. EE
OV —)L
O0—7JLIL—IL ( SDK DSEBEEFZFHHAD )

aws



AWS X-Ray OHI=

TOA> MMEIBERZEM UL

REUPI < ITDIESH
+ AR

IJUV9T@MDTﬁhﬁétﬁ4>?walwéhk E L DRT
. 5l

5 )\ I OD D=8

o AAFT—4H
« ERDIATDEZIFDOCENTES E DT
o Ja)LANTEHERTBZHDA 27V IAISER TN
- {5l

aws



TS

AWS X-Ray & (&

AWS X-Ray D=

AWS X-Ray [CKBD7IVUT—>3 >N
AWS X-Ray [CKDFT—FUNEDLHEH
AWS X-Ray DOFHGE

AWS EZH U TH—EX EDiEE
BlE - JFRM

KD

aWS’ © 2023, Amazon Web Services, Inc . or its affiliates.



AWS X-RayM@t 977 U —> 3 > a8y —IL

- H—EAXAVYWYT :
A0 —EXT7 TS — 3> CHBVTHIENE UL\ — E X BOIKTF
ElRZzHhh D9 < aJiR{k

- FL—RAUX B
IR SN —RFT—H (77 OTRAIRETI A . HIOEIT A bOETIK
7z B fRAL

cPFIUF1 IR
A >S5+ TIRIEEICK > TRBUVLD D Bl BE

A1~
NI AN APOFTTI)o—2 3> FCOREZ RGN ICEBTIRIMTES

aws
>

N 5 © 2023, Amazon Web Services, Inc . or its affiliates.



J—EXANYYT

AWS X-Ray
EU®IC

A A

Service Map

hL—Z
FHUT4I R

A L4
fEE1t

JI—7

aws

N

S BN BB
J4 )AL
IIV—T

© 2023, Amazon Web Services, Inc. or its affiliates.

scorekeep-move
AWS::DynamoDB:: Tabie




J—EXANYYT
PTUT—23VIckoTERENEE NL—RF— 92 ES 1P IVICRE

UOTA IR TDIH—EX /) — R
VIOTARDEETTHDIISAT N —F

JOTR SRS B 7S U — 3 > hMER
IBH—EXJ—R

MRREND

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



J—EXANYYT
& ) — RICEBEBRED) (T — 2 ZDMC DR BIERNERSNSD

EELAFT >3 (ms)

avg. 208A /—

0.06 vmin \j s
-
S 5200

ML —RAEX (trace/min)

Scorekeep

EEI}J LJ’::IHZUII:EI L/ avg rm‘sn Ay AWS::ECS::Contai
scorekéep

0.2t/n

e GS5xxLT5—
AO0v kU TS5—

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



J—EXANYYT
AELIZL — REBRY 3 &L RS R CHY 2 3MlliER AR

7~ N\

LARYRAF1 ARV E2—2aY
TUvIULTRS YL, AT BHERERRT B ML—RERRIBE
ECLAFYY—T1 LT ELTERLET,

8%

200ms 400ms 600ms 800ms
PRERR
LARVART—H R
RL—RERTRITDEZICTAILTITEMT BLARYRART—4 ZEBIRL
3
B E=E: 0% IT5—:0%
B Oy kYUY T 0% I OK: 100%

scorekeep-g

oDE

7FITAOR | bL=RUZK
aws |

N > © 2023, Amazon Web Services, Inc. or its affiliates.



J+1 )51\

F74k v | Q ‘ ‘ <2k

« ML —RZRDIADTZHDHLREE
+ PL—RURARETPFUF 1 DATHIHERIREE

aws
>

duration >= 5 AND duration <= 8 #APFTERFR] H5F0~8FL
http.status != 200 L AR XA X57—4XH 200 OK TIE7R0N
service(name) { filter } FFEDY—EXZSATTUIITA S
edge(source, destination) { filter } $FEDY — E X DIEHt

https://docs.aws.amazon.com/ja jp/xray/latest/devguide/xray-console-filters.html

© 2023, Amazon Web Services, Inc. or its affiliates.


https://docs.aws.amazon.com/ja_jp/xray/latest/devguide/xray-console-filters.html

. J)IL—=T
« JAIIAKTEERND AL —XRDOL D3>
« H—EXTYYVT. rL—RXUX ., 7FUSFa OXTHIAE]EE
- Amazon CloudWatch (CX MU R ZVERk (b —RZER)

%8l high-latency

7145 service("api.example.com") { fault = true OR responsetime > 5 }

https://docs.aws.amazon.com/ja jp/xray/latest/devguide/xray-console-filters.html

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.


https://docs.aws.amazon.com/ja_jp/xray/latest/devguide/xray-console-filters.html

No—AUX b

AWS X-Ray
EZU®IC
A V94 K

Service Map

ML—A
PFrI)T47 A

AN
HES1E

-7 £

aws
N

No—XUX

TOAD S - BIJEIAT
NRILHITEIA
O A > NEFH

© 2023, Amazon Web Services, Inc. or its affiliates.




No—AUX b

L —XDEHDHERICHZ. URL/L AR RAO— R/FZFEDMDFT—HT
bL—ADERFEH BT HE

Trace overview

~L—REE T ™ { =
e URLICXI 9D L —XDTT

I/X/_I_i >X$i’:j H% Fﬂﬁ . ID A\gel iva!‘l':od .~ Response . Response time . - Annotations «
- ML—XRXUX K .

MEETRRSND N2 e

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



No—AUX b

TOA NEFEIRTDZET, FL—RICEFNDTIA S - BITEITA
DEITIATLN B HAL

Trace overview

Avg response time % of Traces ~ Response -

Trace list (21)

Response ~ Response time ~ Annotations -

¥ Scorekeep AWS

Scorekeep
DynamoDB
DynamoDB
DynamoDB
DynamoDB

(R IH<RH <IN}

## GameModel saveGame
DynamoDB
DynamoDB

ML—RAUX

[ <<

aws T
 — © 2023, Amazon Web Services, Inc. or its affiliates. _E >( / l\



7/ A >~

NAS LT T-

B -

¥ Scorekeep AWS:ElasticBeanstalk::Environment

Scorekeep

DynamoDB
DynamoDB
DynamoDB
DyvnamoDB

#* GameModel.saveGame

sTAILICV\VREC

ECHIEIAS MEULTHIDHT Z EhialdE

390 ms

[

DynamoDB

DynamoDB

HRAILBTEIA> b

ENMDB I EI A MalEk LT DB I EI A haJ)L—T{E»
OA—REI23>0/)\TA =X RBIE, FIREATT —SDECEFEN EIHE

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



0 A > NEFE

N —XZEIERITDCET. BIAS NEROMESRH O] EE

Trace overview
s =
O X > NEFHIEE

Trace list (21)

Method -~ Response - Response time ~ Annotations ~

Segment - Scorekeep

Overview Resources Annotations Metadata Exceptions

DynamoDB

Name

2
DynamoDB a U “JZ&

DynamoDB 200
DynamoDB 200

0
0

art time
## GameModel saveGame - ;

DynamoDB 200
DynamoDB 200

ML—RAUX

End time

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



1

7/ X > NeEH

TOA> MEHR. HTTPUO IR ML AR AICETDIEHR. TS —PEESEHENRRIND
HNREI LB TCIT A bOBZEFFRP AT —HDHEZRE AIEE

Overview Resources Annotations Metadata Exceptions

D A > MEER

fiss (5] 1R ¥R

Errors & Faults

Error

g = 0 S5—I5%k

Request & Response
v.pf Cpmww.us-west-2 elasticbeanstalk com/api/game DN/MOT U223 s/TicTacToe I I
{ OWE4) AppleWebKit/537 .36 (KHTML, like G hrome/55 0 288 Safari’537.36
l \/ a n

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



FUTa4 DO

AWS X-Ray
EU®IC

1A

Service Map

hL—2Z
PFUF4I2A
=
v s
L

JI—7

aws
>

JqILFUTdEnic L -ty

IRy STy a il
BFR5 070571 EF+
ANJORFT—T)L

© 2023, Amazon Web Services, Inc. or its affiliates.




Jdaq)LU>TEcnizhL—Xtzv ~

aws
>

\ﬁajcﬂ

LCTRSYT F—=J)LICH U TER |

|

D5 T0T—=TILICH UTEEZITWT U« D AR ICHERK

BRANC2D (A &EB)Z

NL—Xtzwv bzEiE

K "CYFRXPIHE

19D ETERREVDN AIEE
574w9U>ﬁ®%%
SO

SR TobL—2X

© 2023, Amazon Web Services, Inc. or its affiliates.



& BB 10

« BESNERERBEICHITDI ML —ABERITISD
. tEEl JOESHRTRE]
. fitEh bL—RZX
« RSWOTBRIET ZVERR CTED

Response time distribution @

Click and drag to filter the traces by response time.

p50
1

2K
1.5K
1K

500

\a % © 2023, Amazon Web Services, Inc. or its affiliates.



R 7 0571 E5+

BESNEIBED ML —XE
- 1l BSE
- iR RL—RE (RLWHEHZWY)
RSwIFBH2ET ZECED

Time series activity @
Click and drag to filter the traces by time.

‘Hom 1y

aWS) © 2023, Amazon Web Services, Inc . or its affiliates.



A NJDORF—=T)L

HTTP METHOD HTTP STATUS CODE
GET 200

POST 500

. Http Status Code t> Response Time Root Cause "X EEFICERBSNICEEICEDSE
NN L —X

- T=ILDIT"EOUYITDRZETIAILIY TN bL—R 2y bE U TEHEREE

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



A4>91 b B e e
Jul 27th 2020, 19:11 |

1 >+ hBRNME

J 1)L (CKBBEREDR D IAF+

H—EXAXYY IS5 > YA hRR

Service Map RIZEDIIE & A8
ML —A

AWS X-Ray
XU ®IC

VY4 b

Z7FrIT747 A

Yo7V
iS4t

JTIN—7

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



12594 ~OBRE

IVo—>3>OREEZBE TG

o A2BA OB JIL-—T&@ERUA YA bOBEMEZIEIRT D

o HEPARETI(II)IL— T (C(EDefaut N EERSNTLD =&, F9 (dDefaultIIL—T D1 >
HA1 SERMENE I I

e Amazon EventBridgeZ=FI|FH U 728X DB RN L B[ (CIEIRHVE]EE

1o94 K
X-Ray Insights (g7 7V —>a VN7 x—<IYVADEEZBIFMNICRELUE T, ULEWMEZFEHTRELRLD. X-Ray TEHAIT2HICF TV —ya v a2EBUDITZHERFHD FEA,
Insights DRIESDFEMIC D WTIL. AWS X-Ray Insights D&% SR EE W, FEfliFcE55

191 OB

BHIOBEIME v Amazon EventBridge AL TA Y+ hARY NEB(ELE T, EventBridge TOT— Y REDFME B ZaW, FHMIFIES
%)

\a % © 2023, Amazon Web Services, Inc. or its affiliates.



1 )L C K DE-EDK DIAFH
. J)L—T. REE(State)EIRET BT ETA YA MET (LI TETENTES

1 ¥4k 74 —RINy 2 QiR

X-Ray Insights (&7 7V —>av\7x—Y Y ADQEEZEHNICRHEULET, LEWMEZFEITRELLD., X-Ray TEHIT3HIc7 TV r—ra v 2EE LD TI20BEHD £ A, Tl
k55 &

s 2022-12-20 02:30 | = ®’7 2022-12-27 02:25 | [ gJn—-7 All RiE
- ©

All

LT PREER T BEREY—EX R/ELGY—-ER InN—7 SRR

Overall, 1.7% of the client requests failed 17 9 52 ¥ PetSearch
due to faults and 0.6% of the requests to (AWS::ECS::Fargate)
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to faults.
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1.8% of the client requests failed due to faults and 0.6% of the
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Client impact has increased; 2.4% of the client requests are now failing due to faults.
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