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Group resources . . Take action h
AWS Systems Manager Create groups of resources Visualize data Respond to insights and LY e '
Systems Manager helps you across different AWS View aggregated automate operational Managemen
safely manage and operate services, such as applications operational data by actions across
your resources at scale or different layers of an resource group resource groups
application stack

Node
management
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Categories info[2 Documents ‘ Preferences ‘ Actions ¥ Create document v
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Automation documents A&
12 categories

AWS-ASGEnterStandby AWS-ASGExitStandby

Command documents A
Document type Owner Document type Owner

Automation Amazon Automation Amazon

Platform types Platform types
Windows, Linux, MacOS Windows, Linux, MacOS
Session documents
No categories for this document type. Default version Default version
1 1
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{
"schemaVersion":"2.2",
"description":"Cross-platform demo document",
"mainSteps": [
{
"action":"aws:runPowerShellScript",
"precondition": {
"StringEquals": ["platformType", "Windows"]
}o
"name" : "WindowsOpenPorts",
"inputs": {
"runCommand": ["netstat -a"]
}
b

"action":"aws:runShellScript",
"precondition": {
"StringEquals": ["platformType", "Linux"]
}o
"name" : "LinuxOpenPorts",
"inputs": {
"runCommand": ["netstat -1ntu"]
}
}
]
}
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Configuration details (4

The table below provides configuration deployment and status details for every account and region in the OUs targeted by this Quick Setu
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AWS Systems Manager > Fleet Manager

7*5}( > |\:| SN — LS ) — |\ Jl)— |\d) Instance ID: i-03170a Er—
%fgb\t“ % 5 t‘ §1 7) I/\\J _) I/ Tools v Instance overview

Node overview

Instance ID 0S name Availability zone
f ~ File system i-03170a Microsoft Windows Server 2019 Datacenter us-east-1a
» 7 AL AT A
J / Performance counters Platform type SSM Agent version SSH key name
Processes New Windows 3.0.529.0 -
© j 7 ~ 7 jj |j ~
© } \ 7| — / /9 Users and groups Instance type IP address 1AM role
Windows event logs t2.small 10.0.1.8 arn:aws:iam::2869 sinstance-
profile/ManagedinstanceProfile
o J D | z 2 Windows registry SSM Agent ping status
@© Online
\\3 A\
- 1—Y—-J)L—7
- ~ . Inventory Associations Patch Configuration compliance
- Windows L= X bU (Windows (Dd+)

\_* Windows /> h0OZ (Windows (Dd#)

7 Otz AB5ENMA

Processes (56/56)

The table provides information about the processes that are currently running on your node.

O dDTail

7L Ea1—7 7A)b: messages © 7-L77400L X

Feb 25 23:19:34 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 122570ms.
Feb 25 23:2 p-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 112900ms.
Feb 25 23:23:29 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 109720ms.
Feb 25 23:2! p-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 118120ms.
Feb 25 23:27:17 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 127520ms.
Feb 25 23:2! p-172-31-46-152 dhclient[2208]: XMT: Solicit on eth0, interval 108910ms.
Feb 25 23:31:14 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 122110ms.
Feb 25 23:33:16 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on eth0, interval 109760ms.
Feb 25 23:35:06 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 129830ms.
Feb 25 23:37:16 ip-172-31-46-152 dhclient[2208]: XMT: Solicit on ethO, interval 124770ms.

:stack/StackSet-| -4eb7fdd4-f806-4dc5-
7e-1271b8f35690

Q

-4dc5-b4e9-82e296caabda

Process name \ Process ID 7 CPU usage Memory usage

svchost#11 1184 0 9.47

svchost#5 492
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Inventory
J — RDOASFT—481E

Enable Visibility

YHR—T R — RDOAGF—HRIVE, —
FIUr—23>, TP, NWHER e

12 R A EHRIEE
HAILAZRY NI EULTHRBT AT LD
IXEEm]HE
Y —-RF—HDREZITS LT, BS
CYILFT77AI2 b XILFIU—=2320
w1 R— RZE/ERPIEE

Top 5 OS Versions Top 5 Applications
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5 : Log4j DR

DA LAY NUZEFHRAITDIZET, MEOREEBENEIS TE D,

CDOBIT(E. Logd] DERBEZIRRL. TNZHDRAILAARD NJELT

Recent queries Saved queries Settings Workgroup

Inventory &

Amazon Athena

. © Query1

BN resourceid,accountid, filename,path
3 FROM
AwsDataCatalog 4 custom_logaj

Data Source

Database

® /— RARZAFv> U,
2807 1) =R

ssm_global_resource_sync

T;blesandviews [[create v | @ Log4J 7&1%)5@ L/T k, \5
7TV —>3 >3

© Completed Time in queue: 0.149 sec

Results (5) B copy H Download results |

v Tables (10)

Q 1 @

@ Inventory UXEERF(C.
HREG LA R KNUZ
—%%(CW%

resourceid v accountid v filename v path
i-0f500¢ 31734 logdj-core-2.12.0 jar C:\SampleApp\apache-log4j-2.12.0-bin\apache-log4j-2.12.0-bin\lo

i-0f500 31734 log4j-core-2.11.0.jar C:\Users\Administrator\Desktop\apache-log4j-2.11.0-bin\apache-I(

mi-06eb5’ 31734 log4j-core-2.11.0 jar C:\Users\Administrator\Downloads\apache-log4j-2.11.0-bin\apach(

o]
Bx
B ..
(I
(1
(G
[
]
=
E‘.

i-00d87 31734 log4j-core-2.12.0 jar /tmp/log4j/apache-log4j-2.12.0-bin/logdj-core-2.12.0 jar

Inventory

i-00d87 31734 logdj-core-2.11.0jar  /tmp/log4j-2.11/apache-log4j-2.11.0-bin/logdj-core-2.11.0.jar

4

=20 e OSSP Mk o <
aws [AWS Systems Manager D ASF LA AR NI ZFSTENFHF—Z R — R ED Logdj 771 )RR ]
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Inventory EFAI : : |
JIVFT7HDO> NYXILFU—=3>2 045w S 37— ROVERL

= 7HI> bA
(g mmoome 78

5, 5 -& -3 -~

&=
if? SSM Inventory Athena  QuickSight
EC2
paL= I\B
(g -
{3
s Ao TL=R
Eﬂ St —
AT LZRAT—)X

¥‘fEH(aH_'5b0)9:1 I\ JJ?) lﬁ'%ﬂu”\

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee 49


https://docs.aws.amazon.com/ja_jp/systems-manager/latest/userguide/sysman-inventory-resource-data-sync.html

Hh=bH0)
CCECTCTRIM/TEENEWLNDE - - -

AWSIRIZ R 7Z
(TR - HEERR 9 D

/” __________________ ~\\ / I\dj'lklu\
Account A 'fﬁ HH& g '{]—Eu:b\jé

~
-

J\1 L) I/GDL_)EH/S’ ‘J /:L/‘I'\ J—RrRIJU—-KNEH

= )Explorer
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:
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~
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03. Proactively Automate
TERREIBY R IDBEELE, 12357 NEDIEET I3 3>

NN EREEDCBE L

@ Patch Manager ([T Distributor ~&. Automation

BEMEAED Y 1 = > Tl

/= Maintenance gy
{ p e ‘=" Change Calendar
O Windows L g

BEMEE DR

~8. Automation

aws
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Patch Manager
)\ FER%Z HENME

Proactively Automate

THR—ZRI—RICHUT, /Ay FOEBIT . =

Reporting |  Patch baselines

B&h/\v FERZXER. — [
Patch Manager H7Rh— I\ OS (& SSM Agent H7Rh—
NOS&E(FERBDTER. H/IR— K0S (I E S,
JYFRUS—ELFTNI> b LT Jl
J—=3> (IO aJkE e

)Y FAR—RSA > DIEEH S e T T

Recent Patch Operations
This is a summary of your recent patching commands. The commands might have been triggered by an association, maintenance window, or manually. Clicking on the link will take you to the command output page

AWS-RunPatchBaseline April 12, 2021, 10:00 PM Inst i-020f8924: . i-03170a6¢2
H . Y San [ her AWS-RunPatchBaseline il 12, :27 P s resource-groups:Name: ResourceGroupName
. N
I I laZOI I I I I uX I I I OW S d\ r h AWS-RunPatchBaseline April 12, 2021, 3:06 PM s tag:Patch: True

@ Association AWS-RunPatchBaselineAssociation April 12,2021, 11:29 AM s nstancelds: 6

. w
(510 L= N
Z<00 I I la ZOI l “ II IX d san 2 Other AWS-RunPatchBaseline April 12, 2021, 530 AM Succe resource-groups:Name: WebServers
434 : All, Secu rity, Bugfix 72 &
\ This is a summary of your associations and maintenance windows which target any Patching-related task. Clicking on the link will take you to the details page of the related association or maintenance window
A
FEE . A” Crltlcal In \portant JxE
- o
g Eb ?‘ . I ' I | Xént j]\ X E gg ( % Patching task name Task type Document name Schedule
7 ﬂlb\ . : ,f Or Association AWS-RunPatchBaseline cron(000022*+%)
AWS-RunPatchBaselineAssociation rate(1 day)

BTEOHAMSETICU = 2Eniz) W F=EA T e .
)y FOHIGY ¢ EERFH) W IBE/ W F

\aWS’ PatCh M a nager (: j L \td)gi%m (g@o © 2023, Amazon Web Services, Inc. or its affiliates. 52
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Distributor
VI RITTDAA =)L - BEFFOBEEL

Proactively Automate

VIR T 7)) —SDF IO BEt ==,
—DOD)\WwH—=7T Windows © Linux ©, —

MBETERLE/\Wo—207 7013553 A
CloudWatch Agent 7 & AWS 12 d) Wy o —=4>
3rd Party D/)\w o —=DFIHEH T I8

FIATZ33rd Party \wH—=

- TrendMicro-CloudOne-WorkloadSecurity
- DynatraceOneAgent
- AlertLogic-MDR

022/2

aws  Distributor [CDWTODFFEEZE S, © 2023, A
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Automation
JIRAS LB EHSEME &

B.ro>3>

W

Proactively Automate

BEt D —20JO—TdpD Runbook ZEITCET D, MECHCENIuE ke et

Step 2 of 2

NIVFTARD 2 N/RIVFU =23 2 TORITERTHE -[mmm—m -

“ s Execute safely on multiple targets by defining concurrency
FRITEFR 1/ Runbook N&Z&H DD T,
% ;I/L% $IJ ﬁﬁ 3_ 5 d)b\ a—D\ a_ 3_&) o Multi-account and Region Manual execution

Execute in multiple accounts and Regions. Step-by-step runbook mode.
ERIEFZ SNTZ Runbook DAHFTU
Document details

. Instance Self Service
Remedlatlon Management Support Workﬂows Document name Document version
AWS-PatchAsglnstance $DEFAULT

. Resource

Patchin Data Backu

® | Management
Securit AMI Cost
Y Management Management

aWS’ AUtOmathn (L—_. j (/ \t O)E-:\Fl%ﬂi (g: : —5 15 o © 2023, Amazon Web Services, Inc. or its affiliates. 54
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Automation - X FR ~NU S —TieE)
JIRS LNBOEHEHE EAZIE T TI=> 3>

Proactively Automate

Runbook (FE&FEFRH—EXINMS NJH—TE3B,
AT SA T RERYA ST MREKED, B TEEIT DI V73> DEEE U CEEE.

Maintenance State
Windows  Manager P AWS Config

&

Amazon EventBridge

g N
4 \
/= 5
[ — i
' |___
==r ]
[
\\ ,’

Change Manager

OpsCenter oY,
2N Incident Manager
| EE / g

Applicatlon Manager
aws
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Runbook 13l

IR [\ AMI )\ 3

11

Lambda @

FOHU

~ ~ W- —— ~a S
| 1> 25> 2088 'rl‘rj‘\"’gipf?lt/e% ASRGZRDEILE | AA—DOEE | AR ROET Paramete;ﬁsmre
: (aws:runinstances) ~ (aws:changelnstanceState) (aws:createlmage) (aws:changelnstanceState) _ DB ;
: (aws:runCommand) (aws:invokeLambdaFunction)
i LLLLI LLLLI
Parameters J""""'I.

latestAMI = ami-xXxxxx

/ Parameter
—@ Store

Fl(ECE5DF1— KU )L 2SR
aws [Fai—htUPIL: A—kX—23>. AWS Lambda. Parameter Store Z{#H U7z AMI /v FEHDRZR{E ]
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Lambda

&

latestAMI = ami-xXxxxx

. Parameter

"\—@ Store
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IZEBEMEHI : ANIE SW DiRAl - BENFIE

SSM Inventory T >R MUIBIRZUNEE.,
A1IE SW ZiRANLIZ5. J— RZ{S1E9 5 Runbook Z31T7,

@ Config JL—JILTT

IV— ) VEERLZ ESR

e Sy Eﬁﬁ
> i —>
\ ’
e _ A _
SSM AWS Config ,+° AWS Config JL—JL
Inventory P
8 o’
Amazon EC2 e 2
. -'l/ 5 oﬁ \‘\# /
T ’/4 """""" Do/ Config Rules®> ME1E70>3>] £UT
FIER2E F N SSM AutomationzIFO U
IR T T Automation

® ERUTLWNIE EC2%

{£1-9 3 Runbook #2147
aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.

57



Maintenance Windows
A T4 > ROIKDE R % 21T 54H

Proactively Automate

ADRADDRATZ 1 —)LEIHIN TE D, S O—

EROIRIEBHRTE, BEECHUT oo i o
y E L L% AN i R L— ILJ\ ainte e windows lets you specify when a target set of managed instances should install updates or perform
i i . Specify the details below to create a new maintenance window:
s — J || %J /ﬁl] ctivities
EITlEFZHEH T S,

Provide maintenance window details

Allow unregistered targets

Schedule

/” \\ ’/” \\\

// “\ / O \\ Specify with
/

/ \‘, | ﬁ \‘. © Cron schedule builder
1 E_ ———| ! | e= H — Rate schedule builder
\ p—Lo—] !/ | o’/
" d /I \ / CRON/Rate expression

‘\ ,I \\ /I

. o .
- Sso -7 Window starts

O Every 30 minutes

Run Command Ay tomation Lambda AWS Step Functions By 1 v s

aWS’ M a | nte na nce Wl ndOWS ((—_ j (l \_CODEE\EI%HEI (3: : —5 15 0 © 2023, Amazon Web Services, Inc. or its affiliates. 58
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é Change Calendar
BELIEDS 1 = > Hlfi

Proactively Automate

B2 —ARD NEVERR U,
TDANR MEETETZHIEITE S,
3rd PartyAH L > —DA Zik— hE,
Google Calendar, Microsoft Outlook, iCloud AL >4 —

e UTcHL > — (B I77H DT> M MTE
HA&1HE,

Runbook @o workflows

Runbook MEITHIEINTTZ D

Change Calendar

aws Change Calendar (CDWTODFMIEZE S, © 2025, Am
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H=HL)
ARNQEBEROEME
¥ /CvFiEm E} Patch Manager

¥ sw ->Zh—JL. B Q Distributor

¥ zofthRy AR w;o Automation

AWS Systems Manager ‘
A= Dl

M TEHRELT CJ Maintenance Windows

ﬁ Change Calendar

¥ HL > —ToRliE

aws
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H=H0N
SRARRERFRE D EEHL

¥ /0y FEE £2 Patch Manager

¥ sw -r>Zt—JL. =z [Eb Distributor

¥ zohhzs L “Q. Automation
- BERERNOF IS 3 > EEIL
E o\ & eErosas

EELREE(L.

EEEENVESR - - -

Change Manager

avwd ; : -
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é Change Manager
EBEHRLGR(CITDIRODERT—0 IJ0O0—DEEML

Proactively Automate

7;‘(%,539 — 0 j |:| — %_:'fﬁ}zﬁ L/t Change Manager
BRUBVEBIRELRNT &M<, -

Service Now &DiE#EEERIEE, ik

My changes

Change requests Change templates

FIL—h T UOIXL ' 0 : 1

Approver

View all

Pending requests by time Top 5 templates used in the last 30 days

- EENE

RUESUES
- Approver

=@, [Automation

- <1day 1-2days 3-5days >Sdays
NIEELT
Scheduled changes for August 2020
See all Change requests and restricted change events for this account

9 10
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¥ ZofhHRS AR {;

o=

AWS Systems Manager ‘

A =D Hl
¥ TR
¥ HL > —Tosl

aws

N

| Patch Manager
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%’Gé Automation
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04. Remediate Issues
J— RAD—EOYY RE(TO, ZRISHET IR

— RAO—#/IONY > MFET

=.=_ : Run Command

J— RA\DOTF 2 T7IEFET X

HES Fleet Manager

aws
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Run Command
J— BRANO—1IFEIN > RELT

Remediate Issues

H—)\COT1>9FBERRL,
IEA—2 R/ —RICyuLCcaO¥> R=E—EmET,
AN R RFIA N EZFEITIT B,
FEOSTILAOVUT MERESD
Ansible ZiitE 3

SN CULVTER !

Run Command | |[&=[=]

N> B
RFIAZ
N> F—1ERT

a\vv,% RU n COm ma nd (L—_. j (/ \t ODE-:\F:%H} (3: : —5 15 ) © 2023, Amazon Web Services, Inc. or its affiliates.
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Session Manager
J— RADTF 1 TRESHET IR

Remediate Issues

A 2INT>2 BR— bR 2 &R TS5
CLL oA >2ASOT+4 TR TIL7IOERZER, N

IN=BRIAD—F 1 2T TOT7IZRAEARE,

Instance ID: i-020f8!

top — 00:56:47 up 7 days, 12:53, 0 users, load average: 0.00, 0.00, 0.00
Tasks: 77 total, 1 running, 52 sleeping, 0 stopped, 0 zombie

Cpu(s): 1.1%us, 0.1%sy, 0.0%ni, 98.8%id, 0.0%wa, 0.0%hi, 0.0%si, 0.0%st
Mem: 2041324k total, 627640k used, 1413684k free, 88480k buffers

Swap: Ok total, Ok used, Ok free, 387036k cached

PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
1 root 20 0 15696 2660 2324 s 0.0 0.1 0:01.13 init
2 root 20 o] 0 0 0s 0.0 0.0 0:00.00 kthreadd
3 root 20 0 0] 0 01 0.0 0.0 0:00.00 kworker/0:0
sh-4.2$ l

PG \
/ SSM Agent

SeSS|on Manager

a\vvg SeSS|On M a nager (L—_ j (, \t ODE-:T:-,%H (3: : —5 ‘5 o © 2023, Amazon Web Services, Inc. or its affiliates. 66
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Session Manager CTDOJ)7 Ut

TIYEE
}H%EEE AWS CloudTrail
"eventTime": "2021-03-07T09:29:542",
"eventSource": "ssm.amazonaws.com",
"eventName": "StartSession",

"awsRegion": "ap-northeast-1",

;\ startSession 77V 18:44 .
D aihivash o

@ishibashi ..
Start Time: 2021-03-09T18:44:27JST
User: kayoko

Server: i-04970a7f373ac630b

Session ID: kayoko-05441cec430d39%91ae

I —)NC TR T D E.
Slack (Cx@4%0

=ZHR

(*) S

1RIFERE

E2n)
kayoko-0838bc61543744112.log

[ kayoko-02438a5591e68788c.log

el 51

S) Search Dashboards

Y47 v

S3 Bucket CloudWatch Logs

BREHBR v HL4X v ANL=YYISR v

Script started on Thu Mar 18 17:48:03 2021

/bin/bash

cd /usr

[?1034hsh-4. 2§ /bin/bash

10;@ip-172-31-46-152:/[?1034h [kayoko@ip-172-31-46-152 /1§ cd /usr
10;@ip-172-31-46-152: /usr [kayoko@ip-172-31-46-152 usr]l$
[K[kayoko@ip—172-31-46-152 usr]$

kayoko

10;@ip-172-31-46-152: /usr [kayoko@ip—-172-31-46-152 usr]l$

A

[sudo] 2 EHFHETI<S RD
(ERIRRDRESR(*)

aws [AWS Systems Manager Session Manager 1>V —)LOJ %IRRT D]
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Fleet Manager
Windows H—/)\A\DUE— b5 X bw THEE

Remediate Issues

Windows H—/\—(C(&. Fleet Manager- Y E—hTRI hy 7
TEIA RIS IS
JE— XD bwT (RDP) 5B 0IEE,

=[5 /—R%& BOotya vKE
i-05fb3fc5780941541 FileServerAdmin 60 &

tyyavoRT

Hostname: EC2AMAZ-31021VE
Instance ID: i-05fb3fc5780941541

%ﬂ Public IP Address: 54.249.193.228
Lt Private IP Add sssss :10.0.0.88

ns t2.mediu
E — Avail : ap-ni t| ast-1a
\
E3 i OE-ZN ecycle Bin Arch /\Ml)bll
Total Memory: 4096 MB

e: Low to Moderate

Connect Network Performanc

I N —=F )73V AERART A

8

SSM Agent Jl| VEFTR2 by ROP) EORH

run AYY RERT 4
NyF/—R[A
77AINY AT LADRKR

EC2 Feedback

INTA—=XVAAT VI —DRR
A—H—-E&TI—TDERE
Windows L A K Y OEHE

932 AM

@ 2o 0 € m A By
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Run Command

aws
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El<2DB—)NcxHUT
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Session Manager
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Incident Manager
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Incident Manager
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75— LN\ OMETEZIEE U.
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é Incident Manager
@D i CERSNSHISHE. 5>V, HICLDHE

X RS @ Incident
7I—A | Manager
&

WHEIS> S
Amazon CloudWatch ) AUtOmj/t_lOn
(Alarm7 2> 3>) EDRunbook% B&ET
g ? .‘H
| e T=> ) -
¥ R 44 RT3
A>23F> b

&

®
ChatF+ LI ? G < Slack -
‘ _ AWS Chatbot %
@ B (CEIE TS ?

Amazon EventBridge
OL=ILF—=5Twv k)

Amazon Chime

aws Incident Manager [CDWTOFHIZZ 55,
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