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Categories info [

Filter by selecting either document type or

available categories of single document type.

[J Automation documents a

Command documents A

9 categories

Policy documents
No categories for this document type

Session documents
No categories for this document type

Conformance Pack Template

documents
No categories for this document type.

aws

Favorites - new IARTOFFaAT B

RFaX> b

Q F-7—F

¥Z&: AWSSupport-SetuplPMonitoringFromVPC %

AWSSupport-

SetuplPMonitor

Automation

y A —/

Windows, Linux,

ingFromVPC

FrESE
Amazon

LEFAT
MacOS

© 2023, Amazon Web Services, Inc. or its affiliates.

Clear filters

‘/

port- SetuplPMonltorlngFromVPCJ AU,

FFaX> hOfFEw v

11



BETS
3. [A—-—BMA=232%2F179 3] ZiER

AWS Systems Manager » B33 X> b » AWSSupport-SetuplPMonitoringFromVPC
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AWSSupport-SetuplPMonitoringFromVPC creates an Amazon Elastic Compute Cloud (Amazon EC2) instance in the specified subnet and monitors selected target IPs (IPv4 or IPv6) by

continuously running ping, MTR, traceroute and tracetcp tests. The results are stored in Amazon CloudWatch Logs logs, and metric filters are applied to quickly visualize latency and
ctire ina O
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https://docs.aws.amazon.com/ja jp/systems-manager-automation-
runbooks/latest/userquide/automation-awssupport-setupipmonitoringfromvpc.html
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AWS Systems Manager > A—hX—v 3> > %i7 i0:
ST D F¥#l: AWSSupport-SetuplPMonitoringFromVPC

> RTOBH
AWSSupport-SetuplPMonitoringFromVPC

Resume test ‘ ‘ Terminate test Start a new test
This dashboard was generated by the AWSSupport-SetuplPMonitoringFromVPC Automation document (execution ID: :]),

Pause/Resume the test

v h

createManagedinstance.Instanceld

IEXXXXXXXXXXXXXXXXX You can pause and resume the test by using the buttons above. These actions will stop or start the underlying test EC2 instance that runs the tests against the provided IPs

(100.64.0.113, (NN 8.8.8.8).
Terminate the test

If you decide to terminate the test, this dashboard, the EC2 instance and the associated IAM resources created by the Automation will be permanently terminated. CloudWatch
logs will be retained for the number of days you specified during the test setup (90 days).
subnet-XXXXXXXXXXXXXXXXX i-XXXXXXXXXXXXXXXXX - 100.6... i subnet-XXXXXXXXXXXXXXXXX i-XXXXXXXXXXXXXXXXX - 100.6...
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P k t I b I t @ Target IP MTR ping64 ping1500 traceroute (TCP) tracepath
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23:00 234,10-25,2320
® 100.64.0.113 2023-10-25 23:20 UTC

® 100.64.0.113 Latency
1. @ 100.64.0.113 Packet Loss n

Target IP MTR ping64 ping1500 traceroute (TCP) tracepath

23:00
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EEd]

AWSSupport-SetuplPMonitoringFromVPC/subnet-
XXXXXXXXXXXXXXXXX/ 1= XXXXXXXXXXXXXXXXX

100.64.0.113 1h 3h 1h 3h 1h 3h 1h 3h 1h 3h
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https://docs.aws.amazon.com/ja jip/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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CloudWatch O29Hh 5D+

subnet-XXXXXXXXXXXXXXXXX i-XXXXXXX... .z i subnet-XXXXXXXXXXXXXXXXX i-XXXXXXXXXXXXXXXXX - 100.6... aws
i@ 1 K5

v-¢x [Q sx 117> 3v+s] B 4 0 o w= I

F—y0xR: ©
CloudWatch assn—=7 /AWSSupport-SetuplPMonitoringFromVPC/ping64-from-subnet-XXXXXXXXXXXXXXX-to-100.64.0.113

(b5 ga S
TO7LF—/—BEBLT, OTIXY FROMBE. B8, HORFEPRENTEEY, Z1L5—-NI—VORE 2

Q

10-2: 0

Custom UTC timezone ¥ ‘ ®E v &

23:00 2% - 23:00
® 100.64.0.113 2023-10-25 23:20 UTC @ 100.64.0.113 Latency
1. @ 100.64.0.113 Packet Loss 3 £ 91L29>7 mORHRH Aytess)
N N No more records within selected time range F577T
Target IP MTR ping64 ping1500 traceroute (TCP) tracepath

25T02:34:35. 25T02:34:40. 100.64.0.113 ping statistics 30 packets transmitted, 3@ received,

100.64.0.113 1h 3h 1h 3h 25T82:35:35. 25T02:35:40. 100.64.0.113 ping statistics 3@ packets transmitted, 3@ received,

25T02:36:36. 25T02:36:41. 100.64.0.113 ping statistics packets transmitted, 30 received,

25T02:37:35.19 25T02:37:40. 100.64.0.113 ping stotistics packets transmitted, 3@ received,

L — ~ W \ ~ 25T02:38:35. 25T02:38:40. - 100.64.0.113 ping statistics packets transmitted, 30 received,

L 25T02:39:35. 25T02:39:40. 100.64.0.113 ping statistics packets transmitted, 3@ received,

—
— 25T02:40:36. 25T02:40:41. 100.64.0.113 ping statistics packets transmitted, 3@ received,
> ==V + =) ]
—_— 25T02:41:35. 25T02:41:40. 100.64.0.113 ping statistics packets transmitted, 3@ received,
na WA

25T02:42:35. 25T02:42:40. - 100.64.0.113 ping statistics packets transmitted, 30 received,
25T02:43:35.19 25T02:43:40. 100.64.0.113 ping statistics packets transmitted, 3@ received, @
I_I_l — N 25T02:44:35.19 25T02:44:40. 100.64.0.113 ping statistics --- 3@ packets transmitted, 3@ received, @
() 'y O) Y E ( 25T02:45:35. 25T02:45:40. 100.64.0.113 ping statistics packets transmitted, 3@ received, @
25T02:46:35. 25T02:46:40. 100.64.0.113 ping statistics - packets transmitted, 30 received, @
25T02:47:35.19 25T02: : 100.64.0.113 ping statistics packets transmitted, 3@ received, @
0 ——/— :I: 25T02:48:35. 25T02:48:40. 100.64.0.113 ping statistics - packets transmitted, 30 received, @
|| p I I l g %1 I 1 ‘D 25T02:49:35.19 25T02:49:40. 100.64.0.113 ping statistics packets transmitted, 3@ received, @

25T02:50:35. 25702:50:40. 100.64.0.113 ping statistics packets transmitted, 3@ received, @

25T02:51:35. 25T02:51:40. 100.64.0.113 ping statistics packets transmitted, 3@ received, @

——/— :I: 25T02:52:35. 25T02:52:40. 100.64.9.113 ping statistics - packets transmitted, 30 received, 8
. tra Ce ro u te 1 I n| 25T02:53:35. 25T02:53:40. 100.64.0.113 ping statistics packets transnitted, 30 received, @

25T02:54:35. 25T02:54:40. 100.64.0.113 ping statistics packets transmitted, 38 received, @

e .C8 - 2ETDI - €€ - AN 100 €A B 112 aina - nacbate taanemitbad 3 nacaiad

A\ ¥ — A)) B CloudShell 7 —K/ty 2 © 2023, Amazon Web Services, Inc. i3 £ DMMRM, 754y~ B  Cookie DRI
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CloudWatch O Hh 5Dl (Packet Loss)

SUbNEt-XXXXXXXXXXXXXXXXX i-XXXXXXX... ./ G R i subnet-XXXXXXXXXXXXXXXXX i-XXXXXXXXXXXXXXXXX - 100.6...  : aws  my-ez |Q g% A7¥a4s) B 4 © © = -
B 6% 1 KM@

CloudWatch asIn—=7

aJ4~Rvk
TOT71LI—/—EBBLT, OFIXY FROBE. &6, HEORRPRENTEXT, 71— Y—VORE 2

E][ Fovay v |[ F-uvvemm

Q im 30m 1h Custom UTC timezone v| R®E v (o]

10-2: 20
23:00 2% - 23:00

® 100.64.0.113 2023-10-25 23:20 UTC @ 100.64.0.113 Latency
SALRY VT MDAHRR Ayt—Y

1. @ 100.64.0.113 Packet Loss 3 4>

R R No more records within selected time range F&{T
Target IP MTR ping64 ping1500 traceroute (TCP) tracepath ?
10-25T22:59:35.192Z 2023-10-25T22:59:40.196Z 100.64.0.113 ping statistics 3@ packets transmitted, 3@ received, @ packe..

100.64.0.113 1h 3h 1h 3h 1h 3h 1h 3h 10-25723:00:35.192Z 2023-10-25723:00:40.198Z 100.64.08.113 ping statistics packets transmitted, 3@ received, @ packe..

10-co Lo0.192L 023-10-L30 e ~.1vor . ping stou.. packe.. .tTTea, , © packe..

10-25723:19:35.191Z 2023-10-25T23:19:40.200Z .64.0.113 ping statistics packets transmitted, received, @ packe..

— /_ -
—
. — e—
D 100.64.0.113 ping statistics
e 30 packets transmitted, 3@ received, @ packet loss, time 28986ms -

rtt min avg max mdev = 465.275 465.896 471.175 1.250 ms

"N\ RS Y — 10-25723:20:36.192Z 2023-10-25723:20:41.199Z 00.64.0.113 ping statistics packets transmitted, received, 3 packe..

— . \ —_—
=

Y - D 100.64.0.113 ping statistics PR

( 1 |I:I u,l l\ t ; 30 packets transmitted, 29 received, 3 packet loss, time 28985ms aE- ‘

rtt min avg max mdev = 467.079 467.743 471.282 1.129 ms
2023-10-25723:21:35.1912 2023-10-25723:21:40.1952 .64.0.113 ping statistics packets transmitted, 3@ receivgdyufpach
ry7KED A

2022_10_7€T22:22-26 1027 2022 10_7€T22-22-41 1047 G4 B 112 aina cbatiotine late an vad B masba

. EDIZED ping &SI o e
» OERR (X EDIRE D VH o fTeh 2023-10-25T23:20:36.1922 2023-10-25T23:20:41.1992
— B3 C

100.64.0.113 ping statistics

\ A\ E AY ) A
Td\ tﬁﬁﬁig\b\ I:ll HE 30 packets transmitted, 29 received, 3 _packet loss, time 28985ms

rtt min avg max mdev = 467.079 467.743 471.282 1.129 ms

aws
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CloudWatch O 50Dl (Latency)

subnet-XXXXXXXXXXXXXXXXX i-XXXXXXXXXXXXXXXXX - 100.6...
B 1 K

subnet-XXXXXXXXXXXXXXXXX i-XXXXXXX... /2

2300
® 10 2023-10-25 23:14 UTC
1. @ 100.64.0.113 Latency 469.504 £

@ 100.64.0.113 Packet Loss

Target IP MTR ping64 ping1500 tracerou te (TCP) tracepath

100.64.0.113 1h 3h 1h 3h 1h 3h 1h 3h

. FE0 Latency ODIENNHFELE
D ED traceroute FHER

 RIR(CEEN DD EH
x£ C EDIEEREN O D T2h
IR EREERH O] EE

= Hop

aws

N

2023-10-25T723:13:07.2742 2023-10-25T723:13:12.2812Z

traceroute to 100.64.0.113 (100.64.0.113), 30 hops max, 6@ byte packets
1 100.64.0.113 [*] 5.095 ms 5.028 ms

2023-10-25723:14:12.2742 2023-10-25T723:14:17.2842

traceroute to 100.64.9.113 (100.64.0.113), 30 hops max, 6@ byte packets

L

*

»
*
*
»

*

169.254.3.2 [*] 471.472 ms 471.425 ms
100.64.15.177 [*] 477.198 ms 470.486 ms
100.64.0.113 [*] 480.471 ms 474.648 ms

RSO ZE SNICa]gEMEN DD
ANBRIRRIE= X
IR DY) DBEDD

© 2023, Amazon Web Services, Inc. or its affiliates. 20



DYU—=>TPvD

© 2023, Amazon Web Services, Inc. or its affiliates.

aws
~—




DYU—->TwvD

1. AWS Systems Manager @ [ RF+Fa1 X2 K] T
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Amazon H'FE =Ietzie=] BREHE Favorites - new IRTORFaAT B

Categories info[4

S REaXY R T [ 7553y v | IR ROk Y

vQ F—7

Automation documents A

12 categaries

Command documents A

9 categories

Policy documents

No es for this document type

Session documents

No es for this document type
Automation Amazon
Conformance Pack Template
documents 7oy hI#
No categories for this document type Windows, Linux, MacOS
FI2FAILN =23
3
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Windows, Linux, MacOS Wed, 01 Feb 2023 059:17:29 GMT Amazon
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AWSSupport-TerminatelPMonitoringFromVPC terminates an IP monitoring test previously started by AWSSupport-SetuplPMonitoringFromVPC. Data related to the specified test ID will be deleted.
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| Value

AhL— 2AF—HRFIYVY E=HUSY

Name AWSSupport-SetuplPMonitoringFromVPC - subnet—

TargetIPs 8.8.8.8
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https://aws.amazon.com/jp/premiumsupport/technology/saw/
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1. AWSSupport-EnableVPCFlowLogs :
VPC JO—DOJZKRESTDT>IVYD

2. AWSSupport-ConfigureTrafficMirroring :
NS D4 wvw OS2 DZBETDSIT VD

a S’ © 2023, Amazon Web Services, Inc . or its affiliates. PAS)


https://aws.amazon.com/jp/premiumsupport/technology/saw/

AWSSupport-EnableVPC

aws
~—



AWSSupport-EnableVPCFlowLogs
+ VPC JO—DOJZE#HTHEIT D

VPC JO—0O%

» Elastic Network Interface Z1T&3R 9D IP S J v v UERZHYS
« TFaVUFTaTIL—TIL—ILDEZICIZIID

« AR AICENETD NS T4 W IDEARICIEILD

. HIBRVFEMICDWCETFEREAN M X2 &R

https://docs.aws.amazon.com/ja_jp/systems-manager-automation-runbooks/latest/userquide/automation-aws-enable-vpc-flowlogs.html

VPC JO—0O40
https://docs.aws.amazon.com/ja jp/vpc/latest/userquide/flow-logs.html
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S>2TYIDET
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s8R

Resourcelds

OJRENERD!)Y—X ID

51 : eni-0123456789abcef01,vpc-c15180a4

LogDestinationType

OJHAE)YV—REA4T
B3N {E: cloud-watch-log | s3

LogDestinationARN

O HAKLEDEEEF") Y —X ARN
% cloud-watch-log ({E&.) / s3 (@

7))

LogGroupName

OJHAZDFHROT T IL—T4

X cloud-watch-log ({£&) / s3 (T

=)

aws

N

© 2023, Amazon Web Services,

Inc. or its affiliates.

ANIRGA=5

Resourcelds

(Required) Comma separated list with of the ID(s) of the subnet, network interface, or VPC for which you
want to create a flow log (e.g: subnet-123a351¢)

StringList

LogDestinationType

(Required) Specifies the destination type to which the flow log data is to be published. Flow log data can
be published to CloudWatch Logs or Amazon S3. To publish flow log data to CloudWatch Logs, specify
cloud-watch-logs. To publish flow log data to Amazon S3, specify s3.

s3

LogDestinationARN

(Optional) Specifies the destination to which the flow log data is to be published. Flow log data can be
published to a CloudWatch Logs log group or an Amazon S3 bucket. The value specified for this
parameter depends on the value specified for LogDestinationType. If LogDestinationType is 'cloud-watch-
logs’, specify the ARN of the CloudWatch Logs log group. Otherwise specify the ARN of the Amazon S3
bucket. You can also specify a subfolder in the bucket: bucket_ARN/subfolder_name/. *Note*: "if nothing
is specified, the automation will create a CloudWatch Log Group, stream and the 1AM role to put data in it
on behalf of VPC Flow Logs."

String

LogGroupName

(Depends on LogDestinationType) The name of the CloudWatch Logs log group you want to publish flow
log data to. This parameter is required only if the parameter *LogDestinationType* is set to cloud-watch-
logs

String

29
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TrafficType

HERITDETI T4V IDEAT
B %h751{E: ACCEPT | REJECT | ALL

DeliverLogsPermissionArn

CloudWatchBZ F)L—7TI22B8—07%5
DFEITZEFHAT S IAMO—)L
X cloud-watch-log (#478) / s3 (T E)

LogFormat

J0—0JI128H574—ILEFE.
La—FIZRTIT BIEFDIETE

AutomationAssumeRole

SSMMA—H—I[TKkbhHh-o-TTF7oaveHE
EITTEDELSIZT S IAMO—)L

aws

N

© 2023, Amazon Web Services, Inc. or its affiliates.

TrafficType
(Required) The type of traffic to log. You can log traffic that the resource accepts or rejects, or all traffic.

ALL v

DeliverLogsPermissionAm

(Depends on LogDestinationType) The ARN for the |1AM role that permits Amazon EC2 to publish flow logs
to a CloudWatch Logs log group in your account. If you specify *LogDestinationType* as 's3', do not
specify *DeliverLogsPermissionAm®* or *LogGroupName*.

String

LogFormat
(Optional) The fields to indude in the flow log record, in the order in which they should appear. For a list

of available fields, see Flow Log Records. If you omit this parameter, the flow log is created using the
default format. If you specify this parameter, you must specify at least one field.

${version} ${account-id} ${interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport} ${pr

AutomationAssumeRole

(Optional) The ARN of the role that allows the Automation runbook to perform the actions on your
behalf. If no role is specified, Systems Manager Automation uses your current |AM user permissions
context to execute this runbook.

Choose IAMRole
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AWSSupport-ConfigureTrafficMirroring

« NSOV O=5S—UIZBETHEIT D
NS4 wvDO=Z5—-U>D

» Elastic Network Interface D ST wOZI1E—
AE-—UR NS T4 v OZT—Tw MIEXETD
» J\Tw v T F v OEUS(TIZIID

. FIRYFFHICOWVWTIETFEATN R XA SR

AWSSupport-ConfigureTrafficMirroring
https://docs.aws.amazon.com/ja_jp/systems-manager-automation-runbooks/latest/userquide/automation-aws-confiquretrafficmirroring.html
NS DawvoO=5—-U2T

https://docs.aws.amazon.com/ja jp/vpc/latest/mirroring/what-is-traffic-mirroring.html
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AutomationAssumeRole

(Optional) The ARN of the role that allows the Automation runbook to perform the actions on your

S > — - ~ ~ . e . _—
— — ~ behalf. If no role is specified, Systems Manager Automation uses your current |AM user permissions
SSMMWA—H—[CRKHh-H>TT7oarzE peciied, ystems Manag g g

context to execute this runbook.

%??—G % % J: 5 (:-g— % IAM D _)l/ Choose IAMRole

Target

AutomationAssumeRole

(Required) The destination for the mirrored traffic. You must specify the ID of a network interface, a
Network Load Balancer, or a Gateway Load Balancer endpoint. If you specify a Network Load Balancer,

E 5_ IJ yﬁ\éhf: I\ 5 7 /r \\J 7 O)gﬁﬁ there must be UDP listeners on port 4789.

T t ‘String
aree {51: NLB ARN %5 ENI ID

— — — ~ » - SourceENI
Sou rceE NI I\ 7 7 /r ‘y 7 % : 7 - IJ / 7 L/ T- L \ E N I (Required) The elastic network interface (ENI) you want to configure traffic mirroring for.

‘ String

SessionNumber

.g.- e — S ~ = ) . . )
— — ANV AR O) % (Required) The number of the mirror session you want to use. It must be in range of 1 to 32766.

SessionNumber

Integer

B{E: 1-32766

aws
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SAWD IR b 202311 ABSTORS
+ AWS Systems Manager @ Automation D ENRFEEIN S,

1. AT7vTHhO2 bk

1HMhBHEYT7HH2 T EIZ 100,000 R Ty TOERF|HZ
BmEFEAREEBASE. 1 RT Y THT-Y 0.002 USD EEIND
2. AT v JTDETHEE

aws:executeScript D X T FIZl&, 1 A HT=Y 5,000 #DEF F A
mEFRAREBZ5E 1#H1-Y 0.00003 USD h\n%ééhé

« FUTVIDETICE>TRET HBBICOVTIIEZRED AWS T— 3 Brax
ETEHREIND
SUTYIICE>THEREINTEY Y—RIZDWTIE, FhENRIREE SIS

Q > © 2023, Amazon Web Services, Inc . or its affiliates. 35



AWS Black Belt Online Seminar &3
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-+ AWS DIRIHESEN. AWS DFT—-EXPY U1 -2 32 (CDNTT Y
CECEBELRUET

. BIF®D URL &0, BEOEZF—SHERNRERI I O—RTBTEN
C=&Ed

« https://aws.amazon.com/ijp/aws-jp-introduction/aws-jp-webinar-service-cut/

« https://www.youtube.com/playlist?list=PLzZWGOASVSxX6FIwIC2X1nObriKcMCBBIgY

CRAB(E X (Twitter) AN )\w2 25T EFUTZFHALZS0)
#awsblackbelt
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