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"schemaVersion": "0.3",
"description": "The **AWSSupport-ExecuteEC2Rescue** runbook uses the EC2Rescue tool to troubleshoot and where possible repair common connectivity issues with the spe

‘

‘

"parameters": {
"UnreachableInstanceld": {
"AWS::EC2::Instance::Id",
"description": "(Required) The ID of your unreachable EC2 instance. IMPORTANT: AWS Systems Manager Automation stops this instance, and creates an Amazon Machine

4«

NOUIAWN R

s
"LogDestinatio {
"type": "AWS::S3::Bucket::Name",
"description (Optional) The Amazon Simple Storage Service (Amazon S3) bucket name in your account where you want to upload the troubleshooting logs. Make sure
"default": ""

1,
"EC2RescueInstanceType": {
"type": "String"
"description”: "(Required) The EC2 instance type for the EC2Rescue instance. Recommended size: t2.medi
"default": "t2.med N
"allowedValues": [
.small",
.medium",
.large",
.small",
.medium",
.large",

": "String",
"description": "(Optional) The subnet ID for the EC2Rescue instance. By default, AWS Systems Manager Automation creates a new VPC. Alternatively, Use SelectedIns
"default": "CreateNewVPC",
"allowedPattern": "ASelectedInstanceSubnet$|ACreateNewVPC$|Asubnet-[a-z0-9]1{8,17}$"

AM: :Role::Arn",
"description": "(Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role that allows Systems Manager Automation to perform
"default": ""

"mainSteps":

"name": "assertInstanceIsWindows",
"action": "aws:assertAwsResourceProperty",
"onFailure tep:runEC2RescueForLinux",
"description": "Asserts if the provided instance is Windows Server",
"inputs": {

"Service": "ec2"

"Api": "DescribelInstances",

"Instancelds": [

"{{ UnreachableInstanceld }}"

"PropertySelector": "$.Reservation Instances[@].Platform",
"DesiredValues": [
"windows"

]

"isCritical": "false",
"nextStep": "runtEC2RescueForWindows"

)

{

"name": "runEC2RescueForWindows",

aws

N
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7 / < J 0):' n b / D —C é AILs "action": "aws:executeScript",
— k hﬁﬁ-rﬁb "description”: "Reviews whether the Amazon EC2 instance meets the prerequisites needed to register with a
— "isCritical": true,
"timeoutSeconds": 540,
"inputs": {
"Runtime": "python3.8",
"InputPayload": {
AWSSupport-TroubleshootECSContainerlnstance A—hX—YaVERTTS é{‘jﬁi?ﬁﬁﬁﬂe {ﬁﬁﬁ‘s‘i‘gﬁﬁﬂfﬂi}}

- A o - 1,
£ ] = "—=vay 2 "Handler": "lambda_handler",

" :

saw_ecs.ec2 import EC2Instance\nfrom saw_ecs.cluster import ECSCluster\

v RSA=H
},
"outputs": [
RFa1XYRON=Y 3>
4F7AILR) "Name": "stdout",
"Selector": "$.Payload.stdout",
"Type": "String"

& 47  #H N W ows "
Name": "info_codes",
AutomationAssumeRole String (Optional) The ARN of the role that allows the Automation runbook to perform the actions on your behalf. If no role is specified, Systems Manager Automatic "Selector": "$. quload .info_codes" s
"Type": "StringlList"

ClusterName String (Required) The name of the Amazon ECS cluster that the instance failed to register with.

Instanceld String (Required) The ID of the Amazon EC2 instance you want to troubleshoot.

"files": {
"attachment.zip": {
"checksums": {
attachment.zip "sha256": "3aefd4b316c99e035759a1a03081468442f32cd9ec3ba862e6f847e5000776c8"
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Manager

I ” BAEHE | Favorites-new | FNTORFaAVE o AWS Systems Manager :
= ILERRL, ENA

v EREE Categories info[4

Create document v

Filter by selecting either document type or

P—5— >
7270 available categories of single document type. S S
OpsCenter Q / l /

B  Automation documents ¥
12 categories RFaRX>Y 94 7: Automation X

CloudWatch ¥y ¥ 2 R— R

LUYFYRTR—T o —

v 7P7Yr—vavER
FIVr—vavvx
AppConfig
NGA=FZRT

v EEEE
Change Manager
A—rX=>3a>
Change Calendar
AXVTFYRI4VRY

TU—bIER—Tr—
AVTISATVR
YRV RY

NMTYUYRFPIF4R—Y 3
M

tyyaryvx

Run Command

Sy FIR—Y v —
FAANUE2—F—

AWS Documentation
AWS user guides, tutorials

Remediation
Remediating common issues

Patching
Patching workflows

Security
Enforcing security best practices

Instance management
Tasks for EC2, EBS

Disaster recovery and backup
Disaster recovery, data backup, and
snapshots

AMI management

Self service support workflows
Troubleshooting, diagnostics and
recovery

Tasks for AWS resources including RDS,
CloudFormation, 3, DDB, etc.

Cost management
Workflows to optimize costs

Migration
Migrate on-premises nodes to AWS

Others
Others

Command documents &

9 categories

No categories for this document type.

No categories for this document type.

No categories for this document type.

Category: Equals: SelfServiceSupportWorkflows X
Clear filters

AWSSupport-
ActivateWindowsWithAmazonLicense

RF¥aXyhy147 mEE
Automation Amazon

TSV RTA—LIALT
Windows, Linux, MacOS

AWSSupport-
CalculateEBSPerformanceMetrics

RF¥aXyho9147 mEE
Automation Amazon

T3V RTA—LILT
Windows, Linux, MacOS

FIAN =Y
4

AWSSupport-

CheckXenToNitroMigrationRequirements

© 2023, Amazon Web Services, Inc. or its affiliates.

AWSSupport-AnalyzeEMRLogs
RF¥axXvho147 FEE

Automation Amazon

Ty TA—LGALT
Windows, Linux, MacOS

AWSSupport-CheckAndMountEFS
RF¥axXvhoy47 FEE

Automation Amazon

P Pk N
Windows, Linux, MacOS

F7AIRIN—
5

AWSSupport-CollectECSInstanceLogs
R¥axXV 5147 FEE

)y LET
- [Amazon BFRE] DX T %

EIRL . [Self service
support workflows] %

FwvI LET

STV D—ENKRT

NBDT, BITLEWLSY
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The AWSSupport-ExecuteEC2Rescue runbook uses the EC2Rescue tool to troubleshoot and where possible repair common connectivity issues with the specified Amazon Elastic Compute Cloud (Amazon
EC2) instance.

v X7 v 7 1: assertinstancelsWindows

ATYTE Fovay
assertinstancelsWindows aws:assertAwsResourceProperty

Asserts if the provided instance is Windows Server

> RFYTAN

v 7w 7 2: runEC2RescueForWindows

ATv7H Fovay
runEC2RescueForWindows aws:executeAutomation

Invokes AWSSupport-StartEC2RescueWorkflow with the EC2Rescue for Windows Server offline script.
» RFYTAN

v A7 w7 3: getWindowsBackupAmi

2ATYv7E Fovay

getWindowsBackupAmi aws:executeAwsApi

Retrieves the backup AMI ID from the nested automation.

aws
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The AWSSupport-ExecuteEC2Rescue runbook uses the EC2Rescue tool to troubleshoot and where possible repair common connectivity issues with the specified Amazon Elastic Compute Cloud (Amazon
EC2) instance.

ANRFA—H

Unreachablelnstanceld
(Required) The ID of your unreachable EC2 instance. IMPORTANT: AWS Systems Manager Automation stops this instance, and creates an Amazon Machine Image (AMI) before attempting any operations. Data stored in instance store
volumes will be lost. The public IP address will change if you are not using an Elastic IP.

D (V959 TATRBAVRAIVAEYH—EKRTRT S

LogDestination EC2RescuelnstanceType
(Optional) The Amazon Simple Storage Service (Amazon S3) bucket name in your account where you want to (Required) The EC2 instance type for the EC2Rescue instance. Recommended size: t2.medium.

upload the troubleshooting logs. Make sure the bucket policy does not grant unnecessary read/write permissions to -
parties that do not need access to the collected logs. t2.medium v

(¢]

Subnetld AssumeRole

(Optional) The subnet ID for the EC2Rescue instance. By default, AWS Systems Manager Automation createsanew  (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role that allows
VPC. Alternatively, Use SelectedinstanceSubnet to use the same subnet as your instance, or specify a custom subnet  Systems Manager Automation to perform the actions on your behalf. If no role is specified, Systems Manager

ID. IMPORTANT: The subnet must be in the same Availability Zone as Unreachablelnstanceld, and it must allow Automation uses the permissions of the user that starts this runbook.

access to the SSM endpoints.

subnet--

> AWS CLI VY R EHAAREBRTIVY

*vrvel

aws
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AWS Systems Manager » A—hX—>3>

E{TDEHM: AWSSupport-ExecuteEC2Rescue

> RITOHEA

RTRAT—F R
2HNBRT—Y X
© B 4

# K #FvEIES
1 0

RITEShIERTY 7 (7)

Q Find Steps

AFv7ID ATV TES ATYv 78 Fovav

e317314d-8313 assertinstancelsWindows aws:assertAwsResourceProperty

523865b0-231b. runEC2RescueForLinux aws:executeAutomation

eab637678-ed9d- getLinuxBackupAmi aws:executeAwsApi

2a7d0c21-e2e5-: getEC2RescueForLinuxResult aws:executeAwsApi

0506fba7-a144- runEC2RescueForWindows aws:executeAutomation

f4ddf118-fa05- getWindowsBackupAmi aws:executeAwsApi

3aec32bf-b255-: getEC2RescueForWindowsResult aws:executeAwsApi

aws

N

& - RITHRROME

# TimedOut

0

PRz v
Fri, 22 Sep 2023 14:20:03 GMT
Fri, 22 Sep 2023 14:20:03 GMT
Fri, 22 Sep 2023 15:06:09 GMT

Fri, 22 Sep 2023 15:06:09 GMT

&

’TRZ

Fri, 22 Sep 2023 14:20:03 GMT
Fri, 22 Sep 2023 15:06:08 GMT
Fri, 22 Sep 2023 15:06:09 GMT

Fri, 22 Sep 2023 1 10 GMT

© 2023, Amazon Web Services, Inc. or its affiliates.
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getEC2RescueForWindowsResult.Output getLinuxBackupAmi.Imageld

No output available yet because the step is not successfully executed

- [Diagnostic Results] T%

No output available yet because the step is not successfully executed

N NS 72— :_
getEC2RescueForLinuxResult.Output I @ I \J \1 ]
Locating rescue device S ~
Mounting rescue volume /dev/xvdfl — Ny
'/mnt/mount/etc/resolv.conf' -> '/mnt/mount/etc/resolv.conf.back’ \ \ \
'/etc/resolv.conf' -> '/mnt/mount/etc/resolv.conf’ h
' /mnt/mount/usr/bin/ec2rl’ -> '/usr/local/ec2rl-1.1.6/ec2rl’

Starting chroot
Running EC2 Rescue for Linux

--[Backup Creation]--
No backup option selected. Please consider backing up your volumes or instance
[Configuration File]--

Configuration file saved:
/var/tmp/ec2r1/2023-09-22T14_26_59.074983/configuration.cfg

--[Output Logs]--

The output logs are located i
/var/tmp/ec2rl1/2023-09-22T14_26_59.074983

[Module Run]---

Running Modules:
amazonlinuxextras, arptable, blkid, cgroups, clocksource, cpuinfo, date, dmesg, ethtool, ethtoolg, ethtooli, ethtoolk, ethtools, ifconfig, iomem, iproute, ipslink, iptablesrules, journal, kernelcmdline, kernelve

-[Diagnostic Results]-

run/arpcache [SUCCESS] Aggressive arp caching is disabled.
run/arpignore [SUCCESS] arp ignore is disabled for all interfaces.
run/asymmetricroute [SUCCESS] No duplicate subnets found.
run/conntrackfull [SUCCESS] No conntrack table full errors found.
run/consoleoverload [SUCCESS] No serial console overload found
run/duplicatefslabels [SUCCESS] No duplicate filesystem labels found.
run/fstabfailures [SUCCESS] /etc/fstab rewritten
run/hungtasks [SUCCESS] No hung tasks found
run/ixgbevfversion [SUCCESS] Not using ixgbevf driver.
run/k

---Output truncated---

aws

N > © 2023, Amazon Web Services, Inc. or its affiliates. 30



AWS CLI TD S > T v DEFT
+ SAW [ AWS CLI /5 TH EFTHEE
. AutomationExecutionld (E1TID) AWRHEFISNFET
. aws ssm get-automation-execution TRAT—2 XA Z#HEELFT

$ aws ssm start-automation-execution \
--document-name "AWSSupport-ExecuteEC2Rescue" \

--document-version "\$DEFAULT" \
--parameters '{"Unreachablelnstanceld":["i-XXXXXXXXXXXXXXXXX"],

"LogDestination":["bucket_name"],"EC2RescuelnstanceType":["t2.medium"],"Subnetld":["subnet-YYYYYYYY"]}' \
--region ap-northeast-1

{
}

"AutomationExecutionld": "615eb4ea-1a67-40d5-a59b-727277727777777"

$ aws ssm get-automation-execution \
--automation-execution-id "615eb4ea-1a67-40d5-a59b-72772777777777" \

--region ap-northeast-1

N > © 2023, Amazon Web Services, Inc. or its affiliates.
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- Y —)LM Automation DETEMBE T. AN

LT=/INTA—4

O AWSCLIDav >k, ETY 2D URL &4

v AWS CLI Y Y R EHERRELRTI>VY

ESr e B ok EYNO

Linux/Unix/OS X ¥ ® CLI A¥ > K v

Linux/Unix/OS X EF® CLI YV R
aws ssm start-automation-execution --document-name "AWSSupport-ExecuteEC2Rescue" --document-version "\$DEFAULT" --

parameters '{"LogDestination":[""],"EC2RescueInstanceType":["t2.medium"],"SubnetId":["CreateNewVPC"], "AssumeRole":
[""]}" --region ap-northeast-1

v AWS CLI VY R EHFARLERTYVY

RITTIY R TA—L @

HEWRELBRITUVY v

https://ap-northeast-1.console.aws.amazon. com/systems-manager/automation/execute/AWSSupport-ExecuteEC2Rescue?
region=ap-northeast-1#EC2RescueInstanceType=t2.medium&SubnetId=CreateNewVPC

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates.
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AWSSupport-ExecuteEC2Rescue

ATV

FS TNV a—F
A0

=

Amazon EC2 4f YA Z 2 ADBENZEE 5T
Woa—T4200%T0WET,

AWSSupport-
TroubleshootManagedInstance

FS TNV a—F
A0

Amazon EC2 4 Y X & U X HY AWS Systems
Manager DY *r—U F/ — k& LTEERRIZH
LIEWRREIZDOWT r S TN a—T4 0T %17
LWET,

WAEDS TV EHIZ Linux 8 &L Windows D Amazon EC2 4 YA A VR (Zxt L T{EATEE
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AWSSupport-ExecuteEC2Rescue

« Amazon EC2 4 VR Z VADEREDEZME CZ TN a—T 4 VT 5TVWET
(Linux. Windows DA =%t ht)

-i%;;yxmﬂwﬁif*vFU—?ﬁEﬁﬁ%bht%é@E@@Et&
iva

« AWS CloudFormation Zf#H L T—H7Z VPC, ANILIN—A VDR FA X FiE
BL. BHHEDA VZAAVADI— FRY 1 —LEALIS—( Y RE VAT
T39FLTCEMEBEZT D IFETRDA UV ARFIVRIZZEYFLET

-E%gﬁﬁwmtﬁ%®4>x9>x§%¢bt§ﬁ%tﬂv77vﬁ§mﬁ

- EC2Rescue [ Linux. Windows DIZE TCENETNELBHIEELELG-THY ., =
TEndav > R ELRYFET

B ZEARARE A VR A XA TD EC2Rescue V—ILDEST
https://docs.aws.amazon.com/ja_jp/systems-manaqger/latest/userquide/automation-ec2rescue.html
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ST RTS5RAEDAZA (Linux DIZE)

' - - e Linux FA® EC2Rescue [TE D 21—

path: !!str

e L oo e et s JLC EIZEWR & kSTl a—

if any interfaces have been set to ignore arp requests

[— » >
helptext: !lstr | N N b\l | L
Determines if any interfaces have been set to ignore arp requests 7 4 / %
These being disabled can cause networking issues or result in an instance failing status checks l-.-l -

S e Q%ﬁﬁ®#7z3zfﬂ%®
g =E/:L—)l/é1E T HEETY

language: !!str python

diation: !istr T DS <=2
remediation: !!str True R =
T JUILYAML T&EE b T
content: !!str | l A
Determine if any interfaces have been set to ignore arp requests. These can cause networking issues % L) “ é @ ; , f-d~ % I\ 7 j )b
or resu in instances failing status checks.

) T T E&ITODDE
) AW
Functions: / l 4 / % 1
detect: Determine if arpignore is enabled on any interface. L \
fix: Disable arpignore.

run: Detect if arpignore is enabled and attempt to remediate if remediation is enabled.

fon _tuar_ gt e e « EEOMNIEBIL. o )LRY Y TR

A5 Python @2 — KR TEEdR SN T

NET

https://github.com/awslabs/aws-ec2rescue-linux/blob/develop/docs/MODULE.md

aws

Q > © 2023, Amazon Web Services, Inc. or its affiliates. 37


https://github.com/awslabs/aws-ec2rescue-linux/blob/develop/docs/MODULE.md

STV IORITSIREDRASA (Linux DIHE)

- Linux DA VAZVADGZE, UTDAR Y FEXRITT S0 EREDZH.
SN a—T 42007 1T0WET

ec2rl run --remediate --fstabfailures --rebuildinitrd --selinuxpermissive --udevnetpersistent \

--no=duplicatefsuuid,duplicatepartuuid

o Linux A® EC2Rescue (a7 > FETHOA T 3 Vo THRHEDES 1 —ILE
fEXERIEETY

- FEEDOT U FDIGE. BREDEBIE. ZEDEEZITOED 2 —ILIZLLITDS
DNHT., TOMITA VAR VD ARNEDFERINEDHZFTNET

= arpignore, selinuxpermissive, tcprecycle, openssh, rebuildinitrd, arpcache, fstabfailures,
udevpersistentnet

s INLDEDA—VEFA VAZ VARNBDRELERZITOAIRENHLINDTRNDAS
1 FTHRALET

https://docs.aws.amazon.com/ja jp/AWSEC2/latest/UserGuide/ec2rl working.html

https://github.com/awslabs/aws-ec2rescue-linux/blob/develop/docs/MODULE.md
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STV IORITSIREDRASA (Linux DIHE)

. arpignore: 2y kI —O A4 A3 —TJx—AMNARP )V TR FHHERT S
&L TV OV

- selinuxpermissive : selinux Z permissive €E— FIZ9 %

« tcprecycle : IPv4 M tcp_tw_recycle # disable 29 4%

- openssh : OpenSSH MEREZ MR, 1BIET 5

« rebuildinitrd : 18I RAM T4 XU DY EIL F %115

- arpcache: ARP v v a2 DEMILZTITS

- fstabfailures: l/etc/fstab] DETDHDHR) 2 —L[ZDUVT fsck Z0IZERTE L.
nofail Z8%E 9 %

- udevpersistentnet : I /etc/udev/rules.d/70-persistent-net.rules | D E1T
EAAETIORT S

s

JL
X

i

https://github.com/awslabs/aws-ec2rescue-linux/tree/develop/docs/modules
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ST IORITSHREDAZRA (Windows DIFE)

» Windows D4 Y RAZ VADGZE, UTDIAX Y FERTLEES EREDA
DARAZADBREDEME FS I a—T 4T FTVET

EC2RescueCmd /accepteula /offline:xvdf /rescue:all

« [/rescueall] DMEESINTHY.,. UTOITARTORBEDEBEZHAET

= VR T LB

Windows 7 74 7 #—JL
JE—FTRI by T
EC2Config

EC2Launch

2R IT—0A4A3—T 4R

https://docs.aws.amazon.com/ja jp/AWSEC2/latest/WindowsGuide/ec2rw-cli.html
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EC2Rescue O §lFE 2023410 B B /5

. Linux D24 ORIEE M - Windows Diz& DHI{REH
c HR— FEINBARL—TF 4 U RT LA = Windows Server 2008 R2 LA[%

= Amazon Linux 2

Amazon Linux 2016.09+

SUSE Linux Enterprise Server 12+
RHEL 7+

Ubuntu 16.04+

« YD M) TEH
= Python 2.7.9+ E£ =& 3.2+

https://docs.aws.amazon.com/ja jp/AWSEC2/latest/UserGuide/ec2rl install.html

https://docs.aws.amazon.com/ja jp/AWSEC2/latest/WindowsGuide/Windows-Server-EC2Rescue.html
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EC2Rescue MEITEINTIL— kiR
) 2 — LDRBEDIEIE Z 5l A
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STV IDANINGA—H—

+ Unreachablelnstanceld (#78)
+ BERTELVAERNRDECQ A VRFZUVADID

+ EC2RescuelnstanceType (#78)
¢ ANIUIN—ADVRBZVADEQRAVARZIVAZALT
.+  EC2Rescue ##EH 1 X: t2.small

+ Subnetld (T 3 V)

¢ ANUN—AVRAZVRAZRHT ST TRy FDID., TIAIIETIEFHLL
VPC., H#T7xy FAMERENFET

https://docs.aws.amazon.com/ja jp/systems-manager-automation-
runbooks/latest/userquide/automation-awssupport-executeec2rescue.html
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STV IDANINSGA—H—
+ LogDestination (A7 3 V)

« FIITNYa—TFT42PRBT%F7yITA—FT % AmazonS3/ 7y b4
 AutomationAssumeRole (7 72 3 V)

- Automation N &FE APl ZHUHIRICFIAT 50—IL4

- WELGHERIIFFAY SR

- BELLGWMES. V799 ZFETLEIAMA—Y—0DERZEF

https://docs.aws.amazon.com/ja jp/systems-manager-automation-
runbooks/latest/userquide/automation-awssupport-executeec2rescue.html
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S52JVIRTROERR

Amazon EBS R 2 —ALIXT7ARALASEY T4 —IV—VIZEEESIN
AYY—XTHAH-86. Subnetld ICEETFED YT Ty FEIEET S
15 E& . Unreachablelnstanceld T EEL=41 X2 R ERBLT
RASEYT4—YI—2THADLERHY FTT

F7=. Subnetld THEELE=YITH Yy b5 AWSSSM DT KR
A MITORAAREELGEDTWSAILERHY £

RAEXNRDA VARV XIT—FHICEIESH, B 1’E’E.=V7L% AT
AMI ZERLLET, 1 VRFZVRRRTFHRY 2—LIZREFESINT
WS T—RIFEKbDONFET, ElasticIP 7 FLRZHERA L TS
B. NIV IPF7FLREERSINFTT
https://docs.aws.amazon.com/ja_jp/systems-manager-automation-
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AWSSupport-TroubleshootManagedlnstance

e X t—U KR/ —FEHE-OTULVEL AmMazonEC2 f YR A AD +
ZINaA—TA VT TVWET

X aUTaUIL—T, 2y FT—9 ACL, VPCIZ Y FRA 2 b,
I—bT—TILEWNSTZVPCDERFE. 41 VAR VRIZTRAYFS
N-IAMO—)LZFzv I LET

-Zyxéyxmﬂwﬁﬁﬁs:@5>?v7?@%:v7?%$ﬁ

« UTDERETHESRLTCOWABEICODWTBIHMIZ NS TS a—T 4200 %T0WET

Systems Manager TEC2 41 VAR VAMIR—V K/ —FELTRTRENGL, FE HEEAKDAELRZD £V
AT—RAAMKRITINSEDIELGEETTH?
https://repost.aws/ja/knowledge-center/systems-manager-ec2-instance-not-appear
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aws

T EFTEHEOEER
[ ARA

STV IDETOHT
T A

sshZETA R A RIZAGA
RIS &’C?* KR —FRELSOTWEWS U REF U RARNEDRA

>

[ssm-cli get-diagnostics] a7 >

O) A%b\ I d Tecz- user;éi[—)-_— ~]$‘;uc—ic; ssmcli get diagnostics --output table

Check Status Note

EC2 IMDS Success | IMDS is accessible and has instance id i-09d4clf4edla6affé in region
ap-northeast-1

Hybrid instance registration Skipped | Instance does not have hybrid registration

Connectivity to ssm endpoint Success | ssm.ap-northeast-1.amazonaws.com is reachable

Connectivity to ec2messages endpoint | Success | ec2messages.ap-northeast-1.amazonaws.com is reachable

Connectivity to ssmmessages endpoint | Success | ssmmessages.ap-northeast-1.amazonaws.com is reachable

Connectivity to s3 endpoint Success | s3.ap-northeast-1.amazonaws.com is reachable

Connectivity to kms endpoint Success | kms.ap-northeast-1.amazonaws.com is reachable

Connectivity to logs endpoint Success | logs.ap-northeast-1.amazonaws.com is reachable

Connectivity to monitoring endpoint Success | monitoring.ap-northeast-1.amazonaws.com is reachable

AWS Credentials Success | Credentials are for
arn:aws:sts::092696531560:assumed-role/ec2-role-for-ssm/i-09d4clf4edla6aff6
and will expire at 2023-09-27 10:26:57 +0000 UTC

Agent service Failed Agent is installed as a systemctl service but is not running

Proxy configuration Skipped | No proxy configuration detected

SSM Agent version Success | SSM Agent version is 3.2.1377.0, latest agent version in ap-northeast-1 is

3.2.1630.0

© 2023, Amazon Web Services, Inc. or its affiliates.
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5>V DO DETH

v A

InstanceisOnline.output

No output available yet because the step is not successfully executed

FinalOutput.output
Total Number of Tests: 5

1. Checking for VPC Endpoints for SSM:

No VPC endpoints for Systems Manager found for the same VPC as of the EC2 instance: vpc—-. Instance can still connect to Systems Manager Endoints if correct routes an

2. Checking VPC Route Table entries of the instance's subnet :

PASSED: Local route available for 172.31.0.0/16. If VPC endpoint for Systems Manager is present, then the Local route is used to communicate with the VPC endpoint interface.
PASSED: Internet gateway igw-- is present and routing traffic to 0.0.0.0/0. Hence, Internet availability is present on the Instance and AWS Systems Manager endpoints

3. Checking NACL rules of the instance subnet:

PASSED: Network ACL egress rules ALLOW outbound traffic on port 443 to 0.0.0.0/0.
PASSED: Network ACL ingress rules ALLOW inbound traffic on ephemeral ports from ©.0.0.0/0

4. Checking Security Groups of the EC2 instance for port 443 outbound rule:

PASSED: Found outbound rule for TCP 443 to 0.0.0.0/0

For reference, follow the steps provided here: https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-profile.html
For Further Investigation:

Starting with the SSM Agent version 3.1.501.0, you can use the ssm-cli tool to diagnose issues at the operating system level. Run the following command on your EC2 instance:
ssm-cli get-diagnostics --output table

References:
- https://docs.aws.amazon. com/systems-manager/latest/userguide/ssm-cli.html
- https://repost.aws/knowledge-center/systems-manager-ec2-instance-not-appear
- https://docs.aws.amazon.com/systems-manager/latest/userguide/troubleshooting-ssm-agent.html
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AWS Systems Manager D>V —)LH\SRET S

AWS Systems AWS Systems Manager > KFaXY b
Manager

I BAEHE | Favorites-new | FNTORFaAVE o AWS Systems Manager :
VY= )LEaRmRERL. EXNA

v EREE Categories info[4

Create document v

Filter by selecting either document type or

P—5— >
7270 available categories of single document type. S S
OpsCenter Q / J_ /

B  Automation documents ¥
12 categories RFaRX>Y 94 7: Automation X

CloudWatch ¥y ¥ 2 R— R

LUYFYRTR—T o —

v 7P7Yr—vavER
FIVr—vavvx
AppConfig
NGA=FZRT

v EEEE
Change Manager
A—rX=>3a>
Change Calendar
AXVTFYRI4VRY

TU—bIER—Tr—
AVTISATVR
YRV RY

NMTYUYRFPIF4R—Y 3
M

tyyaryvx

Run Command

Sy FIR—Y v —
FAANUE2—F—

AWS Documentation
AWS user guides, tutorials

Remediation
Remediating common issues

Patching
Patching workflows

Security
Enforcing security best practices

Instance management
Tasks for EC2, EBS

Disaster recovery and backup
Disaster recovery, data backup, and
snapshots

AMI management

Self service support workflows
Troubleshooting, diagnostics and
recovery

Tasks for AWS resources including RDS,
CloudFormation, 3, DDB, etc.

Cost management
Workflows to optimize costs

Migration
Migrate on-premises nodes to AWS

Others
Others

Command documents &

9 categories

No categories for this document type.

No categories for this document type.

No categories for this document type.

Category: Equals: SelfServiceSupportWorkflows X
Clear filters

AWSSupport-
ActivateWindowsWithAmazonLicense

R¥axXv 5147 FEE

Automation Amazon

TSV RTA—LIALT
Windows, Linux, MacOS

AWSSupport-
CalculateEBSPerformanceMetrics

RF¥aXyho9147 mEE
Automation Amazon

T3V RTA—LILT
Windows, Linux, MacOS

FIAN =Y
4

AWSSupport-

CheckXenToNitroMigrationRequirements
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RF¥axXvho147 FEE

Automation Amazon

Ty TA—LGALT
Windows, Linux, MacOS

AWSSupport-CheckAndMountEFS
RF¥axXvhoy47 FEE

Automation Amazon

P Pk N
Windows, Linux, MacOS

F7AIRIN—
5

AWSSupport-CollectECSInstanceLogs
R¥axXV 5147 FEE

)y LET
- [Amazon BFFE] DX T

EIR L. [Self service
support workflows] %

FzvILZFET

c TUTVID—EMNRTR
LHDT, ETLELWS Y
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AWS Support Automation Workflows (SAW)

AWS OBERAIFOEIL 7Y —EREHEBE

AWS SAW DOfER%ZRKT 2 AWS Systems Manager K¥a1 XYk

XY RNT—VDORED KTV 12—
TV, BENLAERESE. O
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