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Windows, Linux Mon, 16 Aug 2021 09:04:34 GMT Gl e P SR
The name of the EKS cluster to troubleshoot. (Optional) The ARN of the IAM role that allows the Automation to perform actions on your behalf.
AT—9 2R String ‘ ‘ Choose IAMRole
@© Active
S3BucketName

This document will help diagnose various issues with an EKS Cluster and underlying infrastructure and suggest re|
(Optional) The name of the private S3 bucket where the generated report will be uploaded.

String ‘
v 27w 7 1: getEksClusterDetails
ATV TH Fyvav
getEksClusterDetails aws:executeAwsApi
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« Pod DX5F—% XN Pending &730D. Pod HYEEENLRLY
- [EIREODMESR /375 (kubectl)

1. Pod 0)7\7- QX%EEW

> ge [ st-pod-6ddbcédd5f-bjcrn —o wide
NAME READY STATUS RESTARTS  AGE IP NODE NOMINATED NODE READINESS GATES
test-pod-6ddbcédd5f-bjcrn  0/1 Pending | © 2m45s <none> <none> <none> <none>

2. Node DRXF— QZ%EEH.U

> get node ip-172-31-95-53.ap-northeast-1.compute.internal

NAME | STATUS ROLES AGE VERSION
ip-172-31-95-53.ap-northeast-1.compute.internal | NotReady| <none> 3m55s v1.28.3-eks-e71965b

3. Amazon VPC CNI plugln for Kubernetes M X5 —4 X =R

> -n kube-system g s —0 wide -1 k8s-app= node
NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES
aws—-node-7dmcn | 1/2 Running |3 (5s ago)| 4m5@0s 172.31.95.53 ip-172-31-95-53.ap-northeast-1.compute.internal <none> <none>

aws
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do not have the IAM policy - AmazonEKS_CNI_Policy. The policy must
be attached to either the instance role or to a different role that is

mapped to the 'aws-node' Kubernetes service account.

et facing Load Balancers for the _'], please add 'kubernetes.io/role/elb' -> '1' tag for these public subnets

al Load Balancers for the subnet(s)

do not have the IAM policy - AmazonEKS_CNI_Policy. The policy must be attached to either the instance role or to a different role that is mapped to the 'aws-node' Kubernetes service account. Please re

aws
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 kubectl O¥> R%ZZE1TL T Ingress DA77 —4 Xz

> get ingress
NAME CLASS  HOSTS ADDRESS | PORTS AGE
ingress-test alb test.example.com 80 65s

ADDRESS WZETdhd = & =R
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4 T ID: da27e2fd-0a18-461d-baea-8274f16c3c43

%ﬁ@#%ﬂi AWSPremlumSupport -TroubleshootEKSCluster

> RITOBHA

[Load Balancer Tag Check] If you want to use internet facing Load
Balancers for the subnet(s) ['subnet-***' 'subnet-***' 'subnet-***'],
please add 'kubernetes.io/role/elb’ -> "1" tag for these public subnets.
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AWSSupport-TroubleshootEKSWorkerNode
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= https://docs.aws.amazon.com/ja_jp/systems-manager-automation-
runbooks/latest/userguide/automation-awssupport-
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= https://repost.aws/ja/knowledge-center/resolve-eks-node-failures
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Node WfERICESFENTLNDINESH
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v ISRY—
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ZEIZERE
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FFFFFFFFFFF
PriorityLevelConfigurations > -
NS No resources found

> BEEY—ILYE
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o ClusterName(#428)
« EKS U5 X5 —%4
« WorkerID(w478)
« EC2 />R AD ID
- AutomationAssumeRole(AT>32>)
- Automation H'&1&E API ZIFUOH IBRICFHIB I dO0—)L%

- MEBIIERIIRF1A> MSHF
« IBE LIV E. SAW(S > T v o) Z2EiTURE IAM 11— —0DOERZ I FE

https://docs.aws.amazon.com/ja jp/systems-manager-automation-
runbooks/latest/userquide/automation-awssupport-troubleshooteksworkernode.html
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AWS Systems Manager BfaXvh t-Ti kerNode

¢ AWSSupport-TroubleshootEKSWorkerNode 7rvav v |
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RFaxXYhDON—Y3Y
11 (F74IH)

* Node tags are applied.

A ANDROBEES 1o/ 09 —> E—BU R A Mi-[a-20-9)(8,17)$
* Worker node Instance type is supported.

* Network communication between worker node and Cluster API server is allowed.

v R¥a XY hoFti =
ARIRGA—F
77y h7x—L TERLE B mEE
Windows, Linux, MacOS Fri, 31 Mar 2023 05:25:24 GMT Amazon AutomationAssumeRole ClusterName
(Optional) The ARN of the role that allows the Automation runbook to perform the actions on your behalf. If no role is specified, (Required) The name of the EKS cluster
AT—F R Systems Manager Automation uses your current |AM user permissions context to execute this runbook.
@ Active g
| IS
AWSSupport-TroubleshootEKSWorkerNode
WorkerID
The runbook is desi to help t ing EKS worker node that failed to join| (Required) The EC2 instance ID for the Worker node which failed to join the cluster
and validates the following: | String

* Node IAM Role and Policies.
o Cluster IAM role and Policies.

aws
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v A

TroubleshootWorkerNode.Message
HERE IS A SUMMARY OF THE ITEMS THAT REQUIRE YOUR ATTENTION:

[ERROR]: The cluster Security Group sg-{l N i s not allowing traffic from the worker node.

[WARNIN Worker node outbound IP to internet is . It is not allowed in the cluster Public CIDR ranges. Please review this URL for further details: https://docs.aws.amazon.com/eks/latest.
[ERROR] : Worker node has no Instance Profile atkached to it. Please review this URL for further details: https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
[ERROR]: The UserData of the worker node must contain the bootstrap script with correct EKS cluster name. Please review this URL for further details: https://aws.amazon.com/premiumsupport/knowledge-cd
[WARNING] : Worker node 1i-{ N docs not have the required tags. Set tag ke

to kubernetes.io/cluster/stella and set tag value to omned. Please review this URL for further details: https:/,
[WARNING]: No secondary private IP addresses are assigned to worker node 1~* ensure that the (NI plugin is running properly. Please review this URL for further details: https://docs.{
[WARNING]: The Outbound security group rules for worker node i-{ N cre customized and might limit outbound trafficto the EKS cluster endpoint. Please ensure that the security group outbd
[WARNING] :

As SSM agent is not reachable on worker node, this document did not check the status of Containerd, Docker and Kubelet daemons. Ensure that required daemons (containerd, docker, kubelet) a

Here are the detailed steps of the document execution:
[X] Checking EKS cluster stella: EKS Cluster: stella is in Active state.

1. Checking if the cluster Security Group is allowing traffic from the worker node:

. po \\/_
[ERROR]: The cluster Security Group sg- (N is not allowing traffic from the worker node. *Eyyl E O) 3 I \J : h Dn%

. Checking DHCP options of the cluster VPC:
Passed: AmazonProvidedDNS is enabled

. Checking cluster IAM role arn:aws:iom: : [ S B: role/AmazonEKSClusterRole for the required permissiol
Passed: IAM role for cluster stella has the required IAM policies attached.
Passed: The cluster IAM role arn:aws:iam:: :role/AmazonEKSClusterRole has the required trust relationship for the EKS service.
. Checking control plane Elastic Network Interfaces(ENIs) in the cluster VPC:
Passed: The cluster Elastic Network Interfaces(ENIs) exist.

. Cluster Endpoint Private access is disabled for your cluster, checking if the Public CIDR ranges include worker node i- (N outbound IP:

[WARNING] : Worker node outbound IP to internet is It is not allowed in the cluster Public CIDR ranges. Please review this URL for further details: https://docs.aws.amazon.com/eks

6. Checking cluster VPC for required DNS attributes:

aws
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AWSSupport-CollectEKSInstancelLogs

« SAW(S > T v O)DARSE
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D, EC2 A >R ARNDOD =B Uz WS
- A1 —XRT—X
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« VPC CNI TISHDOFEENFELE L TWL\DIGE
. kubelet {2 containerd 00O =R U EW\SES
« RFI A B
= https://docs.aws.amazon.com/ja_jp/systems-manager-automation-

runbooks/latest/userguide/automation-awssupport-
collecteksinstancelogs.html

= https://repost.aws/ja/knowledge-center/eks-instances-log-bundles
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e > F1T—=>3>

- Pod ' ContainerCreating TLEED. 1IEE(C Pod HiEE) LRV NGE

- [EIREDEER T3

» kubectl get pods > kubectl describe pods I~¥> RZZELT

> get pods test-pod-74b67d4858-78z4z —o wide
NAME READY |STATUS RESTARTS AGE IP NODE NOMINATED NODE READINESS GATES
test-pod-74b67d4858-78z4z 0/1 ContainerCreating| © 37s <none>  ip-172-31-240-75.ap-northeast-1.compute.internal <none> <none>
> describe pods test-pod-74b67d4858-78z4z Events: -A5
Events:

Type Reason Age From Message

Normal Scheduled 93s default-scheduler Successfully assigned default/test-pod-74b67d4858-78z4z to ip-172-31-240-75.ap-northeast-1.compute
.internal

Warning FailedCreatePodSandBox 86s

kubelet Failed to create pod sandbox: rpc error: code = Unknown desc = failed to set up sandbox container

"2dba9b24ae63957eae711903a88891769341f758bcoff84dc2e8534a825e058c3" network for pod "test-pod-74b67d4858-78z4z": networkPlugin cni failed to set up pod "test-pod-74b67d4858
—7824z_default" network: add cmd: failed to assign an IP address to container

Warning FailedCreatePodSandBox 79s

kubelet Failed to create pod sandbox: rpc error: code = Unknown desc = failed to set up sandbox container

""373463cad44c2686c46aa3cc838451076e7b2a90a8bd743fa2a83a28e4920c8be" network for pod "test-pod-74b67d4858-78z4z": networkPlugin cni failed to set up pod "test-pod-74b67d4858

-78z4z_default" network:|add cmd: failed to assign an IP address to container|
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» EKSInstanceld(w7B)

« EC2 /> RHF>2AD ID

- IBEELIE EC2 1> XA AARICOTMNENETNS
. LogDestination(A7>32>)

- S3 /v &

- IBELE S3 /Ty MIPNRELZOINA YT 0O— REaNd
- AutomationAssumeRole(AT>32>)

- Automation H'&1&E API ZIFUOH IBRICFHIB I DdO0—)L%

- MEBIHERII RF1A> MSHF
« IBE LIV E. SAW(S > T v o) Z2EiTURE IAM 11— —0DOERZ I FE

https://docs.aws.amazon.com/ja jp/systems-manager-automation-
runbooks/latest/userquide/automation-awssupport-collecteksinstancelogs.html
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SAW(S > TV O)RITHE

YWRORFIAIAD MEERLU., [A—BMAXA—23>2%FT93| &
BIR, AN\ SA—HSZIEFEIT D ETEITHEE
- H#ll(E TAWS Black Belt Online Seminar AWS SAW - tz)L. 7

U—EXRRB STV a—F+ 20 LERDBEME AFRE] =
CEEEL

AWS Systems Manager REa Xk t-CollectEK! ogs

HW'

FA—bX—2aVERTIS

¢ AWSSupport-CollectEKSInstanceLogs 7ovay v |

L] aAVFIY A= Bl

RFaxyhoN—Y3>
27zAnn AHIRFRX—%
v RFaX> oA
EKSInstanceld

PS5y R T A—L RS (Required) ID of your EKS EC2 instance where you want to collect the log bundle from.

Windows, Linux, MacOS Thu, 24 Mar 2022 12:26:57 @ (VITIVTATRAVAIVAEY h—%KRRT S

AF—=F2R String ‘
© Active

This document will collect EKS specific logs from the specified EC2 instance and uploa LogDestination

(Optional) S3 bucket name in your account where you want to upload the troubleshooting logs. Make sure the bucket policy does
not grant unnecessary read/write permissions to parties that do not need access to the collected logs.

AutomationAssumeRole
(Optional) The ARN of the role that allows Automation to perform the actions on your behalf

Choose IAMRole v ‘
v 25w 7 1: assertinstanc gedLinux String
ATv7% I
assertlnstancelsManagedLinux aws:assertAwsResourceProperty
» RFYTAA
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LHNBERTF—F R EFENIIRTDRT YT #ER%h

©

# KB #E v RILED # TimedOut

2-1.S3 >V —)LTr7yIO— R -
MEDOD\EEEI}L\?\Tgé ATVZOR  TONF«  PUEART  ARYSR | BE  PrEAR(vh

A7V ()
ATV M2, Amazon S3 CREENE

SBANBT Y71 71 CFo Amazon S3 4 ¥~y b U [AEBALT, /97y FROFRTOATY 22 FOUR MERBTER S, BOI—Y—HERDATI Y M PI LR TE BB, BRNE 72 LM
BEMNST2REN BT, BEEBC55 [
(€ Fovav v 7 ALY DIERL ®| 7vy7a-K
Q FLT1vIRTHT I 0 R ERE 1 oY
B A 5147 v | REREFOR v | #1Z v | ZRRL—-YIFR v
D eks_i-
S oz 2023/11/15 11:37:04 AM JST 189.6KB  RHVF—R

97844ff7f03a.tar.gz

= h-4.2$% s /var/log/ k
2'2. ECZ /]/\/Xg \/XWD\BEEE?E\EJIQE :ks_i— > VRO lggﬁgcgzif—9405—4db9—a0b1—97844ff7f@3a.tar.gz
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sh-4.2% grep "Insufficient" var_log/aws-routed-eni/ipamd. log

{"level":"error","ts":"2023-11-15T02:35:35.0612","caller":"ipamd/ipamd.go:911","msg":"Failed to allocate a private IP/Prefix addresses on ENI eni-
InsufficientFreeAddressesInSubnet: The specified subnet does not have enough free addresses to satisfy the request.\n\tstatus code: 400, request id:
Il}
{"level":"warn","ts":"2023-11-15T02:35:35.0612","caller":"ipamd/ipamd.go:859","msg":"Failed to allocate 5 IP addresses on an ENI: InsufficientFreeAddressesInSubnet:
| The specified subnet does not have enough free addresses to satisfy the request.\n\tstatus code: 400, request id: "}
{"level":"debug","ts":"2023-11-15T02:35:35.061Z","caller":"ipamd/ipamd.go:916","msg":"Insufficient IP Addresses due to: InsufficientFreeAddressesInSubnet\n"}
{"level":"debug","ts":"2023-11-15T02:35:35.0612","caller":"ipamd/ipamd.go:694","msg":"Error trying to allocate ENI: InsufficientFreeAddressesInSubnet: The specified
subnet does not have enough free addresses to satisfy the request.\n\tstatus code: 400, request id: =}
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- OS BEED

7

- var_log/messages, cloud-init.log
- system/services.txt
- kernel/dmesg.human.current

- EKS BED

7

- var_log/aws-routed-eni/ipamd.log
- ipamd/enis.json
- kubelet/kubelet.log
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WEHNDD
- Windows ¥° Fargate ./ — RICEZXIIS U TCWLWEREA
» AT23>27T S3)\Uw hEZEIEET DiHE. U TFTHNE
« AWS CLI i1 > A b—=JLEN TN 2RENHD
- Amazon EKS &i#ft AMI (C(E. TTA)L B TA >R h=ILiEH
« EC2 A2 RHI>AMS S3 NDBEENH B]EE
« 12 RAIRTAT7AIVICHER S3 )\Tw hAD Put 1&RMN DD

a S © 2023, Amazon Web Services, Inc . or its affiliates.

36



e

« O DEUS/AEIC DT
« SAW(S>TJ WD) ZEITT B
. EKS Log Collector %179 3
« EC2 /12RO A ETIEEREITID
« SSM R A> MNEHTEITID
« Amazon EKS &t AMI (T > A h—=)LENTWBRIVUT hz{ER

sh-4.2%$ sudo bash /etc/eks/log-collector-script/eks—log-collector.sh

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 56 100 56 0 0 41025 0 —:—:— —:1—1— —:1—:1— 56000

This is version 0.7.6. New versions can be found at https://github.com/awslabs/amazon-eks—ami/blob/master/log—collector-script/

Trying to collect common operating system logs...

Trying to collect kernel logs...

Trying to collect modinfo... Trying to collect mount points and volume information...
Trying to collect SELinux status...

Trying to collect iptables information...

Trying to collect installed packages...

Trying to collect active system services...

Trying to Collect Containerd daemon information...

Trying to Collect Containerd running information...

Trying to Collect Docker daemon information...

Warning: The Docker daemon is not running.
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