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& 29 DEIERZ: 2023-08-15T22:37:18.794Z
CannotPullContainerError: pull image manifest has been retried 5 time(s): failed to resolve ref docker.io/library/amazonlinux:latest: failed
to do request: Head "https://registry-1.docker.io/v2/library/amazonlinux/manifests/latest": dial tcp 3.216.34.172:443: i/o timeout

service SAW-TroubleshootECSTaskFailedToStart-MyFargateService-bfqNwghsTkP2 has
started 1 tasks: task 52e92503166b43289cd9cc24d9396e6b.

2023%48H16H 07:33 (UTC+9:00)

52e562f6-68fc-4b12-b3z
b97c1c41c1c6

service SAW-TroubleshootECSTaskFailedToStart-MyFargateService-bfgNwghsTkP2 is
2023485 16H 07:20 (UTC+9:00) unable to consistently start tasks successfully. For more information, see the
Troubleshooting section of the Amazon ECS Developer Guide.

service SAW-TroubleshootECSTaskFailedToStart-MyFargateService-bfqNwghsTkP2 has
started 1 tasks: task a2df6a3d5024415aa0dccd8bb9a07f63.

2023%8H16H 07:06 (UTC+9:00)

626ae6d3-21e9-4393-
b4d3-9fca7062d067

6bb3aeb6-28ea-4023-98
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AWS Systems Manager RE¥a XV AWSSupport-TroubleshootECSTaskFailedToStart

AWSSupport-TroubleshootECSTaskFailedToStart 7ovav v |
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> AutomationAssumeRole ClusterName
v > B

F¥axX> +OBH (Optional) The Amazon Resource Name (ARN) of the AWS Identity and Access Management (IAM) role that allows (Required) The name of the Amazon ECS cluster where the task failed to start.

Systems Manager Automation to perform the actions on your behalf. If no role is specified, Systems Manager
Automation uses the permissions of the user that starts this runbook. l String
P BN 1ERUE mEE Y—TyRILT ‘ v‘ c ‘
Windows, Linux, MacOS Tue, 25 Apr 2023 11:03:05 GMT Amazon / e
_ Taskid CloudwatchRetentionPeriod

ATF=FR (Required) The ID of the failed task. (Optional) The retention period, in days, for the Lambda function logs to be stored in Amazon CloudWatch Logs. This is
@Activ only necessry if the analysis determines network connectivity needs to be tested.

CUYE ‘ String ‘

30 B \

The AWSSupport-TroubleshootECSTaskFailedToStart runbook helps you troubleshoot why an Amazon Elastic Container Service (Amazon ECS) task in an Amazon ECS cluster failed to start. The runbook analyzes
the following common issues that can prevent a task from starting:

« Network connectivity to the configured container registry

« Missing IAM permissions required by the task execution role

* VPC endpoint connectivity

* Security group rule configuration

* AWS Secrets Manager secrets references

« Logging configuration

© 2023, Amazon Web Services, Inc. or its affiliates. 19
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v A

04_Execution_Results.01_TaskFailureReason

I‘ N P " B FR]] resolved from domain name [docker.io e egress of Security Group/s [['sg-i= LRl | at is used by ECS/Fargate Agent
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. AL
- Fargate &Y 1 T DHRXI%ZHCE). Secrets Manager ZZ8RIDLDI(C
G XE
. RR—TADRIZY—ILE UL AWS CLI TR DR [CEM UL
C ExHERR, (E1EIBH(stoppedReason) R L. I XOUET IAM O—
JLODIERMAREB U TS EEDofeht. s8&ddpd Secrets Manager
BN B ISAER N IR VDA TZ 0N

Amazon Elastic Container Service IR — fargate YRY £521c5c644114e8e80b54a8e344fe3b3 BRE

f521c5c644114e8e80b54a8e344fe3b3 || s

A 4 29 DS IERZ): 2023-08-16T05:15:49.786Z
ResourceInitializationError: unable to pull secrets or registry auth: execution resource
retried 1 time(s): failed to fetch secret arn:aws:secretsmanager:ap-northeast-1: L]
User: arn:aws:sts:: ] B . :assumed-role/NoPolicyEcsExecutionRole/f521c5c644114e8e80b54a8e344fe3b3 is not authorized to perform: sec
secretsmanager:ap-northeast-1: because no identity-based policy allows the secretsmanager:GetSecretValue action

retrieval failed: unable to retrieve secret from asm: service call has been
from secrets manager: AccessDeniedException:

retsmanager:GetSecretValue on

status code: 400, request id: b
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« ECR (CEHT DtERDAE

- [OZE%TE(CloudWatch Logs)(C 9 DHERDAE
« Secrets Manger (CEE9 B1ERDAE

dunl

v A

04_Execution_Results.01_TaskFailureReason

Task Failure Reason Analysis:
HUHHHHHRR R

REGISTRY CHECKS

The Task Execution role [arn:aws:iam:: I :role/NoPolicyEcsExecutionRole] doesn’t have required permission to perform authentication for ['ecr:GetAuthorizationToken'].ECR GetAuthorizationToken action s
- https://docs.aws.amazon. com/AmazonECR/1atest/userguide/repository-policy-examples.html

The Task execution role used by the task [arn:aws:iam i =n

, B8 g :role/NoPolicyEcsExecutionRole] is missing the following required permission(s) to pull the image from ECR repository [mirror-alpine]:
['ecr:BatchCheckLayerAvailability', 'ecr:GetDownloadUrlForLayer', 'ecr:BatchGetImage']

Make sure that the Task execution role policy attached has all the recommended permissions.
- https://docs.aws.amazon. com/AmazonECS/1atest/developerguide/task_execution_IAM_role.html

Log Configuration Checks

The role arn:aws:iam:: &/l

B . :role/NoPolicyEcsExecutionRole doesn't have permission to perform AWS API Action ['logs:CreateLogStream', 'logs:PutLogEvents'] against the resource arn:aws:logs:ap-northeast-1

SECRETS REFERENCE CHECKS

#7 ":role/NoPolicyEcsExecutionRole does not have permission to perform ['secretsmanager:GetSecretValue'] against the resource arn:aws:secretsmanager:ap-northeast-1: Wl "1 B [ :se|
Ei\l\/s; .Make sure the task execution role has the permission according to the following documentation: https://docs.aws.amazon.com/AmazonECS/latest/developerguide/specifying-sensitive-data-parameters.html#secrets-iam
N1
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- HABENURAZAYANIDZTFTA DRI AE U TERFRSNDEE

ECS USR5 —%
. AutomationAssumeRole(A 7> 3>)
- [AWSSupport-TroubleshootECSTaskFailedToStart] & [E#k

https://docs.aws.amazon.com/ja jp/systems-manager-automation-
aWSrunbooks/latest/userqwde/automatlon AWS- troubleshoot ecs-container-instance.html
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AWS Systems Manager RFa XV b SC inerinstance

¢ |AWSSupport-TroubleshootECSContainerlnstance Fovav v

A—rX—2aVER{TID

L] aAvFyY N—=I3>¥ 2]

ARG A—5
RFaxXyhON—-Y3>
4(F7AILK)
AutomationAssumeRole ClusterName
(Optional) The ARN of the role that allows the Automation runbook to perform the actions on your behalf. If no role is (Required) The name of the Amazon ECS cluster that the instance failed to register with.
v RF¥axXy sk specified, Systems Manager Automation uses your current IAM user permissions context to execute this runbook.
test
Choose IAMRole
T3V hTa—h fERLE FiEE I—FYLILT
Windows, Linux, MacOS Tue, 01 Aug 2023 10:20:44 GMT Amazon / Instanceld
(Required) The ID of the Amazon EC2 instance you want to troubleshoot.
AT=52 ‘ i-aaaaaaaaa
©Active
The SCi inerinstance runbook helps you troubleshoot an Amazon Elastic Compute Cloud (Amazon EC2) instance that fails to register with an Amazon Elastic Container Service
(Amazon ECS) cluster. This automation reviews whether the user data for the instance contains the correct cluster information, whether the instance profile contains the required permissions, and network
configuration issues.
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- BUIF2OBERIMIE CTE, UserData1 IEBRGA A RTOT 7
1 ILA\DIERIENIC K> C—E CR-ERHHE

« UserData MicikHiE> TLVS
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AWS Systems Manager A—hAXA=>3> 5£17 ID: 9f04ae5e-ded4-40ba-9821-caf884e65568

E1TDFEH: AWSSupport-TroubleshootECSContainerinstance
> RITOBA

v i

executeChecker.stdout

Cluster name provided cluster-SAW-TroubleshootECSContainerInstance is not matching with the cluster name inside of the user data section

Make sure that you are using the correct cluster name for the environment ECS_CLUSTER inside of the /etc/ecs/ecs.config file
See https://docs.aws.amazon.com/AmazonECS/1latest/developerguide/bootstrap_container_instance.html

The container instance profile SAW-TroubleshootECSContainerInstance-MyEcsInstanceProfile-yrHL8vrs9icl is missing the following required permission(s)

['ecs:RegisterContainerInstance', 'ecs:CreateCluster', 'ecs:DeregisterContainerInstance', 'ecs:DiscoverPollEndpoint', 'ecs:Poll', 'ecs:StartTelemetrySession',
Make sure that the container instance has all the recommended permissions.

'ecs:UpdateContaine}
See https://docs.aws.amazon. com/AmazonECS/latest/developerguide/security-iam-awsmanpol.html#instance-iam-role-permissions

aws
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- [CIRESBESRMEES DA
. HRXDINRE
«  [AWSSupport-TroubleshootECSTaskFailedToStart] Tic&k L5 E CHESRRIEE
- ECSO>F77JI—>1>h

« IH —EX/ N> V=)L A TDSANSOFv—1 A0 [AFFAREGT>
ZJ %E n lJ\ Amazon Elastic Container Service IS5 default AVITISANTIFv AVFFAVRI VR 68ca89b16d4c48b995f951afda365e47 Y2

AT FHA VR VR - 68ca89b16d4c48b995f951afda365e47

— R EE samR || Fovav v

I—YJrvhON=Yay AVTFHIVIALN—=TaY

linux

« AWS CLI : describe-container-instances 1< > F® agentConnected A7—% X
ChEsERIRE
adws
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- ECS OJ>F77FI—=>x> h® agentConnected (CRI I DFHEE
18

7SN

BEOERFO—IREUT. 1 KE(CEERIYIET LU CBiEHR I D

https://docs.aws.amazon.com/ja jp/AmazonECS/latest/developerguide/ecs c
we events.html|

—75. ###HL T agentConnected false &73> TUL\Bi5E, ECS O 53
IT—>12 MMEIEUTWDEREEEEZ SND

U]
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https://docs.aws.amazon.com/ja_jp/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/ja_jp/AmazonECS/latest/developerguide/ecs_cwe_events.html

AWSSupport-CollectECSInstancelogs

. Linux UK & Windows @D EC2 1> XS > X CTHIFHBIEE
ECS O L2045 —OEEICHIE UL TLYVD OS THIFETIEE

https://docs.aws.amazon.com/AmazonECS/latest/developerquide/ecs-logs-
collector.html

5 % (£ Bottlerocket (FFRH7R—

X5 EC2 > XF 2 AANT SSM Agent BE1fELCH D, Systems
Manager [CKD CEEESNTLWBYR—> R — ROERD D

ECS-Optimzied AMI Amazon Linux 2023, ECS-Optimzied AMI
Amazon Linux 2 (CC SSM Agent (F-1> X b—)LiBH

aws
>
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AWSSupport-CollectECSInstancelogs

+ AT2327TS3 (COVZEETDHE. UTHNE

Linux D&, AWS CLI. Windows D& AWS Tools for Windows
PowerShell h* EC2 1> XA RICA A M=)LENTULD

ECS-Optimzied AMI Amazon Linux 2 (C(& AWS CLI i1 > X b—JLENTLVRLY

e, BRICA > X b—)LhWwE(ECS-Optimzied AMI Amazon Linux 2023 THMN
(X AWS CLI (&1 > X h—=)LiFH)
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- ECS Instanceld(w2B)
» OJBEUSHRD EC2 1 > XAF > X ID
. LogDestination(A7>3>)
. V—hADENkO0%=7yvIJ0O—-R9D S3/\Twv
. AutomationAssumeRole(A 7> 32>)
- [AWSSupport-TroubleshootECSTaskFailedToStart] &[E#k

https://docs.aws.amazon.com/ja jp/systems-manager-automation-
aWSrunbooks/latest/userqwde/automatlon awssupport coIIectecsmstancequs html
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AWS Systems Manager REaXvb pport-CollectEC! og

74 AWSSupport-CollectECSInstanceLogs

ELLE] aA¥Fry N"N—yay =2

RFaXYhDN—-Y3>
1(F7AIK)

v R¥a XY hOREA

77y hT7A—A YERLF %

Windows, Linux, MacOS Wed, 23 Mar 2022 21:53:14 GMT
ATF—F R

©Active

W 2= THI

—1 A > NEIRZR U,
T. ANINSA—SF—ZI8F

| 7ovav v A—hX—YaVERFTS

A% S~y RG1T

Amazon =

This document will collect ECS logs from a specified ECS instance and upload it to a specified S3 bucket.

aws

[ A— b A—23>2%2F1T793D] ZEIRU
9B ETCTEITH]EE, FfH(E [AWS Black
Belt Online Seminar AWS SAW - LY —EXIRNSTIL>a1—F+

DEE AFR | ZSR<TIZSN,

ANIRFG A=

ECSInstanceld
(Required) The ID of the ECS EC2 instance you want to collect logs from.

@ (VISITFATBAVRI VALY N—%RRT B

i-0c6d195d4d6dce3e7

LogDestination

(Optional) The Amazon Simple Storage Service (53) bucket in your account to upload the logs to. Please make sure the
bucket policy does not grant unnecessary read/write permissions to parties that do not need access to the collected logs

AutomationAssumeRole
(Optional) The ARN of the role that allows Automation to perform the actions on your behalf. If no role is specified,
Systems Manager Automation uses the permissions of the user that runs this document.

© 2023, Amazon Web Services, Inc. or its affiliates.
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AWS Systems Manager A—hX—vav 1T ID: 1042910-7df1-454b-9402-87359975736b
SRITOFHA: AWSSupport-CollectECSInstanceLogs

> RITOHM

v 7

ZOXRTRBHADSBD FEA

RTRAT—F R
.+ S3O2V—ILTZyIO—RESNEOINHERTES

sirv-czircipsirmiareeiog - Tsurhri-n ] K lnlar® e

ATz U Z0F 1 FOERHA AhUIR TR FIOERARIV N

ATIIb (4)

#7:

K. Amazon S3 [C{R#F& NIEANBIY 7 1 71 T, AmazonS3 A YAy b Y [AEERALT, /WUy AROFIRTOATI xS hOYR FERBTEET, BOL—Y—HESOATI TS McFIERT

& BRNC 77 ARRENSTEBEN BN ET. 554
7ovav v || sanvone | IEEE

1 @

Q FL71yIRTATI L ki

(] £ a 917 v RREFER v H1X v ARL=II352 v
B ecsi-

. 0288fb28dc37c774e_5382520a-
7 338b-4db1-
baf1-101948c7688f.tgz

O ecsi-

tgz 2023/09/08 12:31:57 PM JST 63.5KB RIVET—R
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https://docs.aws.amazon.com/ja jp/AmazonECS/latest/developerguide/ecs-
logs-collector.html
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