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AWS Lake Formation » Data lake locations » Register location

Register location

Amazon S3 location

Register an Amazon S3 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

‘ ‘ Browse

e.g.: s3://bucket/prefix/

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWSServiceRoleForLakeFormationDataAccess v

/\ Do not select the service linked role if you plan to use EMR.

[J Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Cancel Register location

aws
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Requestor ‘ ‘1 Resources
Lake Formation

Permissions Permissions

LUF DK S5m0 MIEDHIHIZ IAM TIETD Lake Formation _£C Glue Data Catalog /\
. “athena: *": FFH 9 B AWS B —E X DIER MR O AHEHZEITD

« “glue:*": Glue Data Catalog DIR{EHEIR

+ “lakeformation:*" Lake Formation (DIR/FAER

aws
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il

IAMAllowedPrincipals Lake Formation ODFJHAERTE

AWS Lake Formation > Data catalog settings

Data catalog settings

Default permissions for newly created databases and tables
These settings maintain existing AWS Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which

Requestor will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake Z

Lake Formation
Permissions Permissions

Use only IAM access control for new databases

Use only IAM access control for new tables in new databases

o CCZESNEI BLHEHN IAM Group: Database creators (2)
IAMAllowedPrinci pa ls (L_ cl: 5 %Jﬁﬂ Choose IAM principals permitted to create databases in your AWS Glue Data Catalog.

« IAMAllowedPrincipals [C(& IAM Policy C Q_ Find database creators
Glue Data Catalog ANDF I L AHGHRIETNT |
5 IAM User/ROI.e b\é‘cﬁih% Principal v Principal type v | Permissions

e |Lake Formation (3:?77") L I\t“ O IAMAllowedPrincipals Group Create database
IAMAllowedPrincipals (C Glue Data Catalog dD

e DB/Table I_njjj_(t_ Super ¥ERZI5T D

~ > © 2023, Amazon Web Ser r its affiliates 22
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F—A LA OEEE(LS3 O —>3>0OFFkE Lake Formation LD T 7otz A Hlfil%=

BT D, IAM [CABNRE Policy Zd5 Uz, Lake Formation D>

1. B IAM (¥R —2 R)/RUS —

- WA
 AWSLakeFormationDataAdmin
s U—EXUZTORASAMRIS—
« AT 3>
 AWSGlueConsoleFullAccess
CloudWatchLogsReadOnlyAccess
- Glue ZES3HZE
 AWSLakeFormationCrossAccountManger
« JOXRTHO> bHBZEDHZSE
 AmazonAthenaFullAccess
« Athena ZE>SHE

aws

N 2) © 2023, Amazon Web Services, Inc. or its affiliates.
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Add administrators

Access type

‘ © Data lake administrator ‘ ‘ O Read-only administrator

zon ers and groups, and federated users
ry ARN (EMR beta only), Amazon QuickSight ARN, or federated user ARN. Press Enter to add additional ARNS.

ccountld>:saml-provider/<SamlProviderName>:user/<UserName>

« [Administrative roles and tasks] —
[Data lake administrators] — [Add]

« IAM User/Role, SAML 1 —H%&§x 9 D
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IAMAllowedPrincipals DS ZHEBR I B

1. Data Catalog DX TEZZEE

Default permissions for newly created databases and tables
These settings maintain existing AWS Glue Data Catalog behavior. You can still set individual permissions on databases and tables, which

will take effect when you revoke the Super permission from IAMAllowedPrincipals. See Changing Default Settings for Your Data Lake [4.

[[J Use only IAM access control for new databases

[ Use only IAM access control for new tables in new databases

« [Data catalog settings]
o FIVIRYIRZINTHT

« I EFHTULSESND Glue Data
Catalog @ DB/Table C

IAMALllowedPrincipals D& ENHENN

N IEB

aws

N 2) © 2023, Amazon Web Services, Inc. or its affiliates.

2. IAMAllowdPrincipals @ Revoke

Database creators (2)
Choose IAM principals permitted to create databases in your AWS Glue Data Catalog.

Q, Find database creators

Principal v Principal type v Permissions

O IAMAllowedPrincipals Group

Create database

[Administrative roles and tasks] —
[Database creators] — [Revoke]

IAMAllowedPrincipals 'S DB M
VERIERRZHIFR 9 D
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aws

N

AWS Lake Formation » Data lake locations » Register location

Register location

Amazon S3 location

Register an Amazon S3 path as the storage location for your data lake.

Amazon S3 path
Choose an Amazon S3 path for your data lake.

e.g.: s3://bucket/prefix/ ‘ ‘ Browse

Review location permissions - strongly recommended
Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWSServiceRoleForLakeFormationDataAccess v
/A\ Do not select the service linked role if you plan to use EMR.

[J Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.

Permission mode

Select the permission mode you want to use to manage access.

O Hybrid access mode - new ke Formation
Lake Formation permissions can co-exist with IAM Only Lake Formation permissions are enforced.
permission policies for AWS Glue and S3 actions to

manage access. Learn more [4

Cancel Register location

© 2023, Amazon Web Services, Inc. or its affiliates.

« [Data lake locations]
— [Register location]

- FIOAIPDODB—ERVU>OO0-)%Z
IAM Role & UCHEXEY DimE(E p16 T
EoTleA >S5RS —M
T—Y LA UOERECNE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServiceLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "lakeformation.amazonaws.com"

"Effect": "Allow",
"Action": [
"iam:PutRolePolicy

n

1

"Resource": "arn:aws:iam::<account-id>:role/aws-service-
role/lakeformation.amazonaws.com/AWSServiceRoleForLakeFormationDataAccess"

}
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Grant permissions

Add access permissions for specific storage locations.

[Data locations] — [Grant] C

AWS Lake Formation » Data locations
O My account (O External account
‘ User or role from this AWS account. AWS account, AWS organization or 1AM

Data locations (5) C

Choose a storage location for which to review, grant or revoke user permissions.

principal outside of this account

IAM users and roles
Add one or more IAM users or roles.

‘ e.g.: s3://bucket/prefix/

‘ Choose IAM principals to add

‘ Browse X

Admin X
Role

Active Directory and Amazon QuickSight users and groups, and federated users
Principal PrinCiPal type Resource Enter an Active Directory ARN (EMR beta only), Amazon QuickSight ARN, or federated user ARN. Press
Enter to add additional ARNs.
s3://lakeformation- ‘ Ex: arn:aws:iam::<Accountld>:saml-provider/<SamlProviderName>:user/<UserName> ‘

808127639386

AWSGlueServiceRole-Crawler IAM role

Storage locations

datazone-usr-c-proj- 1AM rol. s3://datazone-proj- Choose one or more data lake locations.
role

armilxjqqgevg armilxjqqgevg-1692 e.g.: s3://bucket/prefix/

‘ Browse ‘
Registered account location
‘ 808127639386

[J Grantable

aws

N © 2023, Amazon Web Services, Inc. or its affiliates. ‘ Cancel Grant
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[Data lake permissions] — [Grant] T U > <) VULICHERZ5 IS

AWS Lake Formation » Grant permissions

Grant data permissions

Principals

AWS Lake Formation » Permissions
- O IAM users and roles SAML users and groups External accounts

Users or roles from this AWS SAML users and group or AWS account, AWS
account. QuickSight ARNs. organization or IAM principal
Py . . . tside of th t
® Too many permissions? Filter by database or table. In the navigation page, choose Databases or Tables. Then outside ot this accoum
choose a database or table, and on the Actions menu, choose View Permissions.
IAM users and roles
Add one or more IAM users or roles.

Choose IAM principals to add

Data permissions (124)

Q Filter permissions by property or value LF-Tags or catalog resources

Principal a Princip... ¥ ‘ Resourc... Vv Database v ‘ O Resources matched by LF-Tags O Named Data Catalog resources

(recommended) Manager permissions for specific databases or tables,

Admin 1AM role arn:aws:a... Database lakeforma. Manage permissions indirectly for resources or data in addition to fine-grained data access.
matched by a specific set of LF-Tags.

Admin IAM role arn:awsia... Database aurora_ex...
No LF-Tags selected

Admin |AM role arn:aws:ia... Database cleanrooms Add LF-Tag key-value pair

) . . You can add 50 more LF-Tags.
Admin |IAM role arn:aws:ia... Database redshift_s...

Admin IAM role arn:aws:ia... Data locat... .
Database permissions

Database permissions
Choose specific access permissions to grant
[[J Createtable [] Alter () prop [J Super

This permission is the union of all the individual permissions
D Describe to the left, and supersedes them.

Grantable permissions
Choose the permission that may be granted to others.

[] Createtable [] Alter [J Drop [J Super
This permission allows the principal to grant any of the
aWS [J Describe permissions to the left, and supersedes those grantable

N © 2023, Amazon Web Services, Inc. or its affiliates. permissions.
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1. LF 57 ZEH (DB/Table) [CfH5

AWS Lake Formation > Tables > ad_train

[LF-Tags and Permissions] -
AWS Lake Formation > Grant permissions
LF-Tags LF-Tag permi LF-Tag creators - new Grant data permissions
ad_train

Principals
‘\/ersmnol(urrentversmn) v ‘ Actions & ‘ Drop table ‘

LF-Tags (0) Add LF-Tag

LF-Tags have a key and one or more values that can be associated with Data Catalog resources. lsasnsnasalZ.

Table

Edit schema

‘ View properties SAML users and groups
e users and group or

Q Find LF-Tags Table details Edit LF-Tags | edittante

Creatk resource link incipalsto odd
Database Permistions
Admin X

Role

cleanrooms Grand
Values Owner account ID LF-Tag permissions Governance Revoke

Disabled Verify permissions t-sandbox2-bucket/cleanrooms-

P LF-Tags or catalog resources
rain/

No LF-Tags View permissions

No LF-Tags defined, please choose Add LF-Tag to create one. Data format Compaction Status

csv -

O Resources matched by LF-Tags (recommended) O Named Data Catalog resources.

e permissions indirecty for ordata

M
mathed by L5

Add LF-Tag

Last updated
20234926 X BEH 6:09 UTC

Key Valles

confidential Remove

» Advanced table properties
KA P2 Ke-VATIE BEIF
Add LF-Tag Learn more
EdiyLF-Tags: ad_train Learn more [/
LF-Tags have a key and one or more values that can be associated with Data Catalog resources. Tables automatically inherit from database LF-

Tags, and columns inherit from table LF-T

LF-Tags

After they are associated with catalog resources, LF-Tags allo

Example: Key = Confidentiality | Values = private, sensitive, public

Key

Key string must be less than 50 characters long, and cannot be changed once LF-Tag

reate table Atter s

This permission is the union ofalthe ndividual permis
the e, and

There are no inherited LF-Tags associated with the resource. "
Describe

Grantable per

Assigned keys Values

| Enter LF-Tag key ‘ ‘ Enter LF-Tag value Remove

ecify a LF-Tag key

Values
Type a single value and select [Enter] or specify multiple values separated by commas.

Enter up to 50 values; each value must be less than 50 characters long.

O Createtable [ Alter

() Describe

Table permissions

‘ Assign new LF-Tag ‘

Table permission:

select ] Delete

‘ Cancel ‘

BEFICZDT T % DB/Table/Column (Z{3+5B]8E
ENT S TEINEETE XTIV Y — R (BB THEK
(DB M7 Table/Column (CHE)
AW 20 Ao e s o or s s MAERSNZS I L E =TI

the indiidual permis

Describe 0 Atter 0 brop

T2 )OLICHT &
1EfRZ (5

ail
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aws
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AWS Lake Formation » Tables » table1
table1

Version 0 (Current version) ¥
View properties Table

View data

T

Table details Edit LF-Tags

Create resource link

Database -
Permissions

lakeformation

Grant
Location Revoke
s3://shotast-sandbox1- . L.
Verify permissions
lakeformation/table1/ [4

View permissions
Last updated

20234%8H18HEMEH 13:01 UTC

» Advanced table properties

© 2023, Amazon Web Services, Inc. or its affiliates.

Drop table

Edit table

Governance
Disabled

Compaction Status

AWS Lake Formation » Tables > tablel » Editschema

table1

Schema Upload schema

Delete

Version 0 (Current version)

Edit LF-Tags Add column

Q Find columns 1 &

| Columnname v |

Data type

string

Comment

sepal_length

sepal_width
petal_length
petal_width

species

Edit LF-Tags: 2 columns Learn more [4

string
string
string

string

X

® Showing only LF-Tags that are shared by all selected columns.

LF-Tags

After they are associated with catalog resources, LF-Tags allow you to create scalable permissions.

There are no inherited LF-Tags associated with the resource.

Assigned keys

Q, sensitive X [ true

You can add 49 more LF-Tags.

Remove
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A (ZULTF DEFE]: Table (Cx LT
DESCRIBE, SELECT DESCRIBE, SELECT HDIC&EBUY—IADT IR %I
g ANCIGE A D and FHTIEIR< or FHFICTRD
JU>2 )01

AL DEFE]:

DESCRIBE, SELECT
DELETE Table
Table [Cxt LT

o DESCRIBE, SELECT, DELETE
j| RS oo ' '

aws
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AWS Lake Formation » Grant permissions

.. Table permissions
Grant data permissions

Table permissions
Choose specific access permissions to grant.

[J Select [J Insert [ Delete [J Super

© 1AM users and roles O SAML users and groups External accounts This permission is the union of all the individual permissions to
Users or roles from this AWS SAML users and group or AWS account, AWS organization [[] Describe [J Alter (] Drop the left, and supersedes them.
account. QuickSight ARNS. or IAM principal outside of this
account

Principals

Grantable permissions

Choose the permission that may be granted to others.
IAM users and roles

Add one or more IAM users or roles. [ select [ Insert [J Delete [J Super
‘ Choose IAM principals to add This permission allows the principal to grant any of the

[) Describe (] Alter (] prop permissions to the left, and supersedes those grantable
Admin X permissions.
Role

Cancel
LF-Tags or catalog resources

Resources matched by LF-Tags (recommended) ©O Named Data Catalog resources
Manage permissions indirectly for resources or data Manager permissions for specific databases or tables, in
matched by a specific set of LF-Tags. addition to fine-grained data access.

Databases
Select one or more databases.

‘ Choose databases Load more

lakeformation X

Tables - optional
Select one or more tables.

‘ Choose tables

All tables X
I

Data filters - optional
Select one or more data filters.

‘ Choose data filters

Manage data filters [

aws
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aws
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© 2023, Amazon Web Services, Inc. or its affiliates.

Table permissions

Table permissions
Choose specific access permissions to grant.

Select [J Insert [] Delete

[] Describe [] Alter (] prop

Grantable permissions
Choose the permission that may be granted to others.

[J select [J Insert (] Delete

[J Describe [ Alter (] brop

Data permissions

O All data access

Grant access to all data without any restrictions.

Choose permission filter
Choose whether to include or exclude columns.

O Include columns

Grant permissions to access specific columns.

O Exclude columns
Grant permissions to access all but specific columns.
Select columns

Choose one or more columns

BRI INIUD

[] Super

This permission is the union of all the individual permissions to
the left, and supersedes them.

(] Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable
permissions.

O Column-based access
Grant data access to specific columns only.
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Create data filter
r===p Principals

Grant data permissions

Data filter name

Enter a name that describes this data access filter.

© IAM users and roles O SAML users and groups External accounts
Users or roles from this AWS SAML users and group or AWS account, AWS

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or underscores (L), and must be less than 256 characters long. account. QuickSight ARNs. organization or IAM principal
outside of this account

‘ data_filter1

AWS Lake Formation Data filters
. : > - Target database

IAM users and roles
Add one or more IAM users or roles.

‘lakeformation v ‘ ‘ Load more

Data filters (0)

K ot

‘ catalog_sales v ‘

‘ Choose IAM principals to add

Use data filters to achieve column-level security, row-level security and cell-level security. Learn more [

Admin X
Role

‘ Q, Find filter ‘ &

Column-level access

Filter name a Table v ‘ Database Table cata... ¥ Permissions Choose whether this filter should have column-level restrictions. LF. Tags or cata[og resources

Column-level access

Choose whether this filter should have column-level restrictions. O Resources matched by LF-Tags © Named Data Catalog resources

(recommended) Manager permissions for specific databases or
tables, in addition to fine-grained data access.

No data filters available

‘ Create data filter
O Access to all columns
) Manage permissions indirectly for resources or data
Filter won't have any column restrictions. matched by a specific set of LF-Tags

) Include columns
Filter will only allow access to specific columns. Databases
Select one or more database:

O Exclude columns —_—
Filter will allow access to all but specific columns. ‘ Choose databases Load more

e lakeformation X
Row filter expression

Enter the rest of the following query statement SELECT * FROM catalog_sales WHER

Please see the documentation for examples of filter expressions. Tables - optional

Select one or more tables.

order_number=1 ‘ Choose tables

catalog_sales X ‘

Data filters - optional

Create filter Select one or more data filters.

‘ Choose data filters Create new

data_filter1 X ‘

Manage data filters [

aws 35
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Rows
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Table permissions

Table permissions
Choose specific access permissions to gran

(] Select (] Insert [] Delete

(] Describe (] Alter (] Drop

Grantable permissions
Choose the permission that may be granted to others.

(] Select (J Insert (] Delete

(] Describe (] Alter (] prop

© 2023, Amazon Web Services, Inc. or its affiliates.

(] Super

This permission is the union of all the individual permissions to

the left, and supersedes them.

(] Super

This permission allows the principal to grant any of the
permissions to the left, and supersedes those grantable

Cancel

XRDIY) — X (CXF LT SELECT/INSERT
/DELETE/DESCRIBE/ALTER/DROP Di&EE %=
TJU>2)VLICAIETEHERZ{M59 3
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Hybrid access mode
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Table
RULT—IL1I2SR AWS IAM role

i olic
@_’: AWS Lakg Fprmatlon policy @
A'S permissions
D @, -
Amazon S3 bucket Data Catalog AWS Lake
Formation Amazon If-analyst

Athena

AWS |AM role
policy

v J
1 AWS |AM permissions
\Amazon S3 AWS Glue . < [\
'bucket resource policies :

i Engineer
1policies AWS Glue ETL
|

\aWS:’ © 2023, Amazon Web Services, Inc. or its affiliates. https://docs.aws.amazon.com/lake-formation/latest/dg/hybrid-access-mode.html

If-analyst (&
LF O#lliilE2(F3D

Engineer (&
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Hybrid access mode DEES;
2DDRAT Y T TREERSB TS

1. 7—4 L% Hybrid access
mode CTEx

AWS Lake Formation » Data lake locations » Register location

2. 7> ) VL% Lake
Formation C{TD LD (Chatl

AWS Lake Formation » Hybrid access mode

BRBEHDED(E
[Data lake locations] —
[Actions] — [Edit]
THmET D

Hybrid access mode

In hybrid access mode, Lake Formation permissions and IAM policies for AWS Glue/S3 work together. Note that granting permissions using LF-Tags is not fully supported yet in hybrid access mode. Learn
more [

Register location

Amazon S3 location

v .
Register an Amazon S3 path as the storage location for your data lake. How it works

Amazon S3 path

Choose an Amazon S3 path for your data lake.

3://bucket/prefix/ Browse

Register data lake location
Register data locations and enable
hybrid access mode.

Add policies
Add lakeformation:GetDataAccess

permissions to the user's IAM policies
and grant data location access. Learn

Grant permisssions
Grant permissions to the user and add
resources and principals in hybrid access
mode.

Finish setup
Lake Formation permissions are
enforced after you add resources and
principals in hybrid access mode.

. . . more [
Review location permissions - strongly recommended @

Registering the selected location may result in your users gaining access to data already at that location. Before registering a location, we
recommend that you review existing location permissions on resources in that location.

Register location Grant permissions

Resources and principals in hybrid access mode (1)

To enforce Lake Formation permissions, you need to opt-in databases, tables, and resources to hybrid access mode.

IAM role

To add or update data, Lake Formation needs read/write access to the chosen Amazon S3 path. Choose a role that you know has permission
to do this, or choose the AWSServiceRoleForLakeFormationDataAccess service-linked role. When you register the first Amazon S3 path,
the service-linked role and a new inline policy are created on your behalf. Lake Formation adds the first path to the inline policy and
attaches it to the service-linked role. When you register subsequent paths, Lake Formation adds the path to the existing policy.

AWS Lake Formation » Hybrid accessmode > Add resources and principals

]
]
]
€¢----------d
AWSServiceRoleForLakeFormationDataAccess v . .
Add resources and principals
Choose databases, tables, and principals to add in hybrid access mode. Lake Formation permissions will be enforced.

/A Do not select the service linked role if you plan to use EMR. Learn more [4

LF Fliilzsshl g )Y —RX&
V> 2 )LDz
#EIRT D

- - Resources
[[J Enable Data Catalog Federation

Checking this box will allow Lake Formation to assume a role to access tables in a federated database.
Databases

Select one or more databases.

Choose databases Load more

Permission mode

Select the permission mode you want to use to manage access.
Tables - optional
Select one or more tab

LF A0 (C KB HlEH=EFBLTS
BEEERRICHEBI TRV —X
ETU>2)VULEEIRT D

R Choose tables
) Lake Formation

Only Lake Formation permissions are enforced

O Hybrid access mode - new
Lake Formation permissions can co-exist with IAM
permission policies for AWS Glue and S3 actions to
manage access. Learn mort

Principals

1AM users and roles

Cancel Register location L r roles from this AWS account.

IAM users and roles
Add one or more IAM users or roles.

aws

N

Choose IAM principals to add

41
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Hybrid access mode (& IAMAllowdPrincipals H"15 11 CLYTH Lake Formation (C X5 l4iElZ
SR8V (CITHO T DHEEE

Lake Formation E— R ATy RPZOELAE—R
IAMAllowedPrincipals (C IAMAllowedPrincipals (C
DB/Table D Super &R 1] DB/Table D Super &R
IAMAllowedPrincipals Ny IAMAllowedPrincipals Ny TYU>ZIUb2 [c39°S Lake

Formation (C KD HlEHIDEHI{E

& AWS Lake Formation & AWS Lake Formation

AVIAVI — @ >z )01 — @

& Amazon Athena Amazon S3 8 % Amazon Athena Amazon S3

JU>z )02 JU>z )12
IAMAllowedPrincipals (C Super #EBEMNMIS5 N TS ZH Lake Formation (C XD HIHIN B L TN TD28
IAMAllowedPrincipals (ClEd 27 J>2)VULE 1 >=)VL2 (F IAMAllowedPrincipals (C[E LI2HY5S
=D DB/Table (C7 12 X H]EE TN &(EHN(C Lake Formation £T
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CloudTrail DS

Lake Formation (& CloudTrail Eft&E=11CH D, Lake Formation API DI —)L7Z1A X2 h&EU
T*+TF+ 9D, Lake Formation D>V — ) LEE CHEERH O] AE

AWS Lake Formation X AWS Lake Formation » Dashboard

Dashboard » Data lake setup

Quickly set up your data lake in Lake Formation.
Data Catalog

Databases

Tables Recent access activity (200+) C ‘ View event

Data filters Recent access activity for your data lake in AWS Cloudtrail. Events can take several minutes to appear in Cloudtrail and are limited to the last 90 days.

Data sharing Q. Find events

Crawlers [4

P .. Event name Principal Alert time
ermissions

Data lake permissions ListLakeFormationOptins shotast-Isengard 202349H28HKEH 14:20 UTC

LF-Tags and permissions ListPermissions shotast-Isengard 202349H28HKREH 14:20 UTC
Hybrid access mode New
. ListPermissions shotast-Isengard 20234%9H28HAEH 14:20 UTC
Data locations

ListPermissions shotast-Isengard 2023%9F 28 H AR 14:20 UTC
¥ Administration

Administrative roles and tasks ListResources shotast-Isengard 20234 9F 28 H AR 14:19 UTC

Data lake locations ListResources shotast-Isengard 202349H28HKREH 14:19 UTC

Application integration settings
ListResources shotast-Isengard 202349H28HAREH 14:18 UTC

Data Catalog settings

O 0O O 0O 0O 0O O O

ListResources shotast-Isengard 2023%9F 28 H AR 14:18 UTC

aws
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AWS Lake Formation » Blueprints > Use a blueprint
Import frequency

Schedule the workflow.

Use a blueprint

Frequency
Choose how often to run the workflow.

Run on demand

Blueprint type

Configure a blueprint to create a workflow.

O Database snapshot
Bulk load data to your data lake from MySQL, PostgreSQL, Oracle, and Microsoft SQL Server databases.

O Incremental database
Load new data to your data lake from MySQL, PostgreSQL, Oracle, and SQL Server databases.

O AWS CloudTrail
Bulk load data from AWS CloudTrail sources.

(O Classic Load Balancer logs
Load data from Classic Load Balancer logs.

O Application Load Balancer logs

Load data from Application Load Balancer logs.

aws 45
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Incremental Database (&5 5E%T)

aws

N

Import source
Configure the workflow source.

Database connection
Choose the connection to the data source. Create a connection in AWS Glue [

None defined c
Source data path

Enter the path from which to ingest data. For JDBC databases with schema support, enter database/schema/table (case sensitive).
Substitute the percent (%) wildcard for schema or table

database-name/table-name

¥ Advanced options

Hash field

The name of a column in the JDBC table to be used to divide the data into partitions.

Hash partitions
The number of parallel reads of the JDBC table. If this property is not set, the default and maximum value is 7.

Server side encryption
Enables Amazon S3-managed encryption of the data at the target (SSE-S3).

[[J Enable SSE-S3 encryption.

Incremental data
Enter tables in the data source to import along with bookmark columns to determine previously imported data.

Table name Bookmark keys Bookmark order Partitioning

‘ scheme - optional

Enter a table nam ‘ Enter a bookmark ‘ ‘ Chooseas
Comma-delimited list ‘ Type partitionir
of bookmark columns.

Add ‘

© 2023, Amazon Web Services, Inc. or its affiliates.

AWS CloudTrail

AWS CloudTrail
Bulk load data from AWS CloudTrail sources.

Classic Load Balancer logs
Load data from Classic Load Balancer logs.

Application Load Balancer logs
Load data from Application Load Balancer logs.

Import source

Configure the workflow source.

CloudTrail name
Choose a CloudTrail source.

‘ Choose a trail

Start date
Choose a CloudTrail source start date

‘ Choose a start date ‘
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Redshift Data Sharing
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Producer Account
Data Sharing

Producer Redshift

Consumer Account
\ 4
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Consumer Redshift AWS Lake Formation
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Consumer {8l Tl 1]
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AWS Cloud
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58

AWS Lake Formation
HE

Amazon S3

F Region2
Il @

Amazon Athena AWS Lake Formation
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HBT (Consumer )(D'J—=3 2-°C [Databases]/[Tables] — [Create database]/[Create table]
\SAER DV E]E

AWS Lake Formation » Tables » Create table

Create table

AWS Lake Formation » Tables
Table details

Create a table in the AWS Glue Data Catalog.

Tables (1+)

O Table O Resource link
Create a table in my account. Create a resource link to a shared table.

reate table using a Create table

Q. Find table by properties

Resource link name

‘ Enter resource link name

1 > @ Name may contain letters (A-Z), numbers (0-9), hyphens (-), or underscores (_), and must be less than 256 characters long.
Database
Resource link will be contained in this database.

Name Database v Dataac... Vv Lake Fo... ¥ | Governance
Q, Enter or choose a database

O catalog_s... cross-region Other No users Shared table's region

Select the region of the shared table.

‘ US East (N. Virginia)

Shared table
Enter or choose a shared table.

‘ Q, Enter or choose a shared table.

Shared table's database
Enter the database containing the shared table.

‘ Enter the database that contains the shared table

Shared table's owner ID
Enter the AWS account ID of the shared table owner.

‘ Enter an AWS account ID

aws
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Lake Formation (C K SHINVRAIE D7 I Xl Rt LSRRG T, it AWS 77D 2 M
T LA UHaAE (LF9O/RI. UY-XBRESS5ERE

F_ LA A

@ AWS Lake Formation

DY—X

]

t—ILX

AW l
> Glue DB el

Data Catalog

1. AWS Lake Formation (C

LDHAEFE

HBETT AWS
O NEIETE

I

1. AWS Lake Formation DO OXF7 D> BT
T—AIHRBRDT -7 O AERZ

T—ARBEICHES

. T=ARBERTIY-RY > D= ER L.

Y- U T O ERZEE
M UV — XU > 2 [Describel/[Drop] DIERR DA% 7E B BE

aws
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U%Z 10> B ZIGH DT ISHEPRDEEIEY® AWS Glue DUY — R S —DEEMN
A

HBEITBY - LT IAMAllowedPrincipals 58] %Z 9 XN TCHEBR T B
- IAMAllowedPrincipals 1'é53 & AccessDeniedException WAL T D
2. AWS Glue YUY —X/RU > —DFEH
«  BUTF® JSON %Z Glue APl TEAT

aws glue put-resource-policy --policy-in-json

UY— 25 RICH BT file://policy.json --enable-hybrid TRUE
azonaws.com’ <region> & <source-account-id> [C
Bt)iREZEAND X J7MIVEIEE T 2GS file// 'HE
t-id>fable/*/*",
t-id>{database/*",
t-id>Jcatalog"
ccount-id>" LF 70 B RICHEIRFHE
<target-account-id>, <region> &
jon>:<source account-!g> ;abl?*/*"'*u <Source-acc0unt-id> ((:
: i faos | | EH)REEANDS
"tondition": {
"Bool": {
"glue:EvaluatedByLakeFormationTags": "true"
}
}
}
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[Data Catalog settmgs] — [Cross account version settings] €. JOX777320>2 b®D
TR\ —=>a3 > ZY)DBX S5SNI, ERSEHD Ver5|on4 ZIEZ (TR

Cross account version settings

These settings control how Lake Formation manages RAM Resource Shares when granting or revoking cross account permissions. See
Granting permissions on cross-account resources [4}.

Current cross account version
Version 4
— Version 1
Version 2

Version 3

Version 4 v ‘

Producer & Consumer (FEIU/\—23 > ([CUTH L DHRL
Producer D' v1, v2 T Consumer B’ v3, v4 T2 TS—H\RET D
(Invalid cross account grant request)

aws
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Grant LF-Tag permissions

Select the principals to grant permissions to, the LF-Tags to grant permissions on, and the specific set of permissions.

Permission type
Choose the type of permission to grant. Learn more [4

[LF-Tags and Permissions]
O LF-Tag permissions - new © LF-Tag key-value pair permissions

Grant permissions on LF-Tags to create, update, and Grant permissions on LF-Tag key-value pairs to assign LF-

delete LF-Tags. Tags to Data Catalog resources and grant permissions on

LF-Tags LF-Tag permissions LF-Tag creators - new the resources to principals.

. Principals
ag permissions (18) Grant permissions

View and manage the permissions granted on LF-Tags. Lea
/AM users and roles ) SAML users and groups O External accounts

Users or roles from this AWS SAML users and group or AWS account, AWS organization
account. QuickSight ARNS. or IAM principal outside of this

Q, Find permissions by LF-Tag key and value account

AWS account, AWS organization, or IAM principal outside of this account
Principal type Vv Values Enter one or more AWS account IDs, AWS organization IDs, or IAM principal ARNs. Press Enter after each ID or ARN.

Q_ Choose AWS account, AWS organization ID, or IAM principal ARN

AWS account true

AWS account true LF-Tag key-value pair permissions

AWS account true Key Values

‘ Iftag v ‘ ‘ Choose LF-Tag values Remove

‘true X‘

‘ Add LF-Tag key-value pair ‘

You can add 49 more LF-Tags.

Permissions
Choose the specific key-value pair permissions to grant.
Describe
See keys and values.
[J Associate
Assign LF-Tags to databases, tables, and columns.

Grantable permissions
Choose the permissions that the grant recipient(s) can grant to other principals.
[ Describe

See keys and values.

aWS [ Associate

N © 2023, Amazon Web Services, Inc. or its affiliates. Assign LF-Tags to databases, tables, and columns.
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[Data lake permissions] T Consumer @ AWS Account/IAM Role Z18TE LU C. ARITIGL

7ot Az iTu0. HE
LF #0751

AWS Lake Formation » Grant permissions

Grant data permissions
Principals

O 1AM users and roles SAML users and groups

Users or roles from this SAML users and group or AWS account, AWS organiz:

unt. QuickSight or IAM principal outside of th
account

© External accounts

ion

AWS account, AWS organization, or IAM principal outside of this account

Enter one or more AWS account IDs, AWS organization IDs, or IAM principal ARNs. Press Enter after each ID or ARN.
Q Choose AWS account, AWS organization ID, or IAM principal ARN

Granting data perr o ed when granting perm by using LF-

LF-Tags or catalog resources

© Resources matched by LF-Tags (recommended)
Manage permi ns indirectly for resources or data
ecific set of LF-Tags.

D Named Data Catalog resources
Manager permissions for specific databases or tables, in
addition to fine-grainec

Key Values

‘ Iftag ‘ Choose LF-Tag values Remove

‘ true X

‘ Add LF-Tag key-value pair ‘

You can a more LF-Tags,

LF 90 BRDHEBTIE LF FDICELD
SILARIIVEF VS5« ZRERHE

aws

N
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--E5 5% External accounts &5

AWS Lake Formation » Grant permissions

Grant data permissions

Principals

O External accounts

OrTotesfromtTSAWS: Me metgrompor AWS account, AWS
count. QuickSight ARNS. or 1AM principal out
account

1AM users and roles SAML users and groups

AWS account, AWS organization, or IAM principal outside of this account
Enter one or more AWS account IDs, AWS ion IDs, or IAM principal ARNS. Pr 1D or ARN.

‘ Q Choose AWS account, AWS organization ID, or IAM principal ARN

Granting data permissions to organizations is not supported when granting permissions by ¢

LF-Tags or catalog resources

Resources matched by LF-Tags (recommended)
Manage permissions indirectly for resources or data
matched by a specific set of LF-T:

O Named Data Catalog resources
Manager permissions for specific databases or tal
addition to fine-grained data ac

Databases
Select one or more d:

‘ Choose databases Load more

lakeformation X ‘
6

Tables - optional
lect one or more table

Choose table:

catalog_sales_data_filter X ‘

Data filters - optional
more data filters

Choose data filters Create new ’ .
w4 h a]

data_filter_test X ‘

Manage data filters [}

&y
HE
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[@ U AWS Organization (C[E U C/RUL\EZE. AWS RAM TDXR T AN UEGEHE

Resource Access Resource Access Manager » B# EHF: YUY —AHF Resource Access Manager » BEo&#HH: YV —2HEF >
Manager 1) Y —2Z#H 7d1733ff-2411-42bc-bcb9-c2e6bf3bdcc8

AN . —_—
S e LakeFormation-V4-FD1GDVTQBG (7d1733ff-2411-
HHBE S ” 42bc-bcb9-c2e6bf3bdcc8)

Uy —2 DA | ZOYY—RIECHET BRMOER.

Yy —2%EF (2) ' —
AU Y —2 \ Yy —ZHEEES ] Yy —ZREEER
A ‘ Q 7FXLNEFO/NTABICLEBZ 71T )T

&R | Bz

BasHE
O LakeFormation-V4-FD1GDVTQBG --- 2.8
YV —2A0HE

LakeFormation-V4-FD1GDVTQBG
O LakeFormation-V4-GEPUNXIMTN axerormation Q
HHEYY—-X

B
2023/10/02

AR ZAY

aws
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AWS Lake Formation » Databases » Create resource link

MElastic Container Service ¢ CloudWatch )| Cognito & 53 $=|kinesis (| vPC

S BN Create resource link
® Shared resource

You have a datashare from Amazon Redshift.

Database resource link details
Create a database resource link in the AWS Glue Data Catalog.

AWS Lake Formation » Databases

Resource link name

lakeformation_link|

Name may contain letters (A-Z), numbers (0-9), hyphens (-), or underscores (_), and must be less than 256 characters long.

Databases (1/6) C H Actions A H View tables ‘ Create database

Q, Find databases 1 1]

Database 7‘

Shared database's region
Select the region of the shared database.

Delete —

Name A Owner account ID Edit ‘ Default permiss... Vv ‘ ‘US East (N. Virginia) v ‘

Edit | F-Taas

O amazondatazone-database... -~ Lake Formation ) Shared database
Create resource lin Enter or choose a shared database.

O cleanrooms Permissions IAM/AWS Glue poli...

(o} lakeformation Grant Lake Formation

Revoke
lakeformation-link Lake Formation

Verify permissions

‘ Q. lakeformation

Shared database's owner ID
Enter the AWS account ID of the shared database owner.

View permissions IAM/AWS Glue poli...

Cancel Create

(@)
@) myspectrum_gb
O

sandbox All users IAM/AWS Glue poli...

aws
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7ot X HEIHOZEM], OISR, IAMAllowedPrincipals 7 & Lake Formation MIEREIED(HA = 1A
LF 50 KD7 O EDY —XBRICKD 7oA HiH7ZE7H

TI—T V> MM KBEERT—SFEDIAFH
DB, AWS O DOEEH DA, Glue DNUAH—, 23T, J0—-S5—OBEHETE

Lake Formation ZFIA UTc&Z &/ —5HE
Redshift Data Sharing @ Consumer IO, JOXU—=3> 8B, JOXT7HD> bHEHT]EE

Lake Formation BAMDE A (FE(E
AL F AT D —EXEBERHDH

aws
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« https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
« Amazon Redshift “What is datashare?”

« https://docs.aws.amazon.com/redshift/latest/dg/what is datashare.html#lf datashare
overview

. AWS N O “Lake Formation Z{ER L AWS 70> MEITLEF 1 7(C
S—ASAHFZEEIR"

« https://aws.amazon.com/jp/blogs/news/lake-formation-cross-account/

« AWS CLI Command Reference “glue”

« https://docs.aws.amazon.com/cli/latest/reference/glue/#cli-aws-glue

aws
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