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- aws iot create-thing
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- aws iot create-policy
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- aws iot attach-policy
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aws iot attach-thing-principal
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aws iot update-indexing-configuration ¥
--thing-indexing-configuration thinglndexingMode=REGISTRY_AND_SHADOW,thingConnectivitylndexingMode=STATUS ¥
--thing-group-indexing-configuration thingGroupIndexingMode=0ON
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- shadow.reported.firmware:1.0.0
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e | thingName:test*
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CLI device shadow(*1)72 &

aws iot search-index --index-name "AWS_Things" --query-string "shadow.reported.firmware:1.1.0"
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$ aws iot search-index ¥
--index-name "AWS Things" ¥
--query-string "thingName: 2022*"

{
"things": [
{
"thingName": "20220202 SSMTest",
"thingId": "31lcfae7d-63f6-4bc5-8f3d-e5a6le7ea52b",
"thingGroupNames": [
"20220202 SSMTest _Group"
1,
"connectivity": {
"connected": false
}
}
]
}

aws
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- GetPercentiles

DTUIC—HRIDE/S DT« —I)LRDED. EFED/\—>FA)LICHITDELMEZEIS
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{E1L\5- Get Statistics

ThingName Temp Temp Temp Temp Temp Temp Temp Temp Temp Temp
SensorO Sensor1l Sensor2 Sensor3d Sensor4d Sensor5 Sensor6 Sensor/ Sensor8 Sensor9

temperature 0 71 72 73 74 75 47 97 98 99

rackld Rack1 Rack1 Rack2 Rack2 Rack3 Rack4 Rack5 Rack6 Rack6 Rack6
stateNormal [Rigifs true true true true true false false false false

$ aws iot get-statistics --aggregation-field "attributes.temperature” --query-string
"thingName:TempSensor*”

{
"statistics": {
"count": 10,

"average": 77.6, 3
"Sum": 7760, temperature ODI‘OFJtlE-I_ﬂE
"minimum": 47.0,

"maximum”: 99.0,

"sumOfSquares": 62578.0,

"variance": 236.04000000000013,

"stdDeviation": 15.36359332968691
b

_https://docs.aws.amazon.com/ja jp/iot/latest/developerguide/index-aggregate.html - get-statistics 25
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{&L\5- Get Percentiles

ThingName Temp Temp Temp Temp Temp Temp Temp Temp Temp Temp
SensorO Sensor1l Sensor2 Sensor3d Sensor4d Sensor5 Sensor6 Sensor/ Sensor8 Sensor9

temperature 40 71 72 73 74 75 47 97 98 99
rackld Rack1 Rack1 Rack2 Rack2 Rack3 Rack4 Rack5 Rack6 Rack6 Rack6
stateNormal [Rigifs true true true true true false false false false

$ aws iot get-percentiles --aggregation-field "attributes.temperature”
--query-string "thingName:TempSensor*" --percents 10 25 50 75 90

{
"percentiles": [
{ "percent": 10.0, "value": 67.7 }, FEXE =T/ Percentile TD
{ "percent": 25.0, "value": 71.25 }, temperature Dfa
{ "percent": 50.0, "value": 73.5 },
{ "percent": 75.0, "value": 91.75 },
{ "percent": 90.0, "value": 98.1 }
]
b
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AWS loT > ®EE > £/07)L—7 > Location

Location =

T/ DTI—T DM

C2:n) BIIN—T 1ERL B

Location - February 24, 2023, 14:23:14 (UTC+0900)
ARN Bead 47

- FRRY

arn:aws:iot:ap-northeast-
1:327038145508:thinggroup/Location

3.3 FIN-7 G2 RY>— a7 EF¥aUF«7077170 ke

FIN—7 (3) m= C FUN—TEHR

EBE/OIN=TE 1 D2OBBICBREBTEXT, COYARDFIIL-TE, TOF/DIN=TERIIN—TELTHROVIL-TTT,

Q 1 @
E/OIN-T a
Basement
Floor

T )xJ)IL—TEUT, mIBRIRTED, J)IL—TEAI CORY S —SFEEBOIEE,
IIV—T IR FEMR=ZIF CDDT. J)L—THCHRESREtNTES
o EJL => 207 => Z=E
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aws iot create-dynamic-thing-group --thing-group-name
“FirmwareV2"” --query-string “attributes.fw_version=2.0"
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Account Level Troubleshooting Device Level
Logging: Error Group Logging: Debug

3 | L, O I L, /\ N
’@‘ ’@‘ Monitoring Group Error Group 2@:
O LY, N p y

S

|
\\ I’
: -~
/ \
|
\\ I/
B L
7/ N\

S Logging: Warn Logging: Debug S
#Error GrouplZxt LTHA 45 LANJL#DEBUGIZERE
aws iot set-v2-logging-level --log-level DEBUG ¥
--log-target “{¥"targetType¥": ¥"THING_GROUP¥", ¥"targetName¥": }

#OJDLRNILEHERLET
aws iot list-v2-logging-levels

aWS’ © 2023, Amazon Web Services, Inc. or its affiliates.
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CloudWatch Logs CAWS IoThO4 =&k

CloudWatch X CloudWatch AJo4 941k

BRKADEREDTIEZ »

g VR
Sy ek Ea‘a’)?—‘;’é/ﬁﬁialuiiﬁflém YUTNITYERR. AWSIOTLOgSVZ

v 7o5—h A1 ®1 o

(s fields @timestamp, @message, @logStream, @log ,status
[HEEEETTUU filter @message like /ERROR/

| limit 10000

sl — — | sort @timestamp desc

7TYURERK 60 SRROTEET, | -l_ im it 1@000

v XRUZZR
FRTOARY SR ny | aEmk | #REToxk—b v |[ yyvak—FcEm | @
IVZA70—5—
ZRY—h 1,009 M 1009 D—HLzLI—RFOERRQ@ B2 N T LEFERR
80,821 L O— K (36.0 MB) »* 7.2s @ 11,206 records/s (5.0 MB/s) TAF¥ v EahF U
600
» X-Ray hL—2 400
. 200
> ARV 0 —_
12 PM A 23 12 PM & 24 12 PM +25 12 PM 2826 12 PM B 27 12 PM X 28
» PIVr—2avnEZSIVYI
# etimestamp emessage @logStream @log status
> ALk
v 1l 2023-02-25T06:22:44... {"timestamp":"2023-02-24 21:22:44.050","logLevel":"ERROR","accountI.. 0f@5db04-692e-4af3-86b1-c4d8dSdece90_32703814550.. 327038145508:AWSIotLog.. Failure
o 7‘4—»% » &
@ingestionTime 1677273774090
FAEMRA @log 327038145508 : AWSIotLogsV2
@logStream 0f05db@4-692e-4af3-86bl-c4d8dSdece90_327038145508_0
@message {"timestamp":"2023-02-24 21:22:44.050","loglLevel":"ERROR", "accountId":"327038145508", "status":"Failure","eventType": "UpdatelobExecution"”,"protocol”:"MQTT","clientId": "bul
@timestamp 1677273764050
accountId 327038145508
clientId bulky-AWS-IoT-Devicemanagement-Demo-Prod-1

clientToken fd3N6faa-3R6R-463c-9eAR-7R6d972d14063

https://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/cloud-watch-logs.html
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AWS |oT Core [Z
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|
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SERE - K1) S —DRER TS ‘:{o)(\,f))\
Device SDK D& E D FEER ryt—IUNEMEL
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|
F RS, — =7 - -
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V=L - IAMO— )L DFERR OK
AWS SDK 0 8% 5 D FE=2
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370> Rl

"operation": "sys-info",

"sys-info": "uptime",
"topic": "sys/info"

AN RET—HADIEE

"operation": ”install"”,

data": "${aws:iot:s3-presigned-url:https://s3.amazonaws.com/job-
test-bucket/datafile}”

h
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(1)XA 27V IRZFED THREIRER
(shadow.reported.firmware <= 1.0.0)

(2) XIRFRAERN'S
T EEAODIL— ek

(3) (2) TRk LTz
DI —=TmFICZ3aTER

XAT 3>

f Job ex lob docume ob target: Tags

Executio iew

When cancell ling and deleting execution refresh this page if the summary does not match.

Succeeded Failed ~  Cancel led Rejected

Queued In progre: Removed Timed

Job executions (1) info

Devices currently processing this j

Q Find job ex All job executions 1) (o)
Thing name temp! Retries remaining Last updated ... Queued at Status v
HHHHHHHH no August 27, 2022, ... Augus © Succeeded

%) Lo | }Eﬁ API
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A
=

e D= usvsysys
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