dWS

\./‘7

AWS Certificate Manager
AWS Black Belt Online Seminar

Arisa Hase
Solutions Architect
2023/10



AWS Black Belt Online Seminaré&(3

. [9—EZBITYY1—3a> BT EAER REDF—TITH, “
7RV 917 H—E2 Sv)CARKMMEHRTIA T —I-XTY

o ?%Nsoéﬁlﬁlﬁ;ﬂ%%ﬁ\ AWSDEZH—EZXPOV)1—33 (DWW TT =Y EICEEZ N
AUX

. BYEE—IHESLE - ZFYTTBILT, L
BIOFBCEHBII CVERIFET

o LITFOURLED, BEDTZF—SHIRERREESIIOO—RIBENTETET
- https://aws.amazon.com/ijp/aws-ijp-introduction/aws-jp-webinar-service-cut/

« https://www.youtube.com/playlist?list=PLzZWGOASVSxX6FIwIC2X1nObriKcMCBBIgY

kNS0 27 - IEEC T OIEEEE 0] E. AF VT

aws
>


https://aws.amazon.com/jp/aws-jp-introduction/aws-jp-webinar-service-cut/
https://www.youtube.com/playlist?list=PLzWGOASvSx6FIwIC2X1nObr1KcMCBBlqY

NEICDVWTOFES

SR1T32023 £ 10 ARKRKOY-EARNFTE LIS COWVWTTERBAL TLWET,

SHOBHE AWS ARITTHA N NSTTHEERCTZE

A

« BRMER(CETERULTENE TN ERADMSEAWSATDIT YA hEe D1

1&ICHEENDOIIBE . AWSATUIT YA MR ZEBIRES B TOIEEETT

- A (ERIRRECEBOTVE T . HARBEBDHEIRICIRIEHEN 2 Z5aKSE TL

aws

LI2EE 9


https://aws.amazon.com/

=I=t 0y
ke 82 (3E $be)

i AED EARYY1—>30 RS0
I1-23>27-F7Th

AR C DFEER
NS RELTT —IRESA MRS ZT LA B E R E R

HFERAWSH—ER

AWS Certificate Manager |E&

2) © 2023, Amazon Web Services, Inc . or its affiliates.



| |

A= F—0xRE-T-)
. XK\

- CNNBAWS Certificate Manager (ACM) ZzZFIFASINL), BULISIBAZZ RO
« SSL/TLS Y—/GIEEAE &8, €DER(C(CERK - B8, 0h\dnd
« Web U—/){0D SSL/TLS (CLBIES{EOEREHCDOVWTIEFREN TS

- AEROMRAY—-EX

« AWS Private Certificate Authority (AWS Private CA)

aws

N © 2023, Amazon Web Services, Inc. . or its affiliates.



ey oyatyi

Oe

Pt

NIy OEEBEE Elastic Load @ Amazon
Amazon Trust Services Balancing CloudFront
SO B XA ARER . ) |
1) 2B . 4o
habbtdnin () Amazon AP AWS Nitro
‘1) Gateway Enclaves
o W ACM FEY—EX
@ I = ACM b‘%ﬁ' btifﬂﬂﬁliﬁﬁa'fl\ ACM &Y —
TSANR—=h Manager (ACM)
EERERRES TS ~R— NEBEE STV IBEVTSAR—

—— —

ACM Private Certificate TLSiiAE A O ==

Authority D SO TSA IBELUERTD | Amazon
R~ MR | (R Cloudwateh &%’ EventBridge

SEABDE=SVUY
FEBABODEWOTEOEIHRED ACM AR
O rEEMELTHGEULET

AREEAR—FTD

STV OFERIZTS
AN—h

Amazon

aws

A ) © 2023, Amazon Web Services, Inc. or its affiliates.



Y

aws

\//

)

1. HTTPS DIRAAEERRE

2. U—EAE

3. Y—EXt&EESFHH

4. Y—EXFIRAKOEEEEIA
5. BlEs—->3>

6. FE&&H

|I|n|
I




1. HTTPS DIRAREERE

aws
>



1.HTTPS DIRIREERE

HTTPS OF| AR

—_— ST — BAWY ISR ——AVRERTT7 —AVE B —X¥+z3 —0O37 2023/05/20
100% BA: 94%
e — — ]
—
90% = /_,___,a.-v ‘ P A /-“ww/
80% v
70%
60%

e 7 HA®D HTTPS FIAXE 949%
KA

0,
0% el

30% S
2015/03/21
BA: 12%

10%

0,
Qﬁ 01,2015 1H 01,2016 48 01,2017 1H 01,2018 44 01,2019 1R 01, 2020 48 01,2021 1H 01, 2022 48 01,
2023

HRZECHSIFBHTTPSOFBIAR(*1)

(*1) 8 : Google Transparency Report
https://transparencyreport.google.com/https/overview?hl=ja

aws

p

© 2023, Amazon Web Services, Inc. or its affiliates. 9


https://transparencyreport.google.com/https/overview?hl=ja

1.HTTPS DIRIRELERE

HTTPS ZFIAH 95K RIE

[ EBEEI SRS AITRDTFHUINDIT TR

-CA/Browser Frum (C&BH1 RSARTE
(5] : HTTPS £#AY A MOMREREm _ERE)

<205 SSL/TLS (CLBAX)Y P NDESZ
+ Cookie [E¥rDEAEFH 1E

+ SEO DlEfrmE_E

/AN

5% . #74&https://www.soumu.go.jp/main_content/000615559.pdf

N’ © 2023, Amazon Web Services, Inc. or its affiliates. 10



B —)GIEBAZE D

JEREEDH
HTTPS %3R89 3Ies(C(dH —/GERREN B R, EICERER
ERDF T
- IR EDER S
@ > .CSR OFiT
LI\A I H— N J0A4
- EREE EREAROF TV
H— )VsFEAZ ]

IRREOEFEE

IR IERORERE

aws

p

2023, Amazon Web Services, Inc. or its affiliates.

11

1.HTTPS DIRIREERE



2. AWS Certification Man
H—EARE

aws
>



AWS Certificate Manager (ACM) &l&

aws

2. Y —ERE

SSL/TLS 5—/\-ZIBAEDTOE>3—>7 . B,
T O %ZREEECERI Y —ER

SSL/TLS H—/\—EPAZDEEA - 7vI0— - B3

EVSFRDNMNSTOTRADE

16 - fIxR1L



AWS Certificate Manager (ACM) OXUy

sIIAEZEPEHETS
AWS =232 TO SSL/TLS FERAEINTZEFREEHTEFI,

ZER+-E1H
ACM (&, SSL/TLS FEAE TSN MBI REVEE I 5L 3555 TN TLE T,

AWSODY—-ERRE

SSL/TLS sEBAZE%J0E3=>% L. Elastic Load Balancingt Amazon CloudFront F4ARNE1—->3>,
Amazon API Gateway TF JO/TZFY,

Y— R—F1—DFERZZ A VK- I3

H—RIN—71—DPEEHERE (CA) (CEDFEITENS SSL/TLS SEBAZE %A > M— U, #iE&BlEER AWS B —EX(CREEE(C
FIOA4TEET,
aWs

N © 2023, Amazon Web Services, Inc. or its affiliates. 14




ACMOE Y 732 FH A

Pubuliciz
- SFEASEZFAT
AWS Certificate

Manager (ACM)

'

8 % ACM HFIABTEER AWS H—EX
Q> —| 8§

1-Y- 347>k

Elastic Load Balancing Amazon CloudFront

aws

R > © 2023, Amazon Web Services, Inc. or its affiliates.

2. Y —ERE

.

Web Application

@jx

Amazon Elastic Compute Amazon Simple Storage
Cloud (Amazon EC2) Service (Amazon S3)




3. Y —EA#EREFF

aws
>



BRI

a. SEAAEZF1T 9 ShihE b. SIPAEEEH I S1EE

- FEBAZEOFEITEA MR- - IBREOBEHE

« ACM TRITCZS:EAE LIRS - FEBAZE ORI

- FHATEZIRA(>% - ACM FEEAENFIABIEER AWS H—EX
o RAMAREETSIE

o A IM—NTE35IEHE c. ECAVUSY -OF D

- BR—-bEN3F—-7ITUX L . EZAUVHEOFIIOME

. ACM HFITIBERZED)L— MERFZ(CDL\T  *© Amazon EventBridge THR—hENZAAR> b
CloudWatch THR—rEN2ANIR
CloudTrail TH/h—h&N% ACM API

aws

N © 2023, Amazon Web Services, Inc . or its affiliates.



3.5 —EXtERESFH

a. sEBAEZF1TI dhkhe

aws
>



SEBAZE OFEITEA >R —b

sitBAES DFE1T

— =]

sEBAEDFT

AWS Certificate
Manager (ACM)

ACM Tl& Amazon FITO/N\JUwIEEBEZFITI d5
WNTEET, FITUEEAZE(E Amazon CloudFront .
Elastic Load Balancing . Amazon API Gateway &
ED ACM FEY—EXATHATE, SEBAZEOEHHET 04
ZeIBLEY,

Y—N\—ZLEAZE

AWS CLI (CLBEERREVIIANGE
https://docs.aws.amazon.com/ja jp/acm/latest/userguide/gs-acm-request-
public.html

aws

3.5 —EXtERESFH

SEBAZE DA > Rk—b

8 = O

SEFREA >R— b

AWS Certificate

—)\—3EBAE
Manager (ACM) i

Amazon CloudFront. Elastic Load Balancing.
Amazon API Gateway RED ACM &Y —EATH—
RN—FT1DFEAEZER I I ENDDIHZE(E. SEIAEZ
ACM (CAVIN—RTEET, 1 Ih—NENTEEEAZE Z2E5T T
BEETEFEAN, BEFTOTROEBRZYR—NFT,

-AWS CLI (CLB5EBRZE A >R — &
https://docs.aws.amazon.com/ja_jp/acm/latest/userqguide/import-certificate-
api-cli.html

A >ih— NEFDRTHR SR D
https://docs.aws.amazon.com/ja_jp/acm/latest/userguide/import-certificate-
prerequisites.html

N’ © 2023, Amazon Web Services, Inc. or its affiliates. 19



3.5 —EXtERESFH

B — ) GERAZE OFITEME R RED{IHE M

ACM H'FIFEIEER AWS B—EX

Elastic Load Balancing Amazon CloudFront

|
9 t

ACM NIC(X KMS F—THIES{tankinzs
BORIRIFUET, F/2. WEBREExport >
SEBHEEEEE T

AWS| Certificate | FEETT. i B e
Mangger (ACM) | (JL—>F+ZNCRAERERELEDA) REA LU s i)

(GERAZEY

™=

an

8 % ./L\\Eﬁﬁg *&Z“Eﬁgﬁﬂﬁ%{b EEEH%{/FEE - -
——— — @ —— EEEEE
8 t a O w=nrimei-
@3 e @ KMSEE TS
O =xoua = B
ga{banic
hhE

Q KMS F— CHasis=(t

AWS Key Management
Service (KMS)

© 2023, Amazon Web Services, Inc. or its affiliates. 20

p



ACM THEITTSD/NITUyJEEAE LT8R

ww— _ e kil

-\ DRSS, O/ GIE | 1TSS kXA VEREE (DV) SESAE
[CEREENB RAC ORI BIERST LRI
SCCHRRUIDSATRACNSE | sy AR B
S A | iz 0 77U —-23>,. Google Chrome, Microsoft Edge,
{E4EREE (OV) %g@%%;?j—:ﬁ(@}%%%% E;(,(}; J39508HR—  Mozilla Firefox, Apple Safari Z80FER/RIFUY
SRR 42, BEEEL OBMRRLITOVTE ) & Java
AU e e HISTIN 1)1y DNS %
OV SEFHELEE. |\><4/%o>$u
jipsmeE () THECHIAT, Y—/VEEEEO JL—k CA JSTUwHIL— K CA (%)
e B DR RAA SR B
B HERE ORIRBLICOVTHIERELI WIS DNS 52553 \\d E X—JLZR5E CARET
FTRITENB5BAE

*: Amazon Trust Services B :RiEBNHADBECATHEREIEZBLI(CTBIEHIC. 2005FLFDF
EAEDT SO TEFEESN TSI — NREFB THS Starfield Services OREEIBO—D%EBALTHNFT .
SHHE. BUTFZSBUZa0N,

&2 . TLS BSsENA 51> Ver. 3.0.1

aws

 — © 2023, Amazon Web Services, Inc. or its affiliates. 21


https://www.amazontrust.com/repository/
https://www.ipa.go.jp/security/crypto/guideline/gmcbt80000005ufv-att/ipa-cryptrec-gl-3001-3.0.1.pdf
https://www.ipa.go.jp/security/crypto/guideline/gmcbt80000005ufv-att/ipa-cryptrec-gl-3001-3.0.1.pdf

3.9 —ERtLREFHHH

FIFATEB A%
- DNS (CEHLT 25T 1 M THNISFI e EE
EIFRMERAA > (e.g. BAREBZ{EICRA1>5)

Punycode E/4( RFC3492 ) (C#EHL (l\
A>3 *, le. )
Zone Apex (R1FYRRXA/>)THEFIFHRIEE SO SR B EE T T T
dev.example.com
E.g. example.com RAANAREENNE @ pro.example.com
o . example.com
RXA > i&E 2 E e S 2w EN DD,
5 ) RASL>% *.example.com,
o« BRI ZEHYR—K example.com DEZRAA > THERK
dev. le.
1 DOIEBEICHER R XA > 2B NTET A @ Pl eyl
“ 5 example.com
. IMILRH—F%

RALDRICTRAIIRY (*) Z2fESTET. BIURXA>ARDEE DA MefREET
=301 Rh—R2OF)HE]EE

aws

p

2023, Amazon Web Services, Inc. or its affiliates.

22




B —E AEES

XA ARG TSI
DV FERAEZFE1TI DBRD. RXAAREEFALUT D 2 DN5:EIR
¢ DNS *ﬁnﬂz

DNS (C CNAME LJd—F ( ACM hM&7%E) ZENUL. ACM THEEIRY(CAREE
4+88 DNS, AWS @ DNS H—EXT&Hh3 Route 53 (D>IUyJ TAREE) Dy 75 A BE
SIEBAZ EFAEE. CNAME L— RO TONIE, AREIE S B B TR EF SRRk
- E X—)UAREE
WHOIS F—ANR—-X(TEEFHIN TV DEIB T (XA > ETTE . SAtiBSE . R EEE)E
B RAUCHUTHEELIZ 5 DOFES AT ADT RLAIC E X—)VaX{EURREEZ1TL), DKL
B 3 DDA SN E
sl B E I (CEBE X IO 2
E X—)AREIE 2 EEFU CEERAZEZER & . DNS (CLDREEICHUIDEZANE]

N © 2023, Amazon Web Services, Inc. . or its affiliates. 23



3.5 —EXtERESFH

12— NCE35EEAE
BUT OFEAEDI BB R TRATEN AL BAE Z 1 >R — hATAE

RXA > E8E1E (DV) |:|IEHEE
tHisEssE (OV) FIERHE
fiisRaseE (EV) GEBASE

H— RN\ —F74—D:iEAZEZ 9 CICHUIELTLBIEE. Fl& ACM FITOIE
HE(IC O TRREINAVT T -3 E a@%ﬁﬁh\&séi BlITVEYD,

\

© 2023, Amazon Web Services, Inc. . or its affiliates.



Bik—hend+ -7 JUXL

TExR ACMTH179 5:LAS ACMICA Vh— NI BEEEAE

RSA 2048 Evb (RSA_2048) RSA 1024 Evbk (RSA_1024) (*)
RSA 2048 Ewh (RSA_2048)
RSA 3072 Ewh (RSA_3072)
RSA 4096 Bk (RSA_4096)
ECDSA 256 EvNEC_prime256v1l) ECDSA 256 EvhEC_prime256v1)
ECDSA  ECDSA 384 Ewhk (EC_secp384r1) ECDSA 384 Ewhk (EC_secp384r1)
ECDSA 521 Ewb (EC_secp521r1)

RSA

*: RSA 1024 bit FEBAZEDA >/R—MIBJEETI N, TFIUT(ER T, 2048bit LU EDFERAZZFI SN DL HEELET .

&% : TLS lBSEENMRS1> Ver. 3.0.1

N © 2023, Amazon Web Services, Inc . or its affiliates. 25


https://www.ipa.go.jp/security/crypto/guideline/gmcbt80000005ufv-att/ipa-cryptrec-gl-3001-3.0.1.pdf

3.5 —EXtERESFH

ACM hF1T9 BEEEAZE D)L — MIEBAZEICDOWVT

Amazon JL—KrCAlEFirefoxf>ChrometMicrosoft Edget WeE BRI SUH(CEEFREIN TUL\BzHiB
MEEEZEIFIRATEET,
« ACM JNJUwHEIEEAZE(E Amazon DEPEEHERT (CA) THREEENE Y . Amazon Root CA 1
- Amazon Root CA 2. Amazon Root CA 3. Amazon Root CA 4. Starfield H—EX)— MREEH#EEISIERA
£ - G2 z&1TJ3739Y. 7TV —23>, OS Tld. ACM SEBRENMEFEENZE T,
Firefox Chrome

ARV R—T v — SHA 256 Hash Subject

BRI OER®R RIEDRE fBAER® Y —/C—EHE

18ce6bcfe7bf14e60b2e347b8dfe868cb31d02ebb3ada271569f50343b46db3a4 CN=Amazon Root CA 3,0=Amazon,C=US

RIBEMR T BIcHLUT OAABIERINTNET

i 1ba5b2aa8c65401a82960118f80bec4f62304d83cec4713a19¢39¢011eadbdb4a CN=Amazon Root CA 2,0=Amazon,C=US
dREE ERTER XA UFAT/INMR
¥ LI 568d6905a2c88708a4b3025190edcfedb1974a606a13c6e5290fch2ae63edabs  CN=Starfield Services Root Certificate Authority - G2,0=Starfield Technologies,
Amazon Root CA 2 Builtin Object Token Inc.,L=Scottsdale,ST=Arizona,C=US
Amazon Root CA 1 Builtin Object Token 8ecde6884f3d87b1125ba31ac3fcb13d7016de7f57cc904fe1ch97c6ae98196e CN=Amazon Root CA 1,0=Amazon,C=US
Amazon Root CA 3 Builtin Object Token
Amazon Root CA 4 Builtin Object Token €35d28419ed02025cfa69038cd623962458da5c695fbdea3c22b0bfb25897092 CN=Amazon Root CA 4,0=Amazon,C=US

£% . Amazon Trust Services Repository
https://www.amazontrust.com/repository/

2% . ACMEERRZS D4FE]
https://docs.aws.amazon.com/ja_jp/acm/latest/userqguide/acm-certificate.html

aws

N’ © 2023, Amazon Web Services, Inc. or its affiliates. 26




3.5 —EXtERESFH

b. FGEBAZEZEIE I HHKHE

aws
>



3.9 —ERtLREFHHH

SIEBAE OB ENEF
- B

e Elastic Load Balancing > Amazon CloudFront 2ED AWS B —EX(CEE:EIFENTULS
Sl ES
XA >i— NUIEEBRE DI SRIL . FIBRNEARUINOE T XTI R

AEBAE RO A (DNSIREEDIZS

o BxNHARYINGD 60 HEJETIC DNS &5 X

o HENEIMURODIIAZNEDN. ACM MMEELZ CNAME L1—RC7ITZATEEONZHERR

e DNS #&RIETERVIEE. AWS Health /R he Amazon EventBridge /> M@ U T
BEHARTING 45 H. 30 H. 15 H. 7 H. 3 H. 1 HAllGXEENFT

— S

o FIEBAZE DEFAHF. EEBAZE O Amazon YY—X%X—LA (ARN) FEEINFEA

aws 28

N © 2023, Amazon Web Services, Inc. or its affiliates.



B —E AEES

HIEEOPSY)

H—EXRMEOR T RERISNDIE
H—)GILEAZ OH )JHHFEE.IW'C&'D'CB*J“ JGGERAZEZ RN ED
« NAIXIPRIDY-), CLI ZFIFAU CGGERRS ZHIBR(* 1)

«  BR—MNAKFEL CGGIEBAZE Z RIS ED(*2)

ACM WBSFEITINIZEERHE OB RNIEC . LUF ChERRnI HE
Online Certificate Status Protocol (OCSP)
Certificate Revocation List (CRL)

(*1) SEEAZEDHIBR
https://docs.aws.amazon.com/ja_jp/acm/latest/userquide/gs-acm-delete.html

(*2)ACM NJwHsEBREZEDE T (CZESTNIELNTIH?
https://aws.amazon.com/jp/premiumsupport/knowledge-center/revoke-acm-public-certificate/

N’ © 2023, Amazon Web Services, Inc . or its affiliates. 29



https://docs.aws.amazon.com/ja_jp/acm/latest/userguide/gs-acm-delete.html
https://aws.amazon.com/jp/premiumsupport/knowledge-center/revoke-acm-public-certificate/

3.5 —EXtERESFH

ACMEEEAENFIAHBEIEERAWSH —ER

AWS Elastic Beanstalk

« Amazon CloudFront

- Elastic Load Balancing AWS App Runner

AWS CloudFormation

- Amazon API Gateway

« AWS Nitro Enclaves

AWS Amplify

- Amazon Cognito Amazon OpenSearch Service

« AWS Network Firewall 202357 ABADERTT . BRIFEREUTOURLL S SRR LS,

https://docs.aws.amazon.com/ja_jp/acm/latest/userquide/acm-services.html

aws

N’ © 2023, Amazon Web Services, Inc. or its affiliates. 30



3.5 —EXtERESFH

c. EZAUT -OF > HkEE

aws
>



B —E AEES

A EO0F TR
AR NEIR, EZAUDYD ., OF T #%Ee2 AWSH —EZLEIEL TR

o ARv B

—g o IRYMIE ZPUTVISA LT Amazon EventBridge (CEfE
&K o« AR NEREFALT, AWS Lambda B2,

AWS Batch 37, Amazon SNS RNEw L EENTIFE

oo
(aYay

Amazon EventBridge

mm >

I

/

IS
iy
(aYay

C\\ o XNJJADYRELERT, 75— ASKTENBIEE
Q o SFIRZEDBERHAENMINZE T, 7HU> MDD
Amazon CloudWatch SEBAZECUICTA)—TANIR %= EH

—REUL

aob
(aYa

__:_:_ j e ACM I>YV—ILNSOMUH U SDK/ACM API
ZREATORFEZSD. API -l 2R Nestix
aws AWS CIoudTra|I

N © 2023, Amazon Web Services, Inc. or its affiliates 32




3.9 —ERtLREFHHH

Amazon EventBridge TEXIRIEERAININ (1/2)

sl BAZE DB XRAR

o BRIEARRED45HEINS. INTOEXPEEIAEZBXIEARAN> M

BHXIE

sIEARZERAPRYIN

o SEBAZEOBIEARNINIISEICT 5 — MIX(E

sIEARE A A A]HE

o ZEBAZENME

ETAEIC R DT E B A ARS

aws
2!

33




3.9 —EXt&aESFH

Amazon EventBridge TiEXIRIEERAININ (2/2)

s AREEFT 723>

o SFAREZ BRI DD T I A B IRFICT 5 — MeaX (g
o FIZ(E, SEBAZOEFZIHITD CAA LI— M EMUILES
BRIEARDASHHAICEENEFHREIUIEE (LD Mead K]
o 7UIAarvEniniehttikicndiza. 308, 15H. 3H. 1HOK =T/ 5— M Eix

N)VAF1Y)

o SERAEZIE R (CEFUIZE(CRAT - A8 (]
o SERAZEEMZITORDDT )AL EHKITIDMENDDEE . AT —F X718l
e AWS_ACM_RENEWAL_STATE_CHANGE, CAA_CHECK_FAILURE,
AWS_ACM_RENEWAL_FAILURE

aws

N © 2023, Amazon Web Services, Inc . or its affiliates. 34



3.5 —EXtERESFH

CloudWatch THK—RraNTLWBXRNIHZ

SEEAE DB *hHARDVINS I TOHEN

e XNJJZ : DaysToExpiry
o SFEAZEDOEEABENIN S ETOHEZZT 1) —FH#,
o :FEAZEDENRABENMINBEEFHUEE A

N’ © 2023, Amazon Web Services, Inc. or its affiliates. 35



CloudTrail TH/h—hkan?d ACM API
AT P

AddTagsToCertificate SEEAZENADAYT DENN
DeleteCertificate sIEBAZE OHIBR
DescribeCertificate SEBAZ(CDOVTDEREA
ExportCertificate SIEESDIRIPVIC
ImportCertificate SIEEAZ D1 >R—b
ListCertificates HILES O —FwN
ListTagsForCertificate SEBAZE DY D—EFR R
RemoveTagsFromCertificate SIEBAZE NS % H bR
RequestCertificate SEBAZEDUIIA N
ResendValidationEmail IREE E X—=)LOBEX(E
GetCertificate SEBAZE OHUS

aws

N © 2023, Amazon Web Services, Inc. or its affiliates.



4.5 —EXF OB SR

aws

A ) © 2023, Amazon Web Services, Inc. or its affiliates.

~



4. 59— R OBEESHEIA

H—EXAFAFOBEEIEOHE
AT 2 205 —RICHBIFBRBEEIEICOVT, ZHBITUET

Amazon CloudFront &3EET 35—

AWS CloudFormation ZFIFHU THFE. TANRIBREETERIET
ACM iERBEZE0JOE>3I=>J) %9235 —X

N’ © 2023, Amazon Web Services, Inc . or its affiliates. 38



4. 59— R OBEESHEIA

Amazon CloudFront &3EiE9d 35—
)—>3>0) ACM TCiEHE 7 &8

ACM 'C‘?%ﬁb?t%_gﬁﬂ%fﬂ 19355, Yih—hI2F—7ITVZ L.
Rl

Amazon CloudFront EAUS > EDREIT HTTPS ZwBICI Bima . A
)= >¢UT Elastic Load Balancing %Z{& L/'Cb\ﬂ(i =D AWS
)—>3> CElEBREZUI IR I\@ZDL\(I’( >ik— NaTgE

— https: //examp/e com/ https://elb.example.com/
2] . ‘ .
8 =_ CloudFront
KEESEP ACM Origin U 23>0 ACM

1)—
\aWS;, ( J /3 /EE) © 2023, Amazon Web Services, Inc . or its affiliates. 39



4.5 —EXH R OBEEEIA

AWS CloudFormation ZH|FIU CHIFE. TAMNRIEREEEER
I5°C ACM SERRZEDIJOES3=>) 29350 —X

» JOU3LN=23> TANII-ACLIGEREZFITISE. ACM D:LERA
SFITHEO_LIRMBIGEI SRIEEME
XIREL T UM 2SRRI U THS
T RN— KRB B OERIS 3

HIZ(E, <version>.service.example.com DIFE. <*>.service.example.com DJAJLRH—
NEEBAZEZ/FR I D

BR— M ERIEREAZHEIS

aws
>



H—EX LR

InH

ACM ZIEBAZE D%

PRI EICE AWS U-S3V(GBRTNEY,
HABRUINDERAZE ERFNUIEEBAZE B N> hENE T

1 FFE D ACM EEBRZE DN (B2 365 HR)

FETY—230BLVT7HI> RIEC. ACM FERRZEDIA -2 B A 2ME(C
1B ICEEVIIARNTEE T, LEAE IA—9H2,5000F & FREIT
J—23>BLUT7 AT RIS, B=K5,0000 ACM EBAZEZUIIRANTER
9, TIEU—ECFB TE5EAZEE 2,500 DHTY . 2,500% 82 S5
ENNERSSEFZOEE AWS Y- M2 A B8 T DNENDDE T,

aws

N © 2023, Amazon Web Services, Inc . or its affiliates.

FIA) N ER

2,500

FAODKLEBROD 2 15

41



B—EX LR (1/2)

InE 7IA)V b LR

A >ik— RENIZEEBAZ D2 2,500
1 FRCA>R— hENIEEBRZE 0N (B 365 HE) VAR EROD 2 15
ACM FERAZECED RXA > DER 10

SFEHICOWVTE, UTFZSBIZE0,

FRREBFNICDWVTIE AWS Support 29— ABBVEDELZE.

N © 2023, Amazon Web Services, Inc . or its affiliates. 42


https://docs.aws.amazon.com/ja_jp/acm/latest/userguide/acm-limits.html
https://console.aws.amazon.com/support/home
https://console.aws.amazon.com/support/home

5. &les—>3>

aws

N

© 2023, Amazon Web Services, Inc. or its affiliates.



5. BlseL)->3>

e
ACM TE&EIBEJ2/\JUys SSL/TLS sERRZE(Z.

D17Y4 DT INT—>3>% K173 DIHDICVERR TS
AWS VY —ADIH R ENFEE

41D ACM ORIEIBIRICOVTI(E. L TFZ2=8

AWS Certificate Manager H—EXRlERER
http://aws.amazon.com/certificate-manager/pricing/

aws


http://aws.amazon.com/certificate-manager/pricing/

5. BlEY—->3>

Hik—hanad—>3>

IN=2Z716ED

A)AA

ERVITAINZT JE=R

ALY =2

KIE RS >vhLg
KEFEED J\AFT3)(=R
KEED N=L=>
PPZAVE T-=J59>
HEFRIBRX 75297V
XIViL> 7T R
Lh)\A O> k>
)% =35/
SIHMN=)b )W

SRZ- AR
KL= ABYIRL L )—>3> THIAE]REE

7o) EEEEF Fa1—wk

(20234105 7T)

FATBHRIE. LTSz

aws

N © 2023, Amazon Web Services, Inc. or its affiliates. 45


https://docs.aws.amazon.com/ja_jp/acm/latest/userguide/acm-regions.html

6. FLH

aws

A ) © 2023, Amazon Web Services, Inc. or its affiliates.




QlLl

C&D

sEIAEZ SR P EHE EXFAE

>
>

>
>

AWS )—23> COEFREIR

Amazon EventBridge > Amazon CloudWatch THEXIHARDE]
FRAEP@ERIN ] BE

SEAAS O, 7704, JOEZ3Z> I nEEME - fG3R1E
WEETZE(CEE

J—)\GEBAEEHADEE{L

>

AWS Certificate Manager ¢JOE>3Z>J&nc/VJUvISSL/TLS
SERHE (S




=5 Bk

AWS Certificate Manager X/>R—>
https://aws.amazon.com/jp/certificate-manager/

AWS Certificate Manager RF+aX> b
https://docs.aws.amazon.com/ja_jp/acm/

AWS Certificate Manager Ol
https://aws.amazon.com/jp/certificate-manager/pricing/
AWS Certificate Manager DL<{H3ER/H
https://aws.amazon.com/jp/certificate-manager/faqgs/

\a S, © 2023, Amazon Web Services, Inc. or its affiliates. 48


https://aws.amazon.com/jp/certificate-manager/
https://docs.aws.amazon.com/ja_jp/acm/
https://aws.amazon.com/jp/certificate-manager/pricing/
https://aws.amazon.com/jp/certificate-manager/faqs/

ZIK 7|‘4(L|%3533Fnﬁb\/\hﬁ “, \fFE\

BT RSB EL TR, BRIOAWSHK— RO
BEVADETEE

https://aws.amazon.com/ip/premiumsupport/

REEm TOBVEDBICELEUTE. 737\’5’7—?‘/1“? N[
BREIVEDEZEN (ZWR2AD |\:|>‘J—)L/\0>D’M/b\uagta“)

https://console.aws.amazon.com/support/home#/case/create?issuelype=customer-
service

B AR RS I 288K, ik I 2MERIMER =% EACTIEEL)
u CRAB(ETwitterA | J\wS 245 (ZIA T2 IFIBLEEN

#awsblackbelt

aws

R > © 2023, Amazon Web Services, Inc. or its affiliates. 49


https://aws.amazon.com/jp/premiumsupport/
https://console.aws.amazon.com/support/home
https://console.aws.amazon.com/support/home

ZOMI>FTYDTHEIT

DIEF—RE AWSDARY NRT D1 -V SRVEIZITES

https://aws.amazon.com/jp/events/
JI\OXA>ATY
https://aws.amazon.com/jp/aws-jp-introduction/aws-jp-webinar-hands-on/
AWS {&ERIH# =
AWSDV1—-23> 7 —FFT I MNEERFEVLILFET

\

https://pages.awscloud.com/JAPAN-event-SP-Weekly-Sales-Consulting-Seminar-2021-reg-event.html

aws

N > © 2023, Amazon Web Services, Inc. or its affiliates. 50


https://aws.amazon.com/jp/events/
https://aws.amazon.com/jp/aws-jp-introduction/aws-jp-webinar-hands-on/
https://pages.awscloud.com/JAPAN-event-SP-Weekly-Sales-Consulting-Seminar-2021-reg-event.html

dWS

Thank you!




