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Baseline Environment on AWS (BLEA) FFE

https://qgithub.com/aws-samples/baseline-environment-on-aws

=78 AWS B —E X @ AWS CDK


https://github.com/aws-samples/baseline-environment-on-aws
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Asset TP US—S3>%&5>J04

Amazon S3 - aws_s3_deployment €2 1—J)b

|E_—'=| O—HJLzip T7 Il
& O—HIL5« L2 KU

FF X /JSON 7—4 (7O KDEZFIFETI 6

. AWS Lambda - aws_lambda €S> 1—J)b

t@eg—j . O—AILDY—ZT— REIS RIL

=« aws_lambda_nodejs EZ 1 —)LDIFEE

new BucketDeployment( ,
destinationBucket:
distribution:
sources: [

1)

'wWebAppDeploy', {
s3Bucket!,
cloudFrontwebDistribution,

|Source.asset('webapp/dashboard/bui1d')l

1,

TypeScript

new NodejsFunction( ,

'Handler', {

lentry:

'"lambda/metrics-handler.ts', |

1)

handler:

get T,

esbuild C TypeScript & bS5 > /(1)L &I RIL

Amazon ECS - aws _ecs €S 1—J)L

1le 5

Amazon ECR

O—7JL®D Dockerfile h'5
25 FAA—=ZERU
Amazon ECR U/RZ KU (C push LTF70O4
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TypeScript

const taskDefinition =

{

1)

cpu:
memoryLimitMiB:

new FargateTaskDefinition( , 'Def',

256,
512,

taskbDefinition.addContainer('Recorder', {

RLECEE

ContainerImage.fromAsset('container/recorder')4

1)




AWS Lambda BE%X® Construct

NodejsFunction ™ Function DockerlmageFunction
new NodejsFunction(this, "Funcl", { new Function(this, "Func2", { new DockerImageFunction(this, "Func3", {
entry: "lambda/item/index.ts", code: Code.fromAsset("lambda/post"), code: DockerImageCode.fromImageAsset(
handler: "get", handler: "app.handler", "container",
runtime: Runtime.NODEJS_18_X, runtime: Runtime.PYTHON_3_11, { emd: ["index.put"] }
3); 1) ),
});
. esbuild DREZHFHRILL - BETaALOKUZzip UT « Docker 1 XA—>ZEJLRUT
B #H(C TypeScript / JavaScript Asset LTS3 (C7vTO—R Asset U CECR(CTwvS
Z/\Z )L (L2.5 Con‘struc\t)‘ - bundlingA7>3>7T - Dockerfile TEJL REEEZITD
- Tree shaking TH -1 XZHll EEDOLIL ROV REEITEIEE . LAY —F v aTEIL REEEL
» )\ RJLIE(C AssetHash 2 7z © B O-DVTAS PIVEITERMT . AF2 32T Docker DERTET®
STHIS + J\Z RILAIIC AssetHash 2 Z5HH. RIS B T 7 IR EHMEERTAE
- package-lock.json ZBEHI (CERER. B CstE I EEBRkEE
package.json MEET 1 LT KU . £ : node_modules L T3HE
([CIRWZE SRS TERKRT D
*1 ... BE#R(C PythonFunction, GoFunction EF1E9 2 (RKF= Tl alpha)
*2 ... AssetHash ... Asset DE—4Z 5519 DIzsHD/\v > 1 1B,
aws [E—d Asset NHBNUL/\> RILPOT7Yy TO—- REXFYVIT T3,
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Amazon S3 Asset DA >3 >

aws_s3_deployments

source.asset

aws_Tlambda

Code.fromAsset

«  bundling A7 3> Docker A>5FAT
E179 DIV R=igEn]ge (B : esbuild)
- O—RILTHOON> RETZAHDKTE B OIEE

5|ECTEE

aws_s3_assets

AssetOptions

+ assetHash
+ assetHashType
+ bundling

N\
N\
\
N\
3

https://docs.aws.amazon
.com/cdk/api/v2/docs/
aws-cdk-lib.

aws _s3 assets.

- T LURUDREE bundling AT=3>D
I\ 3= B UR—R5/)\> RILZEXFY T

« AssetHash ZB CstBUTCIEE I D EHERIEE

___Typescript 2

new Function(this,

GetUserHandler", {

bundling: {

AssetOptions.html

aws
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code: Code.fromAsset("lambda/user", {

image: Runtime.NODEJS_18_X.bundlingImage,

command: ["bash™, "-c", "cp -au . /asset-output”],|| 3 NodejsFunction (&
3 I\ RILISEE BBIRES BT
handler: index.get., AT 3 AARRNRLD
runtime: Runtime.NODEJS_18_X,

1)
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https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_s3_assets.AssetOptions.html
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Amazon ECR Asset DAT’'S 3>

aws_Tanbda . docker build OY> RIGET AT 3 > hEETIAE

containerImage | | DockerImageCode . . . _ .
.fromAsset .fromimageAsset| < Docker®EJLRIO>FFXAMIOE—ULTZLTR0N
J 7 )L .dockerignore 7 7 1)L CHIEERIEE

BEUIEDS &35 TISE «  Docker DVILFRFT—ZEILRE
aws_ecr‘_assets l//r_\7_:‘:'_\7 \\J :/j_ %1%% L/t t) b H%%E{b
DockerImage
AssetOptions R
+ buildArgs new DockerImageFunction(this, 'DockerFunc', {
o edllude code: DockerImageCode.fromImageAsset( container', {
.l ~s.| | platform: Platform.LINUX_ARM64,
"y exclude: ['node_modules'],
cmd: ['index.handler'],
1),
1)

https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws ecr assets.DockerlmageAssetOptions.html

aws
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https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_ecr_assets.DockerImageAssetOptions.html

A— RFDEEZI(EPOI5D RICKR

cdk deploy --hotswap / cdk watch

- Lambda B£%. ECS > 57, Step Functions X>— b2 RAEZ
CloudFormation Z#FHtE9 APl CEIEST 019D CTHRELC IR

https://github.com/aws/aws-cdk/blob/main/packages/aws-cdk/README.md#hotswap-deployments-for-faster-development

« CloudFormation AFvw O & RUDJ MOIRET DIz, AFERE TOMHMER
. cdk watch EITHR(I R T v I (CEFE NS CloudWatch Logs DEFT7ZBEH (CZ1E (tail)
« O—IINSUNICIZalL—F—FZEAULRLKTE, 5D RTEIERETES

. aws
R e | " bin Sandbox account
'watch' is observing directory 'lambda' for changes | L— sns-handler.ts
ZHEERA] | — 1ib
Detected change to 'lambda/handler.ts' (type: change). | L— sns-handler-stack.ts
Triggering 'cdk deploy' L— Jambda
i L— handler.ts Lambda Function —;
4 Deployment time: 11.48s —i)l
.[)z-iwsﬂambda/SNSHand1er—SNSHand1erOOXXXX] 17:06:32 2022- BE TSSO CloudWatch Logs
08-17T08:06:32.634Z INFO Hello world!

CloudWatch Logs DEF7Z (=

aws
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https://github.com/aws/aws-cdk/blob/main/packages/aws-cdk/README.md
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grant | H#ERERTEZ HZRIL

const bucket = new Bucket(this, 'Bucket'); ’ Amgzon 53 BUClﬁSt\’\b '\A‘mazon DynamODB Tal:_)_le
IRE 7T AB]geid Y — XD L2 Construct (C (&
const f = new NodejsFunction(this, 'Func', { grant _CQL\ié)(\J‘J |\73\9§ éﬂ‘CL\é
entry: 'lambda/list-object.ts', .
rndler et I MRS T BT T
TS [T Rt B (O R/ MER(CVE =5
BUCKET_NAME: bucket.bucketName, et
1, « IGrantable ZEEUTCTLWWB Y — X ZIEE 0] 8e
IDF
bucket.grantRead(f); « 1AM User / Role / Group / Policy I8 &

Lambda Function, EC2 Instance 7R ED—EFD U — X
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-
lib.aws _iam.lGrantable.html

aws
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https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_iam.IGrantable.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.aws_iam.IGrantable.html

metric | CloudWatch X U XZUY —XANH S S

// Alarm for ALB - HTTP 5XX Count
alb.metrics
.httpCodeEleelva.HttpCodeElb.ELB_5XX_COUNT, {
period: cdk.Duration.minutes(1),
statistic: cw.Stats.SUM,
})
.createAlarm(this, 'AlbHttp5xx', {
evaluationPeriods: 3,
threshold: 10,
comparisonOperator:
cw.ComparisonOperator.GREATER_THAN_OR_EQUAL_TO_THRES
HOLD,
actionsEnabled: true,
})
.addAlarmAction(new
cw_actions.SnsAction(props.alarmTopic));

AN

N

https://github.com/aws-samples/baseline-environment-on-
aws/blob/0b9e6f744667ce021eb54cTad54e73523a9a811c/usecases/bl

ea-quest-ecs-app-sample/lib/construct/ecsapp.ts#L402

aws
~—
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« Z<DIY—XD L2 Construct H
CloudWatch X MO X %R 9 metricxxx BG%X
FlelE metric JO/\G o ZHD

- CloudWatch 75 —AYW4S v 1/h— R%E
VER T D E = (CIE LWEFETIZ AN TED

https://docs.aws.amazon.com/ja jp/cdk/v2/quide/resources.html
#fresources_metrics
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https://docs.aws.amazon.com/ja_jp/cdk/v2/guide/resources.html
https://docs.aws.amazon.com/ja_jp/cdk/v2/guide/resources.html
https://github.com/aws-samples/baseline-environment-on-aws/blob/0b9e6f744667ce021eb54c1ad54e73523a9a811c/usecases/blea-guest-ecs-app-sample/lib/construct/ecsapp.ts
https://github.com/aws-samples/baseline-environment-on-aws/blob/0b9e6f744667ce021eb54c1ad54e73523a9a811c/usecases/blea-guest-ecs-app-sample/lib/construct/ecsapp.ts
https://github.com/aws-samples/baseline-environment-on-aws/blob/0b9e6f744667ce021eb54c1ad54e73523a9a811c/usecases/blea-guest-ecs-app-sample/lib/construct/ecsapp.ts

connections | RY P DJ—JEHGZEHEICERT D

+ connections JO/\Ga ZERALT. UY—-XEDBEZHGHEICHFITESD

- TFIUFTADIL—TPRY FJ—T ACL DEREZHMZRIL

. 2DDUY—ARIDIEGZFRI T D EMADTF 1 UFT 4 )L —T =B IERTE

+  ELBY°RDS /&&EFT I AL BR—hZEERL TVDI—EDUY —XTlE. 7R— bDIBENRE
« Stack ZEE<#EHEDIHE(E allowFrom / allowTo Z{HU\D T CIEIRSHEE % O]k

https://docs.aws.amazon.com/cdk/v2/quide/resources.html#tresources traffic

fleetl.connections.allowTo(new ec2.Peer.anyIpv4(), new ec2.Port({ fromPort: 443, toPort: 443 }));
fleetl.connections.allowFrom(fleet2, ec2.Port.AllTraffic());

listener.connections.allowbefaultPortFromAnyIpv4('Allow public access');

fleetl.connections.allowToDefaultPort(rdsbatabase, 'Fleet can access database');

aws

N © 2023, Amazon Web Services, Inc. or its affiliates. 13


https://docs.aws.amazon.com/cdk/v2/guide/resources.html

AN MBHETEDIMSRAE
. UY—ZPER T BREDAARY NCHUT/\> RS—ZEEICERTES

https://docs.aws.amazon.com/ja jp/cdk/v2/quide/resources.html#tresources events

Amazon S3 Bucket M| : addObjectCreatedNotification ... Amazon S3 -1 /X2 ~NEX]

const handler = new lambda.Function(this, 'Handler', { /*.*/ });
const bucket = new s3.Bucket(this, 'Bucket');
bucket.addobjectCreatedNotification(new s3nots.LambdabestinationChandler));

AWS CodeCommit Repository Ml : onCommit ... Amazon EventBridge #XFHDiE A

// starts a CodeBuild project when a commit is pushed to the "main" branch of the repo
repo.onCommit('CommitToMain', {

target: new targets.CodeBuildProject(project),

branches: ['main'],

1)

aws
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https://docs.aws.amazon.com/ja_jp/cdk/v2/guide/resources.html
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XX cdk-blackbelt-stack.ts — cdk-blackbelt D& 08

@ EXPLORER cdk-blackbelt-stack.ts M X Do oo®OO:--
\ OPEN EDITORS lib > B® cdk-blackbelt-stack.ts > %3 CdkBlackbeltStack > © constructor

p X cdk-blackbel... M import * as cdk from "aws-cdk-1lib";

v CDK-BLACKBELT

gi v [ bin
cdk-blackbelt.ts

'> > B cdk.out
> v @@ lib B
I8 cdk-blackbel... M
E@ > W@ node_modules
> By test
353 4> .gitignore
(1l .npmignore
aWsS {-} cdk.json

N

import { Construct } from “constructs";

N
export class CdkBlackbeltStack extends cdk.Stack {

1

2

3

4

5 constructor(scope: Construct, id: string, props?: cdk.StackProps) m
6 I super (scope, id, props);

>y

8

9

& jest.config.js

@ @® package-lock.j... U
(® package.json PROBLEMS OUTPUT TERMINAL CODEWHISPERER REFERENCE LOG GITLENS DEBUG CONSOLE Blzsh +v @M W - ~ X
© README.md '
% tsconfig.json

cdk-blackbelt (main@?) $ []

{% > OUTLINE
> TIMELINE

Pomain®* @ % ®O0AO  AWS: AWS Builder ID /CodeWhisperer -- NORMAL -- Ln6,Col 1 Spaces:2 UTF-8 LF {} TypeScript  Prettier & 0
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AWS CDK "5 RJ= CloudFormation Custom Resources

aws
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CloudFormation Custom Resources (3 AWS Lambda B8%%zE /=(d Amazon SNS (C
> I (Create/Update/Delete) XS, I—H—HERk U2/ \> RS —% K179 DHLEE

CloudFormation THRXIG. F£FMBDOUY —-R=2TOES I Z>JF3DDCFERAESNZIA
CDRETIEIRE & LT CloudFormation Registry OFIAMNERE SN TLNSD

CDK TI(& CloudFormation (C&DT7 T HAEEOUIEE Z= Ui sER1 > FEUTIRA D

MyResource: "RequestType" : "Create",
Type: Custom::Test SONECT 2 1
Properties: " o < 1
ServiceToken: LambdaARN .Request1d” : "unique id”, .
Name: “value” ResourceType" : "Custom::Test",
List: [ 717, “27, “3” ] "LogicalResourceId” : "MyResource", X
"ResourceProperties" : . 2D API U L
O— n n n n ° j__Z l\miﬁj_—
o— s BED Name" : "value", @ _____ Ay
D_ B IIL_i St" : [ lllll , ll2ll , ll3ll ] ‘ } ;/rg“/l: \ZOD
' —>3z
Template T . } ¥ { AWS Lambda Fr e
AWS ClOudFOFmatlon llStatusn . "SUCCESS", }\\/ Fi_&ﬁ%&
"PhysicalResourceld" : “baz”,
"Stackid" : “bar”,
"RequestId" : "unique id”,
"LogicalResourceId" : "MyResource"

—(3

Amazon S3 Bucket (Self-signed URL ANDEEZ1AH)

© 2023, Amazon Web Services, Inc. or its affiliates. 18

https://docs.aws.amazon.com/ja_jp/AWSCloudFormation/latest/UserGuide/template-custom-resources.html



https://docs.aws.amazon.com/ja_jp/AWSCloudFormation/latest/UserGuide/template-custom-resources.html

ER DU

ERDUNE

AWS CDK CHRA LUV —RZIBRDSHE

BA LTI SDOEE

AWS APl DU U

BA LTI SOEE X1

CloudFormation ADIHE

BA LTI SOEE %2

CloudFormation ADIHE

Y)Y — X ID DEH

CloudFormation A\DIHE

DY —X 1D OEE

Y)Y —X ID DEHE

|:| q—H—HiE%
|:| AWS CDK H¥h5RAL

I8 IS8 IS8

AWS SDK for JavaScript AWS SDK AWS SDK for JavaScript

525914 L (ER) 525914 L (ER) 525 I (Node.js)

(B%) MATREI IS

AwsCustomResource

AARSI b

AWS CDK TIFHNRT LIV —R%&RKT S/ Provider Framework &
Lambda DEZEARET AWS API DU UZFE (171D AwsCustomResource Z 2fit

X1 ... 3 EEEAE— RICEKD Lambda A1 LI~ (159) =8B XD EH AIEE
%2 ... AWS SDK D51 L7770 haEIR
aws

p— © 2023, Amazon Web Services, Inc. or its affiliates. 19
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Provider Framework

. I1—H—H3EEI S Lambda FE%K
J\> R5—) DUIBZEZRILT DIzsHD
INSRR DL —LAD—2

CloudFormation D=1 JHAJ)LAXR> &= (TT
I\ RS—ZFOH U, #&8EZ S3 (C PUT

I\> RS —DR DIEDIRFEHISMLIEZ 1T

Provider
Framework h'&t

N—"

AR MFCHFOH U
Ea

AWS CloudFormation Lambda function ~ Lambda function

3 L | (andler) . I1—Y—(HMEEDEET/\> RS—&EFHE
Bucket
PUT AR N8BT WIPHER%E PUT « 3JE[EHA/\> K= —TC Lambda 0)/94’1;7'7 ~

(1597) =B R DIULIEZ E= D] EE
https://docs.aws.amazon.com/cdk/api/v2/docs/

aws-cdk-lib.custom resources-readme.html#provider-framework IR )N — 2 ID 0)5—77|-)|/ NEEAEELRE

J\> RS —h' PhysicalResourceld Z iR 7R \GE

Create BF(E-1/X> b Request ID HYMEH éﬂéo

Update BF(FIRTED PhysicalResourceld Z{HH,
aws

N © 2023, Amazon Web Services, Inc. or its affiliates. 20



https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.custom_resources-readme.html
https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.custom_resources-readme.html

Provider Framework

CDK App Lambda BE#E (J\> R5—)

[ 1anbda/handler. ts 3 )
// ERDS >S4 LZ{ERLT Tambda.Function ZE® import { cdkCustomResourceHandler } from 'aws-Tambda';
const handler = new NodejsFunction(this, 'Handler', {

entry: 'lambda/handler.ts’', export const hand1er:[CdkCustomResourceHand1er]= async
handler: 'handler', function (event) {
runtime: Runtime.NODEJS_18_X, console.log(event.RequestType) ;
1); switch (event.RequestType) {
case 'Create':
// handler ZMU'H 9 Provider ZE= case 'Update':
const provider = new Provider(this, 'Provider', { // Io—hREUZEIE throw new Error() THIWM ZIXL
onEventHandler: handler, return {
1) PhysicalResourceId: 'hoge',
Data: { key: 'value' }
// CustomResource /' Provider ZMUNHT KLSITHRTE };
new CustomResource(this, 'Resourcel', { case 'Delete':
serviceToken: provider.serviceToken, return {};
s }
G )\}; J

TypeScript T/\> RS—ZEEITDHEE. BEEZAIAN=IL
npm install -D @types/aws-lambda

https://qithub.com/DefinitelyTyped/DefinitelyTyped/blob/master/types/
aws-lambda/trigger/cdk-custom-resource.d.ts

N © 2023, Amazon Web Services, Inc. or its affiliates.
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https://github.com/DefinitelyTyped/DefinitelyTyped/blob/master/types/aws-lambda/trigger/cdk-custom-resource.d.ts
https://github.com/DefinitelyTyped/DefinitelyTyped/blob/master/types/aws-lambda/trigger/cdk-custom-resource.d.ts

AwsCustomResource

AWS APl Z 1 D27 UELiEE.
AWS APl DL AN A %&E N — X DIE
AWS SDK for JavaScript Z{EFH 9 B8 service,

action,

Lambda B2 — R&EENT (T
EELTHEBE L. DY -5

SRE<AJHE

O

\

B2 5T4E

parameter 0)1 (& SDK (ZHEHL

. AWS CDK v2.87.0 A E Tl service (C/\wH—=44, action (C XxxCommand Z3IEE

i1 AWS SDK 1> A b—)L 9 B(C(E instal TLatestAwsSdk %= true (CESTE

https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.custom resources-readme.html#custom-resources-for-aws-apis

*1 ... AWS CDK v2.87.0 A ET(&
Lambda BE DS > 51 LR

5 J#)L NT Node.js 18 [CEH,
(AWS SDK for JavaScript v3 % [E##)

AWS SDK for JavaScript v2 @
DSBS EMITN,
S v3 DELEZTHER,

adws

N © 2023, Amazon Web Services, Inc. or its affiliates.

new AwsCustomResource(this, 'GetParameter', {
resourceType: 'Custom::SSMParameter',
onUpdate: {
service: '@aws-sdk/client-ssm', // 'SSM' 1in v2
action: 'GetParameterCommand', // 'getParameter' in v2
parameters: {
Name: 'foo',
withDecryption: true,
}’
physicalResourceId: PhysicalResourceId.fromResponse('Parameter.ARN'),
}’

\});

22



https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.custom_resources-readme.html

Triggers

> J0O-% (CloudFormation Stack ME1TH) (C Lambda BEZEITTE S

Y — DT A MOHHAT —S5 DIGA . BHERAOMESR/R E (CFIFAR]EE

Lambda BEEIH KB U T=3HE(E CloudFormation Stack (7 J O (C5EX
Lambda BAEIDFERNEE TRV VSE (T InvocationType.EVENT ZIEE I D EEBATED

executeAfter / executeBefore TE1TIEFEZHfE (Construct Efi])

const myTrigger = new TriggerFunction(this, 'MyTrigger', {
runtime: Runtime.NODEJS_18_X,
handler: 'index.handler',
code: Code.fromAsset('my-trigger'),
});
myTrigger.executeAfter(hello, world);
myTrigger.executeBefore(goodbye);

p— © 2023, Amazon Web Services, Inc . or its affiliates. 23
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COK [EBIFBDTAMEINVUFT—

Snapshot Test

« BKE=MNJz CloudFormation > L — h%&
AFw TS gw MELEERR
BEBEDTANINY> RTELT

- jestIRESEE

CDK App Z1ER I DI XN TCDANICHIT I

\

3/

Fine-Grained Assertion Test

FPITURRCHITDI=Y X bDO—EB
Construct WN5X 5N AANS
HA43F8 D D CloudFormation > L — k&
BRI dCEZEZT A
aws-cdk-lib.assertions €= 1 —)L%Z I
jest RESEBREBEDT A NIV RTEIT

F(C Construct 51 J S U DIRMEENEH

Validation Test

aws
~—

7ITURRECHSITDIIZY bR bD—EB

Construct 1> X b=72/4¥2 addValidation() T
BXURWADTHNZIXE T D EZT A B

jest RESEBEBDFT A NIV RTELT
F(C Construct 51 J S U DIREENMEA

© 2023, Amazon Web Services,

Inc. or its affiliates.

Policy Validation

Construct H\7RU = — (CHED TR SN TULNDHVHER

Aspect Z{EH U T Construct *V'J —Zi[E] L
ER D HNIE Annotation Z D11 (cdk-nag 73 &)

CloudFormation > L — KA Policy as Code WY —)L%&
B (CEF (CloudFormation Guard 73 &)

cdk synth BFICEEIT (jest IRETDEITERIEE)
F(CHIF 2 RF—LNHMERL - Befn

25



AFvIS3yv brAB

« CloudFormation 7> L — bOEHZLER U T, BRIURKBWVWEEHNRNC &R

. EIRBADVITCAARBTCEEIXR MBEWL. UTJ7OFU> 007y 57— hNeTR([CITRD
FARI—R HITHER

. " » serverless-full-stack-webapp-starter-kit X npm test
test("Snapshot test", () => { I

const app = new cdk.App(); > serverless—fullstack-webapp-starter-kit@@.1.0 test

. jest
const stack = new ServerlessFullstackWebappStarterKitStack(app, "TestStack! sl
const template = Template.fromStack(stack); FAIL serverless-fullstack-webapp-starter-kit.test.ts (9.794 s)
expect(template).toMatchSnapshot(); 9
3

toMatchSnapshot

AFvIS3av b (GitICaO=Zwy b9 3)

Snapshot name: “Snapshot test 1°

IS serverless-fullstack-webapp-starter-kit-stack.ts

— Snapshot - 3
> node_modules + Received + 3
v test HU@@SI’IapShOt @@ -349,11 +349,11 @@

v __snapshots__ (Jilﬁf&‘:r%)

= serverless-fullstack-webapp-starter-kit.test.ts.snap |4

1

TS serverless-fullstack-webapp-starter-kit.test.ts
.gitignore "MinimumLength": 8

’
"MinimumLength": 16,

.npmignore

aws
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RtV fEtTDRE=P (cdk-nag)

R B M\ Diflie Y (CRESS 1Ex B5AR

import { Aspects } from 'aws-cdk-lib';
import { AwsSolutionsChecks } from 'cdk-nag';
Aspects.of(app).add(new AwsSolutionsChecks());

Rule ID
AwsSolutions-S10
AwsSolutions-S1
AwsSolutions-S2
AwsSolutions-S3
AwsSolutions-S5

AwsSolutions-S10

AwsSolutions-IAM5

AwsSolutions-IAM4
AwsSolutions-IAM5

AwsSolutions-SQS2
AwsSolutions-SQS3

AwsSolutions-SQS4

et e MDA

Resource ID T Compliance
ServerlessFullstackWebapp Compliant
ServerlessFullstackWebapp Non-Compliant
ServerlessFullstackWebapp Compliant
ServerlessFullstackWebapp Compliant

ServerlessFullstackWebapp Compliant

ServerlessFullstackWebapp Compliant
ServerlessFullstackWebapp Compliant

ServerlessFullstackWebapp Non-Compliant
ServerlessFullstackWebapp Compliant

ServerlessFullstackWebapp Compliant
ServerlessFullstackWebapp Non-Compliant

ServerlessFullstackWebapp Non-Compliant

~ 1 el s 1aas ) o~ 1t 2

Rule Level
Error
Error
Error
Error
Error

Error

Error

Error
Error

Error
Error

Error

—

Rule Info
The S3 Bucket or bucket policy does not require requests to use SSL.
The S3 Bucket has server access logs disabled.
The S3 Bucket does not have public access restricted and blocked.
The S3 Bucket does not default encryption enabled.
The S3 static website bucket either has an open world bucket policy or does not use a
Origin Access ldentity (OAl) in the bucket policy for limited getObject and/or putObject
permissions.
The S3 Bucket or bucket policy does not require requests to use SSL.
The IAM entity contains wildcard permissions and does not have a cdk-nag rule suppre
evidence for those permission.
The IAM user, role, or group uses AWS managed policies.
The IAM entity contains wildcard permissions and does not have a cdk-nag rule suppre
evidence for those permission.
The SQS Queue does not have server-side encryption enabled.
The SQS queue does not have a dead-letter queue (DLQ) enabled or have a cdk-nag r{
suppression indicating it is a DLQ.

The SQS queue does not require requests to use SSL.

=) o~ X (o] -k 1 1t ol i ] 11 i

£3% . AWS Cloud Development Kit & cdk-nag TZIUS—23>DtFa1 U EATSA TV AEERTD

https://aws.amazon.com/jp/blogs/news/manage-application-security-and-compliance-with-the-aws-cloud-development-kit-and-cdk-nag/

aws
~—
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CDK Pipelines

AWS CodePipeline ZfE> /=

CDK 77TUD /D )I\A TS5 A 2% |

BE(Cty b7y I TERAANSIONSATSY
« cdk synth Z—EZITEITUTCT—EX®ZIERF

cdk synth TP T Uz ERK . cdk deploy DI DIE CodePipeline TF I

 CodeBuild ZE/IMERCtzH+1 77 (CETT
UpdatePipeline A TS+ > BE

| EemE \— 20— R% GitHub £/ (& |

I AT 51 i « H—R)I—F 4 SATSUKD

1 q M\E(L}r\_\btwg - L — ~w W w \ 7

5 sUTE ; T2 T A= SE L REDHES HEDRAE A /)

AWS CodeCommit 'S HEUE
GitHub

Build

« Assets & CloudFormation X4 w O %5541

« Self Mutation (CKD/\A TS NBBEHENDIEH
cdk deploy X > RISSEFD—ERE D EIT

« BHDAWS PHDO REY—23 > (T O 08

* GitHub Actions I EDMMD IS > %FERAT B C EHolhE (EERM)

https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.pipelines-readme.html#using-a-different-deployment-engine

Assets

DockerAsset1 Assets 7&5-713 _
AWS CodeBuild

DevStage AWS CloudFormation T

BackendStack.Deploy “ Y
AWS CloudFormation ARGy D7 I0A

_____________________________________________________
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CDK Pipelines TIOVY > RZEMTEDIR1> b

Source

GitHub
GitHub

Build

Synth .
AWS CodeBuild '

UpdatePipeline
SelfMutate
AWS CodeBuild
Assets
DockerAsset1
AWS CodeBuild
DevStage
BackendStack.Deploy
AWS CloudFormation
b Servi

aws

N1 © 2023, Amazon Web Services,

BEfZ®D CodePipeline Z{EAT S

https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.pipelines-readme.html#using-an-existing-aws-codepipeline

—Synth A5 WY’ (ShellStep 7= X® commands 0/ )
($51) cdk synth OFIIC npm run build 270> bIT> RFZPTUDT« LD MU TET
(f51) cdk synth D& (C npm run test & 34T

https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.pipelines-readme.html#synth-and-sources

, Inc

——Assets DJ\> RJLEF (Code.fromAsset B8E8D bundling 70/ \F « 73 &)
(81) Lambda BE#RaD/ > R)LEFIC pip install Z3E4T

https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.BundlingOptions.html

—Stage DAIE/=(E4% (CodePipeline.addStage Bi#I®D pre/post T/ )
(f51) Stage D> J O Fill[C CodePipeline MFENFEZ T v T 2B
(5l) Stage DT O 4&I(C ShellStep T1>F7 0L —>3>F A NZET

< https://docs.aws.amazon.com/cdk/api/v2/docs/aws-cdk-lib.pipelines.AddStageOpts.html

. or its affiliates.
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BEfED CDK 777 U% CDK Pipelines [C#1T9 D

-
- API Stack

= 1) N

HFEE
$ cdk dep_l oy Amazon APl Gateway AWS Lambda
BNDRS Y Oz T0OA
ZA N7 _______________________________________________________________
/GitOHub 22 58 7 1@ Al @ Stage |
. ': : — i
$ git push % Pipeline Stack |55 API Stack '
T REREN
MR |
AWS CodePipeline AWS CodeBuild Amazon API Gateway AWS Lambda
$ cdk deploy

VAN —>1>D >0 e R
(I 5A > DT IOA - Stack Z Stage [CE EHD T ET. Stack DanBARANZEILT D,

aws CDK Pipelines ND#Z1TRIE THE U Stack (CT 701 3 3H&E(
N © 2023, Amazon Web Services, Inc. or its affiliates. stackName % EHZ'_?H’\J (:*EE?% : c‘:_b\‘m'lﬁg



Tips: npm
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npm

« cdk init TTOZT O bZIERRT D ET T AIL BT npm BERESND
B D npm Z{FH T D EZHEEE (npm install -g npm)

- AAPDDI(C Yarn BAEAOIEE % Plug-and-play E— R (C(ZIEXIE

. IKTFEIMR%Z package.json (CEER T B

npm update N> R(Z package.json (CIEE NICEEIN TOER/\—=3 > (CEH
(5] : "aws-cdk-lib": "72.88.0" DIZFERID A F—/\—=3 > (CFEH)

package.json DFCihZEF I B(C(E ncu ZfEH (npm install -g npm-check-updates)
BT D)\ —FBIE (1), BRI (-%), IN—=3 48T (-t minor) IREDAT S 3 > HMETE DI EE

$ ncu
$ ncu -u
$ npm install

aws .. e e o e et 33



AWS CDK Toolkit OO U DiELY

cdk

. —RRAYIRTON > RERERIC
IRIBEZ I PATH (CHD
cdk OV¥> R&EZET

- aws-cdk /\wH—%
20—-)UL1>X =)L
9B E(EMHTIEEICIRDHN
£TITO>T U MTRDI
N\—=3a > EMEET D EN
DD, BEHELZE LRV

aws
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npm run cdk

- package.json @D scripts (C
BB SN/ ON S R ZEELT

./node_modules/.bin 7'
PATH ([CBIITND TS
O—A)L)\w o —hYERTIEE

« aws-cdk (T T AIL KT
scripts (C "cdk": "cdk" ZTE

. IERIEIETOEEITSR
([CE=NZM. AT>3>%
BIRICE - hnE

$ npm run cdk 1s
$ npm run cdk synth -- --all

npx cdk
- OV RZEIFERUTET

1. package.json D bin AT 3>

2. ./node_modules/bin Y > R
(FRINERT LU MNUBIETD)

. 2J0—)ULD bin (CHDIY>R
4. O—ILBXTO—-/ULD
B\ —=0 bin A T3>
5. LWInsRnE—BE>=<L 2o K
(A A M=)LUTET
- npm JOZIT UM\ TEREZ S

- npx cdk & npx aws-cdk (&
Z<< DT —ACTEUEEICIES *

$ npx cdk init
$ npx cdk synth --all

*cdk EUVD aws-cdk ZIEUHE I 12T D) o —hMEEESN TV 28 >
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AWS Black Belt Online Seminar &(&
- [U—EXHFI] TVUa—>3> 81 [ZFEER| IREDT—ITHT,

IV DT H—
J—XTY

- AWS DFEATBEENY,

e P 5 [ETE /N O

EX 2v /) CEBREHMEIEIT DA St —>

AWS DEZH—EXPY U1 —>3>2((CDLWTF—Y

)

» LIFDURL KD BEDTZF-—SHEEMNREZS D O-RIDHZEN

c=E9

 https://aws.amazon.com/jp/aws-jp-introduction/aws-jp-webinar-service-cut/

« https://www.youtube.com/playlist?list=PLzZWGOASvSx6FIwIC2XT1nObr1KcMCBBIlqY

CRABIE X (Twitter) N1 )\w2 35T FUTZFHALZE0)
#awsblackbelt
aws
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Wﬁ' (CDUWNT ODIIFL‘“

. RKERTIE 2023 F 8 AR —EXANABDIMIEIC DLW TCTHEALTULNE T,
AWS DY —EXEEICTvVIFT— hiElTTULBIzs. =HDIBHIE AWS AT
1 JHA | (https://aws.amazon.com/) [CTCHEER S JZ=LY

. f*—H’EEBZ(;(a*-I-ﬁE:‘LfCEBDi@'b\ SRIADMEE AWS AND T I Y MaoEk
@@*ﬁ(JELD\EﬁDT a. AWS AR T YA bDfiig BB TULEICE
ES

- IS (IARIRFREC LT3 D TVEX T . BRBEBDESZLRIC(IRIEEENZ 55K T
WIZIZEET

- FAVSARICREALE L TCE. BRID AWS T7k— FECOASEOEDE <20

. NAETOBHLVEHEICELEL TR, ARIY—HK— hEOA
BEVEDE REN (KRSA RO Y—ILADOT A S HUETY)
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