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CDK [EBFBITAMENVUF—S3>

Snapshot Test
« BEEMNJz CloudFormation 7> L — b%& Fine-Grained Assertion Test

RAFvITS 3wV hEHE - PTURRECHSITDZIZY X hD—EB
- BANFETHRNAS<HIITH « Construct ’"HXSNTEADTNS

HRA{F@ D D CloudFormation > L — &

¢ jest RESEEBDOT A RO RTET BRI BLETAN
(o) —

» aws-cdk-lib.assertions E= 1 —)LZFIH

Validation Test —— = _ iy —
o jest REESEBEBDTABMIVY RTHEIT

« VIJURRCHITDIIZY rX hD—EB
« Construct 1> X N=72%2 addValidation() C

* Jest/FESHEBEBDT A IV R THAT + Construct H7RU = —(CHE > THR SN T\ S HMiR
. «  Aspect Z{EF LT Construct W —zE] L
Integration Test 12/ NS 1NUL Annotation Z DT3B (cdk-nag 1 &)
« J0OA%47L) CloudFormation > L — kY « CloudFormation > L-— NE®D Policy as Code W —)L %
B3 THBZ &R BER&(CEA (CloudFormation Guard 7 &)
. FTIOA42NEUY—ZCHT BT RETZS * cdksynth BF(CZRAT  (jest IR ETDRITEEIEE)
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S
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TRDLSBTTUT—S 3> EERLT. 57X NOBXHOMEHALET
AN—ZDEE L, V=20~ RE—SEERLTNET,

importXZENEARD 11— REUTOTAROV/\—H1 RECELZEEL,
https://docs.aws.amazon.com/ja jp/cdk/v2/quide/testing.html
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https://docs.aws.amazon.com/ja_jp/cdk/v2/guide/testing.html

Y>2TJIVPITV—<3 > DRk

- CDK 77JUT—= 3> %FRk

mkdir state-machine && cd state—-machine
cdk init —-language=typescript
npm install ——save-dev jest @types/jest
- FTRNAEDT« LT NUZEVER
mkdir test
«  JestDE&TE
package.json ZiR&E
<®d1% npm install Bindsd —

aws

N

package.json

{

"scripts": {
”testll: "jest"

},

"devDependencies": {
"@types/jest": "A24.0.18",
"jest": "A24.9.0"

},

"'eSt": {
"moduleFileExtensions": ["js"]

}

}
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B2IWNPITVUI—S 3 2 DRE ()

——————————— Tib/processor-stack.ts

const stateMachine = new sfn.StateMachine(this, "StateMachine", {
definition: new sfn.Pass(this, "StartState"),

AWS Lambda b

const func = new Tambda.Function(this, "LambdaFunction", {
runtime: lambda.Runtime.NODEJS_18_X,
handler: "handler",
code: Tambda.Code.fromAsset("./start-state-machine"),
environment: {
STATE_MACHINE_ARN: stateMachine.stateMachineArn,

},
1)

——————————— stateMachine.grantStartExecution(func);
ProcessorStack

e

AWS Step Functions

const subscription = new sns_subscriptions.LambdaSubscription(func);

for (const topic of props.topics) {
topic.addSubscription(subscription);

}

ProcessorStackDI3REE (#ri%)
aws
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aws-cdk-lib.assertions module

. CloudFormation>>JL — ZCIA—HRAUI.
COK7Z U —2 3293 7H—> 3> F XA NEELEODES 1)L

. BT XXKTIEFET Template.fromStack() Z{FE>TF>T L — bZ4ERKT D

- Template 75 X(C(& CloudFormationT> T L — MMIX L T/7H—> 32 &k 9 528D
—IBEDAVY FHFFENTULD

import { Template } from "aws-cdk-lib/assertions";

describe("Processorstack”", (O => {
test(”’Synthesize ProcessorStack", () => {
const app = new cdk.AppQ);

const topicsStack = new TopicsStack(app, 'TopicsStack')

const processorStack = new ProcessorStack(app, 'ProcessorStack', {
topics: topicsStack.topics,

1D,

const template = Template.fromStack(processorstack);

s ProcessorStack @ CloudFormation > L — b4 IDdI1— R

Q > © 2023, Amazon Web Services, Inc. or its affiliates.



Snapshot Test : X bD5Eik &EETT

npm test CTTFAPNZEITIDE |
package.json DEHEICLKDTRFY TS 3y MUREFEESND

aws
~—

test/processor-stack-snapshot.test.ts

describe('Processorstack', (O => {
test(‘Snapshot test', () => {

)
)

(HEE)

const template = Template.fromStack(processorsStack)

expect(template.toJSON()) .toMatchSnapshot()

Snapshot Test Mgt

© 2023, Amazon Web Services, Inc. or its affiliates.

v

> npm test
> jest

PASS test/cdk-test-sample.test.ts
ProcessorStack
v synthesizes the way we expect (47 ms)

> 1 snapshot written.
Snapshot Summary
> 1 snapshot written from 1 test suite.

Test Suites: 1 passed, 1 total
Tests: 1 passed, 1 total
Snapshots: 1 written, 1 total
Time: 2.237 s, estimated 3 s
Ran all test suites.

T A MDET
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Snapshot Test : XFvI>3wvy b7V IFT—b
« FT2TL—BMIEBENDDETAMKET S

=z

. BHIUREECHDICEAZERLTHABSRAFY IS gy ha2r7vwI5T—K93

corsore 2

% npm test

Snapshot name: ProcessorStack synthesizes the

way we expect 1 COnso1e
AFwvI2 3wy bz

- Snapshot - 1

=57 == __ % npm test -- -u
+ Received + 1 )Y jT I\

. > cdk-test-sample@0.1.0 test
@@ -166,11 +166,11 @@ s > jest -u

Fn::GetAtt": [

"LambdaFunctionServiceRoleC555A460", PASS test/shapshot-test.test.ts
"Arn" ,

] ProcessorsStack

! v synthesizes the way we expect (48 ms)
= ::Runt-”ne::i ::nOdeJ:SlS.X::, > 1 Snapshot updated_
'}l" Runtime : nOdeJSZO.X y Snapshot Summary

\aWS; © 2023, Amazon Web Services, Inc. or its affiliates.

12



Fine-grained assertions Test : X FD&gik

« assertionstE>1—I)LZED>TTANZELVTCLIL

describe('Processorstack', () => {
test('Fine-grained test', () => {

(FREE)
const template = Template.fromStack(processorstack)

template.hasResourceProperties("AwS: :Lambda: : Function", {
Handler: "handler",
Runtime: "nodejsl18.x",

)

template.resourceCountIs("AWS: :SNS::Subscription", 1);

)
)

LambdaBd#8 & Amazon SNSH T XU TS g h\ERR SNz & &R 9 D4
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Fine-grained assertions Test : Matcher (1/2)

aws
~—

hasResourceProperties() D7 T A4 )L bDOEE) (IEFT—E

F£25|(CAT> U hzEiIEETNS & Match.objectLike() TLEEENS

Lenient(Match.anyValue)
Strict(Match.objectEquals)
IR ERRL IXMatcherhda 3

Matcherz{ES EMatchOEEBZZEX D CENTED

import { Match, Template } from "aws-cdk-lib/assertions";

template.hasResourceProperties(
"AWS: :IAM: :Role",
Match.objectEquals({
AssumeRolePolicyDocument: {
version: "2012-10-17",
Statement: [
{
Action: "sts:AssumeRole",
Effect: "Allow",
Principal: {
Service: {
"Fn::Join": [

J
["states.", Match.anyvalue(), ".amazonaws.com"],

1,
s

IAMO—)LZ=ZE—¥ 79— K~UDD.
-3 > D> TEMIGETEBRLD(CT DAl
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Fine-grained assertions Test : Matcher (2/2)

+  CloudFormation ®UJY—XI(C(E JSON AT T MHEFENTVWBRCENDD
.«  Match.serializedJson() Z{#> & JSON AT O/ ZBETE3

template.hasResourceProperties("AwS: :StepFunctions: :StateMachine", {
DefinitionString: Match.serializedJson(

Match.objectEquals({
StartAt: '"StartState",
States: {

StartState: {
Type: "Pass",
End: true,

Next: Match.absent(),
},

Step Functions 77— MY 2 DEFE (ISONN—X )27 A K9 B4

aws
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Fine-grained assertions Test : Capture

- Capture 95 RZFERHITDIET A NFDEZERDHESD

. JO)\T o MMFEDRZINICHED TULVDHN.
(3T O/\F 1 ERIVIEZIE > T ETANTES

import { Capture, Template } from "aws—-cdk-lib/assertions";

const startAtCapture = new Capture()
const statesCapture = new Capture()
template.hasResourceProperties("AwWS: :StepFunctions::StateMachine", {
DefinitionString: Match.serializedJson(
Match.objectLike({
StartAt: startAtCapture, < {B&x3*vFv
States: statesCapture,
})
)’
)

expect(startAtCapture.asString()).toEqual(expect.stringMatching(/AStart/))

expect(statesCapture.asObject()) .toHaveProperty(startAtCapture.asString())

Capture ZfED> CTRFT— MY 2 DIRREZ T X T B4l
aWs
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Validation Test

Construct ®1> X =241 addValidation() ©
B URWANTHNZIRL T D EZTANT S

Tib/processor-stack.ts

export class ProcessorStack extends cdk.Stack {
constructor(scope: Construct, id: string, props:
if (props.topics.length ) {

ProcessorStackProps) {

throw new Error('At least one topic is required.’)
¥

super(scope, id, props)

test/processor-stack.validation.test.ts

Topicsh' 1 DL EIEE NV ET S —(C/2BConstruct

n

describe('ProcessorStack', () => {
test('at least one topics must be specified',
const app = new cdk.App()
expect(() => {
new ProcessorStack(app,

() => {

'ProcessorStack', {

L

topics: []

TITS—(CRBCEZHENDDITA S 1)

aws
~—

)
1)

}).toThrowError(/At least one topic is required\./);

© 2023, Amazon Web Services, Inc. or its affiliates.
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Policy Validation : cdk-nag (1/2)

. CDK 777U —>g> N )L—)LEECEMLL TV EDHZEIREET D
- TEEBHIL-INEE. CF2UFT A TSAT7ADIL—ILOBEF TV IIC

% npm install cdk-nag
1A=L

bin/cdk-test-sample.ts

const app = new cdk.App()

const topicsStack = new TopicsStack(app,

"TopicsStack')

cdk.Aspects.of(app) .add(new AwsSolutionsChecks({ verbose: true }))

new ProcessorStack(app, 'ProcessorStack', {
topics: topicsStack.topics,
i3]
Aspects (DIENN
E1T
aWs

N

Console
% npx cdk synth
[Error at /TopicsStack/Topicl/Resource]
AwsSolutions-SNS2: The SNS Topic does not have
server-side encryption enabled. Server side
encryption adds additional protection of sensitive
data delivered as messages to subscribers.

Found errors

© 2023, Amazon Web Services, Inc. or its affiliates. 18




Policy Validation : cdk-nag (2/2)

« I S—(CEDETEIETDH. IBRANG D TEIETCESRUVEDSHIFHI TS

I5—Xvt—>

[Error at /TopicsStack/Topicl/Resource]

AwsSolutions-SNS2: The SNS Topic does not have
server-side encryption enabled. Server side Az
encryption adds additional protection of sensitive 1ZIE LTt
data delivered as messages to subscribers. >

A% 52 A L C Supress

new sns.Topic(this, 'Topicl', {
kmsMasterkeyId: snsKey.keyArn

)

import { NagSuppressions } from 'cdk-nag'

const topic = new sns.Topic(this, 'Topicl')

1)

NagSuppressions.addResourceSuppressions(topic, [
{1d: 'AwsSolutions-SNS2', reason:'Encryption is not needed for topics
which is used for triggering state machine.'}

aws
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Policy Validation : CloudFormation Guard

cdk-validator-cfnguard Z{#> CCDK &EH#ERIEE (202312 HIRTexperimental)

HRTERE COITNOTETE
25 NEENRUS—([CBALTWB S & T— RTRIECE3

S3 Bucket B/ \—==3 > EEZBXN(C U TORIFTNUIIR SR E WD TZEEREIRAREETS,
B Rw MIBECE S Redshift IS RXSYD)\TU W ORy ND—IN\DR)ZEEZ
fr < EWV D TEEMEELI 2 HASHDE TERIRIT S ENTED

% npm install @cdklabs/cdk-validator-cfnguard

A A =)L | bin/cdk-test-sample.ts

import { CfnGuardvalidator } from "@cdklabs/cdk-validator-cfnguard"

B0 synth Z 31T app = cdk . App ({

policyvalidationBetal: [ CfnGuardvalidator()1],
1)

aws
>



Integration Test
+ integ-runner CLI EHAENDETHET A NZEITIT D

- cdk synth Z317 LT Snapshot Test Z#9 3

- cdk deploy Z%17U TE®R CloudFormation > L — b THDZE=ZENDD
- FTOASNRYY—R(EFR MEICHIBRENS

- TOA4ENEVY—-X(CHUTEMDT A MR ITDEETED

console
test/integ.processor-stack.test.ts

% npm install @aws-cdk/integ-runner

% npm install @aws-cdk/integ-tests-alpha | const app = new cdk.App();
const topicsStack = new TopicsStack(app, 'TopicsStack')

WMEIRED 1 —ILDA A N=)L
new IntegTest(app, 'ProcessorStackIntegTest', {

testCases: [
new ProcessorStack(app, 'ProcessorStack', {

v

topics: topicsStack.topics,
)
1, % npx integ-runner

) |
— — F R MDEIT
7 X bODECIR

aWS’ © 2023, Amazon Web Services, Inc. or its affiliates.
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il
TypeScript — JavaScript  Jest IR ESFEREEBED _ \ ,
AD RS> )AL FZ MY —JLAIEENS  CFn 7> L — b4k Awigggféyatlon

@ Build Test Synth » Deploy

CDK Application

« Snapshot Test « cdk-nag e CloudFormation

« Validation Test e CloudFormation Guard

 Fine-Grained Guard (Control Tower
Assertion Test proactive controls)

DA =2 I THINDED |

|
I
|+ Integration Test (integ-runner X478F) |
: « Linter - Formatter 7&& l

aws
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T A FDEWDTDH)
+ CDK 7JUT—> 3> F%

- Snapshot Test
BANEET, BRURWTILZBLToICER
« Fine-Grained Assertion Test

COK»7ZJUDO—REZ>T)UVITRE D TLWB EBIRRT A MMIRRDMNSE
WMBIRE CAICIHBIRZIT

- Policy Validation
HE5MNUSHRABRSNIERU S —%&E> TFRICTF T Vv IZIRSDTIZLY = cdk-nag
- JMBEORUS—Z{ERR UV, B AEnH/\F> X ZERD zL\ — cfn-guard
. CDK Constructfas

. Validation Test. Integration Test IR &EZ FERICHNR TEA

aws
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git-secrets | =Y N 1
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Semgrep(TypeScript). Bandit(Python). Amazon CodeGuru /& &
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Linter & Formatter

 Linter

o  — RICHEESDNRUVLH\ETEER 9 DERIEEATY — )L

«  ESLint (TypeScript/JavaScript) 7t &

* Formatter
e A—FDODRAYAINZFTVIITDY—)L

« BEIMHE—=NBDT. ZLDANZEHFPITNWESTHCIOA—RFZELZLETED

«  Prettier (TypeScript/JavaScript) 72t &

constructor(scope: Construct, id: string, props?: cdk.StackProps) {
super(scope, id, props);
this.topics = [

Formatterz=E{79 3% &
l&ﬁbtzjm>@ﬁ%@£ﬁm—én5

new sns.Topic(this, 'Topicl', {});

]
}

aws
~—

constructor(scope: Construct, 1id: string, props?: cdk.StackProps) {
super(scope, id, props)
this.topics = [new sns.Topic(this, 'Topicl', {})]

}

azon Web Services, Inc. or its affiliates. 26




projen

« https://qgithub.com/projen/projen

- package.json. tsconfig.json. .gitignore. GitHub Workflows.

eslint, jest IREDKSIRT O T U MRKEIT 7 1)L %ZE

[ consoe 3

$ mkdir my-project

$ cd my-project

$ npx projen new awscdk-app-ts
® Synthesizing project...

"Rk DY —IL

$ 1s

L

LICENSE README.md cdk.json node_modules package.json

T7AINDEMRSND | test tsconfig.dev.json tsconfig.json

yarn. lock

Src

aws
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https://github.com/projen/projen

FKERAITDRFIAZ

« AWS CDK Reference Documentation
https://docs.aws.amazon.com/cdk/api/v2/

COKZFIA T BRIC—FEERERDIRF2I A B
« AWS CloudFormation User Guide

https://docs.aws.amazon.com/en_us/cloudformation/

L1 Construct ZFIFH9 3FRDOHHI(C

- AWS CDK GitHub Issues
https://github.com/aws/aws-cdk/issues

AEESIHREVCEHLEOBRENEVODTHRENRD

- AWS CDK RFCs (RFC = Request for Comments)
https://github.com/aws/aws-cdk-rfcs

AWS CDK ° jsii REDEET O T U MW ITBEEREZEBICDVWTERCENTED

aWS’ © 2023, Amazon Web Services, Inc. or its affiliates. 28


https://docs.aws.amazon.com/cdk/api/v2/docs/aws-construct-library.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://github.com/aws/aws-cdk/issues
https://github.com/aws/aws-cdk-rfcs
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« https://aws.amazon.com/ijp/aws-jp-introduction/aws-jp-webinar-service-cut/
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- RENTEEMERBFROY —EXARES JOMME(CDWTIERALTLET,
AWS OB —EX(FE(CTYITF7— hZiElTTLDEEH. &RFDIEHRE AWS AT
1T JYA1 I~ (https://aws.amazon.com/) (CTHER S IZELY

- BRMERICIITER L TCEDEIN. ERADIMIBE AWS NND T T 51 hECEk
g@*ﬁ(:*ﬁﬁb‘@i) JZima. AWS N T I YA bS8 EBE LB TUVZESE

- IS (IARIRFREC LT3 D TVEX T . BRBEBDESZLRIC(IRIEEENZ 55K T
WIZIZEET

- FAVSABEICREALE L TCE. BRlD AWS U7k— FECOASEOEDE <20

. NETECOBRMOEHOECEALELTIE. ARIY—HHE— REOA
BEVNEDE RSN (WREAS RISV —ILADOT A > HBETT)
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https://aws.amazon.com/
https://aws.amazon.com/jp/premiumsupport/
https://console.aws.amazon.com/support/home
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