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AWS SDK for PHP & &REIE

AWS SDK for PHP

aws_access_key id = YOUR_AWS_ACCESS _KEY_ID

C—=— aws_secret_access_key = YOUR_AWS_SECRET ACCESS_KEY

Your Application ¢
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AWS SDK for PHP &
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CAAS)

R > © 2022, Amazon Web Services, Inc. or its affiliates.



https://www.youtube.com/watch?v=kU8dRwS4caw

u:b\nIE ‘ ﬁ*ﬁd)aﬁﬁj fg N

T AL bOFRIEBIRT O/\A S —F T — > ZERAT D (H#ELR)

FTEDRLEIR IO\ SF—, JO)\AF—F1T—>%HEHIT S

sosll |5 BB TR T D

adWs


https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/best-practices.html

> JA)L hOREERRI O\ AT FT—>
T I A ST TFERDIEF CRIEEREERALET
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S export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

2. 7N n:unIE |ﬁ$l§j ’I/) |/7Z5F|J [default] ‘

L/ 3— aws_access_key_id = YOUR_AWS_ACCESS_KEY_ID
a~ aws_secret_access_key = YOUR_AWS_SECRET_ACCESS_KEY

3. IAMO— )l Zift& UET l

IAM Role
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# LinuxODi5 S

S export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

S export AWS_SECRET_ACCESS_KEY=wlJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

S export AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of security token>

# WindowsDiHS

C:¥>SET AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

C:¥>SET AWS_SECRET_ACCESS_KEY=wlJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:¥> SET AWS_SESSION_TOKEN=AQoDYXdzEJr...<remainder of security token>
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[default]
aws_access_key id = YOUR_AWS_ACCESS_KEY_ID
aws_secret_access_key = YOUR_AWS_SECRET_ACCESS KEY

[projectl]
aws_access_key id = ANOTHER_AWS_ACCESS_KEY_ID
aws_secret_access_key = ANOTHER_AWS_SECRET_ACCESS_KEY

use Aws\DynamoDb\DynamoDb(Client;

$client = new DynamoDbClient([

'profile’ 'projectl’,
'region’ 'us-west-2",
'version' "Latest’

1;

https://docs.aws.amazon.com/ja jp/sdk-for-php/v3/developer-quide/quide credentials profiles.html
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- EC2 / ECS / Lambda / Elastic
Beanstalk %’ZJ\B%EDL— EZ(CJ% $s3Client = new S3Client([
Wt 9 DICHDREE Bz IR T D5 'version’ amllatest’,

SEE U CHEEE 'region’ => "Gl west-2',
'credential [
"key' => (-¢g ess-key-1d',
. EpR(— 7| T . 'secrett > 'm;  cret-access-key',
EKR(CT7TVo—>3>ZAWS LT 1,

BESEBRCTOISLRICIES 1),
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https://docs.aws.amazon.com/ja_jp/sdk-for-php/v3/developer-guide/guide_credentials_hardcoded.html
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$ php s3.php

$s3 w S3Client([
''''''''' ltt
'region’ -west- 2
D

$s3->1listBuckets([]);

!

"GET /latest/meta-data/iam/security-credentials/BlackbeltRole....

public function

{

$this ($key);

‘IIV soal Rk IS

_construct($key, $secret, $token = null, $expires

$this->secret ($secret);
$this->token = $token;

$this->expires = $expires;
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assumeRole 1)\~ D4

use Aws\Credentials\CredentialProvider;
use Aws\Credentials\InstanceProfileProvider;
use Aws\Credentials\AssumeRoleCredentialProvider;

- T AL BOFREEEIRT O/ A F LGN EH use AS\S3\S3CLient;
& (CIG U TEABERDEBEE 1B T O A S A ’

h-

ént L \ 5 $profile = new InstanceProfileProvider();
$ARN "arn:aws:iam: :123456789012:role/xaccounts3access"”;
$sessionName "s3-access-example";
o g E_'_ijXQAjOD} &\49\\7&'{'15}5& btiﬂj,’ ] 3_ $assumeRoleCredentials = new AssumeRoleCredentialProvider([
- LE "client' new StsClient([
5L_ CE.:BE_I-HI:: "region’ 'us-east-2"',
'version' '2011-06-15",
'credentials’ $profile

. RALERT O/ A S BBEHE =115 728 T D, e ot
S ANSOZICESNIETA Z 2D TRALEE ‘RoleArn’ —> $ARN, .
$Eh\$ﬁ§ﬂ£ éﬂ% T) (/TT (j:fd: VA 0 RoleSessionName $sessionName,

1D;

. 5—‘77|-) l/ |\0)j°|:|} (/]/9“_6(j:mem0|2e()b\|]%2 $provider = CredentialProvider: :memoize($assumeRoleCredentials);

(in%;ﬁﬁ L/de < _C:EX:E'fUJ\\E‘Tﬂ_CL\%D\\ $client = new S3Client([
>0l RS EE B L CHA Y 3580 et e

version' '2006-03-01",
memOIZe()j&EHZ]_\E’J (L_U}Z)‘ng_g_ Cl:. 'credentials’ $provider
1);
https://docs.aws.amazon.com/ja jp/sdk-for-php/v3/developer-guide/guide credentials provider.html
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assumeRole U TS3D/)\ Uy hrDO—ERR

use Aws\S3\S3(Client;
use Aws\Sts\StsClient;
use Aws\Sts\RegionalEndpoints\Configuration;

$config = new Configuration('regional');

$sts = new StsClient(

[
'version' "latest',
'region’ 'us-west-2"',
profiie defautt,
'sts_regional_endpoints' $config,
);
$roleToAssumeArn 'arn:aws:iam: :Example:role/BlackbeltRole’;

$result = $sts->assumeRole([
'RoleArn' $roleToAssumeArn,
"RoleSessionName’ "assumeSession'

1;

$s3 = new S3Client([

/\ - ) '
MR ESNDIe. regionalzBAREY (SIEIR U version' = 'latest’,
"region'’ 'us-west-2',
t(ijb\d:b\ "credentials' [
"key' $result['Credentials']['AccessKeyld'],
'secret’ $result['Credentials']['SecretAccessKey'],
"token' $result['Credentials']['SessionToken']
https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id credentials temp enable-regions.html ]
)
https://docs.aws.amazon.com/ja_jp/sdk-for-php/v3/developer-guide/guide credentials temporary.html 1z
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https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/ja_jp/sdk-for-php/v3/developer-guide/guide_credentials_temporary.html
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https://pages.awscloud.com/JAPAN-event-SP-Weekly-Sales-Consulting-Seminar-2021-reg-event.html|
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