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Baseline Environment on AWS (BLEA)

https://qithub.com/aws-samples/baseline-environment-on-aws
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Governance Base

for Control Tower Guest Governance Base

for Standalone Guest

JUN0JOY

AWS ControlTower

Management Account
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BLEA RN—XS5142DEF1 VT« 75— Mkl

1 Security Hub Finding | ap-northeast-1 | Account:_

EC2.2 The VPC default security group should not allow inbound and outbound
traffic

This AWS control checks that the default security group of a VPC does not allow

inbound or outbound traffic.

Finding Type: Software and Configuration Checks/Industry and Regulatory
Standards/AWS-Foundational-Security-Be...

)

Last Seen
Fri, 30 Jul 2021 07:45:36 GMT

First Seen
Fri, 30 Jul 2021 07:45:34 GMT

Affected Resource Severity
arn:aws:ec2:ap-northeast- High
lz_lzsccuvity-group /sg-

082d28fc71e2c2577

aws ApP f

& AWS Health Event | ap-northeast-1 IAccount:_i open

Event type code: AWS_VPC_OPERATIONAL_NOTIFICATION

English follows Japanese

AP-NORTHEAST-1 =332 ®

YV —=AN, BARENME 2021

11:.04 £T, 1INV OERE

BIC, SATIxIVRAIKTLY
C72—=¥vbhENicS3TL714Y

nore

LD AWS PO VPC 70—-07Y
20215 6 B 13 BFW
ARV b

C DM

o
J

EBMILVEULLIEERBRURBRLLETEY, THE.

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

r
ﬁ CloudWatch Alarm | BLEA-BASE-SecurityAlarm
IAMPolicyChangeAlarm014E790D-1D70STFTLS5XVA | ap-northeast-1 | Account:

Threshold Crossed: 1 out of the last 1 datapoints [1.0 (30/07/21 10:28:00)] was
greater than or equal to the threshold (1.0) (minimum 1 datapoint for OK -> ALARM

transition).

Metric Alarm Name Alarm State
BLEA-BASE-SecurityAlarm ALARM
IAMPolicyChangeAlarm014E790D

1D70STFTLSXVA

Namespace Metric
CloudTrailMetrics IAMPolicyEventCount

) AWs API Call via CloudTrail | ap-northeast-1 | Account: [ NN

The API ‘aws.ec2 AuthorizeSecurityGrouplngress' was invoked in ap-northeast-1 by

user ‘arn:aws:s _assumcd-

role/AWSReservedSSO_AWSAdministratorAccess_49066d74300efbfa/ohmurayu+abl
I o0

User identity arn:aws:sts::946064424231:assumed-

role/AWSReservedSSO_AWSAdministratorAccess_49066d74300efbfa/ohmurayu+abl
[

User agent cloudform am

API AuthorizeSecurityGrouplngress

Event ID c¢0145e5d-1eac-49ed-beea-c50cc09f6844

Event time Fri, 30 Jul 2021 10:21:06 GMT

a1 U —EXDEA]
« AWS SecurityHub

« BUFDCritical/HighZ @40

« CIS Benchmark

« AWS Foundational Security

Best Practices

* Amazon GuardDuty

o AWSH'HEEE T B Severity ZiEA
« AWS Config Rules — NON_COMPLIANT
- AWS Health - 77hD> NEIBEHR

AR ETIIRE

s TFa2UFTaJIL-TDEE
« Nework ACL DZEE

« AWS CloudTrail DZ&E

« AWS IAM* Policy DZE

« APIZREET =S —

o O RXF—DVERK

e Root 1—H—(CKDERIE

* AWS Identity and Access Management
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E Management Account E Guest Account
L= AWS IAM* role for Admin
ﬁg?g: AWS Organizations (OrganizationAccountAccessRole)
| -
T 2 AWS CloudTrail L @:}}N @ ﬁ_\zlstg%naféigoﬁmes

I W@I‘ AWS Config Rules

N = O ‘&8 Amazon EventBridge
- Amazon GuardDuty oo Ool) "6 +AWS chatbot
o AWS SecurityHub AWS IAM* role

Tl @ (for Guest)

B {é‘ AWS Systems Manager
— QuickSetup IZ Guest System

= L9 AWS IAM*
—o  AccessAnalyzer

T Logging Bucket Gk

o—

5—| Operation Guide

AWS CDK template

II
(10

* AWS Identity and Access Management
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E Management Account

@.‘ AWS Contrl Tower

8‘
s6a AWS Organizations

L |

Cﬁq AWS Single Sign-On i

7 | Service Control Policy

N '
) AWS Config

E Audit Account

£

lﬁ?“ AWS Config
Aggregator

‘ Amazon GuardDuty

7

AWS SecurityHub

Amazon SNS
CE (Aggregate Security
Notifications)

—© AWS IAM*
"2 Access Analyzer

E Logging Account
&

e
32

Audit Log
Bucket

(ver. 2022/03/14)

E Shared Service Account ((REFR TIEERELR)

‘ Amazon Route 53

.
@ AWS Transit Gateway

Shared
Network

E Guest Account

Py |
e

___fb AWS CloudTrail

lﬂ_Tlé‘ AWS Config

o

AWS IAM* role
(by Control Tower)

A |
Amazon GuardDuty

AWS SecurityHub

AWS Config Rules
+ Automation

mm,_—| @

Amazon EventBridge
+ AWS Chatbot

ooo

AWS IAM* role
(for Guest Account)

il
= B

_®

-

B
B

Guest System

aws

N7

* AWS Identity and Access Management
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QuickSetup
I |
e Managed by o—

AWS Control Tower

o—| Operation Guide
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RO MAWLEU (Created by CT) (Created by CT)

772 Z Il
B LRkl CT-SCP CT-SCP CT-SCP CT-SCP CT-SCP

CT-Organizations (Created by CT) (Created by CT)

CT-SSO/Admin + AD CT-Admin CT-Admin CT-Admin CT-Admin

AWS ControlTower

CT-ConfigRules CT-ConfigRules

FREEHI(Config)
mEZ) (CT-Log Bucket)

CT-ConfigRulesfEpk CT-ConfigRules CT-ConfigRules

CT-CloudTrail/Config CT-Log Bucket CT-CloudTrail/Config CT-CloudTrail/Config

1BAN (CT) (CT-Audit Topic) CT-Audit Topic (To Audit Topic) (To Audit Topic) (To Audit Topic)

)
%]
Q
o
O
|_
O
—
(@)
y—
Q
(%]
T
o
Q
o
c
©
c
—
()
>
(@)
O

Guest System

FERERS (F8)

21U DR
HBEXRY D=0
H—/)\EE

1BAXM (Security)+Chat
7oA (for Guest)
F RIS (for Guest)
O=F>7J (for Guest)
Rv hDJ—72 (for Guest)
SREIR (for Guest)

iBX0 (Monitoring)+Chat
Y-+ N\wo7yTF
FTIOAA b

© 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

MNL-SecurityHub
MNL-GuardDuty

MNL-IAM-AccessAnalyzer

TMPL-VPC/DNS/VPCEP *

- CT- : Managed by ControlTower / TMPL- : Provide Templates (CDK) / MNL-: Manual

- *: Not yet implemented

Bl E1E YR ODERK

Bl =EcCN5A

Member-SecurityHub
Member-GuardDuty

Member-IAMAccessAnalyzer
(Use Shared Svc Account)
MNL-SSM QuickSetup
TMPL-Security Alarm
TMPL-IAM
TMPL-ConfigRules
TMPL-FlowLogs/ALB Logs etc.
TMPL-VPC

TMPL-KMS

TMPL-Monitor Alarm
TMPL-EC2/Serverless etc.

TMPL-CI/CD
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.« ERDZSE LU TZDFFHERD LANILOEARNIREEENNE

R KHATND L —RT— A PEEZETE
Security Hub® CIS X2 F & KTUAFSBP* D Criticaldd KUHighDX L 57 EH SRS

- BTN EEZUT 7L OREUDDILEL T [FELAZEIETE
E<FATSD CDK I— ROEBSAHPCPOAS MU T 7L > X %=E% < L&
BLEA JH B S X IBHIES Y. CDK OERAFEZEE APIY J7 L > X =58,
MHEBEREIDZ IENRUDDHREEZRIE CTETALDICEE

* AWS Foundational Security Best Practice
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AWS Certificate Manager

=

AWS Elastic Container

AWS WAF

i

/\w\

&)

Amazon CloudFront Application Load Balancer

ol

Amazon Route 53
HostedZone

(B FIRIEZSR)

Service (ECS)

IIIII“

Amazon Aurora

Amazon
Aurora

=
WebContents
(Amazon S3 bucket)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N7

@

Amazon Elastic
Container Registry
(ECR)

—0

0

AWS Secrets
Manager

WEbTDOUb-_:/E > (ECS+ H-ITPS) (ver. 2022/03/14)

Amazon Key Management
Service (KMS)

Amazon VPC Flowlogs

) ALB access logs etc.

n VPC —
T ——D)

Amazon CloudWatch
Logs

Amazon CloudWatch
Synthetics

Amazon CloudWatch
Alarms

Amazon CloudWatch
Dashboard

Amazon SNS &
AWS Chatbot
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aws
~—

(ver. 2022/03/14)

tFa1VssH—-EX

AV T

Guardduty

SecurityHub

l

ConfigRule

A 4

Config

Trail

B —EXXSYY D

247> —b
AEvY T

Chatbot

A

SecurityAlarm

EventBridge C
B —EXDAR> hERME

lam

FINF > ZR—2Z

Chatbot

?

EZHUITRIYV

MonitorAlarm

EventBridge THHY—EXDANR> hEFHME

Vpc - —

Yy NJ—2
AV T

AN RFTLB>TIL

DashboardStack CanaryStack
FrontendSSLStack > WAF
1
ECSApp > ECR
A
DBAuroraPg KeyApp(KMS)

IV =23 >R
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Q: 73t BLEA (& AWS CDK Z{ES Db ?

e SCMENRLKS 2 T)LTIEAEUYP I LV I— R (CloudFormation tt)
BHACOHEBEZEIMNERCIES | =S U L\ — RO E
SO —bETS5Y IRy 2 (CUIRLY

- HFELDOHRNZUN
« AWSDARRX BT SO +4 ANSATSUICEENTH D 11— ROEEREHN MR EFD
—RRDTOT S =2/ EEE (TypeScript) THDleHA T FSIEHBAIR
T4 FICRDENIITZT A SN HDBDIEHERFDIRDBEAZVIRSTED
F4E5D3H D CloudFormation (CEDFTO1M=ND

« CODKOZFEEA> 7> VEUTOFIRA
A2 TSIT 7713 TypeScript FFRKRZRBRE CTHDZEBELVEH.
IRIBHBIERB SO st step H1 RO RFIAS hEIEH TS
AT FUORAB KU FGEEZSE—(CEXBERBENE (BMAZER) Z LU0

(BECEIODTEFEEZHESL. BICH—EXRT7YVI5F— bORDIAHZIETE)

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1

50



d—RY>2)L (ALB 7O AO9 DSE)

ALB 77Ot AOUETE (DOIFRREEH)

1bForApp.setAttribute('access_logs.s3.enabled', 'true');
1bForApp.setAttribute('access_logs.s3.bucket', albLogBucket.bucketName);

R YEIRTRESTEDIEA (security best practiceZEHlL) |
— LA N E T N N | ~
// Why don't use bForApp.logAccessLogs(albLogBucket); ? / ERH’]Td\nRJEOD'\)DDH\ HBJ:UJ J7 L>A

4 Because logAccessLogs add wider permission to other account (PutObjectx). S3 will become Noncompliant on Security Hub [S3.6]
// See: https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards—fsbp—-controls.html#fsbp-s3-6
/) See: https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-1logs.html#access-1logging-bucket-permissions

albLogBucket.addToResourcePolicy(

new iam.PolicyStatement({ » — N N
effect: iam.Effect.ALLOW, Dg Hjjj (L'I’K\grd\#%%k*EBE C‘_’. %@%%ﬁ
(Regioninfo MDfEL\F)

actions: ['s3:PutObject'],
// ALB access logging needs S3 put permission from service account for the region

principals: [new iam.AccountPrincipal(ri.RegionInfo.get(cdk.Stack.of(this).region).elbv2Account)],
resources: [albLogBucket.arnForObjects( AWSLogs/${cdk.Stack.of(this).account}/x")],
R
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Next step...

BLEA GitHub U/R= KU

https://github.com/aws-samples/baseline-environment-on-aws/blob/main/README _ja.md

AWSIRIEE (CtF 1 7IIR—RASA > =it 937> L — ~
[Baseline Environment on AWS] D #37T (25T 01)

https://aws.amazon.com/jp/blogs/news/announcing-baseline-environment-on-aws/

FRIEBENSEAFTT
FUWFESDDFT

‘= 370 lines (252 sloc) 20.2 KB oD Raw Blame L (@ 2 U

Baseline Environment on AWS

release v2.0.0 () build -
In English

Baseline Environment on AWS(BLEA) (& BIHdD AWS 7 A7 > k £izl& ControlTower TEE W=/l
FPHAOY NBIET, EXa7oR—-RAFAVERUTZEHD VI7LYACDK TV FL—hE#T
Fo COTYTL—REEAWS DtF 2 YT T—ERZFALTEERND DIRAERA— R L—IL
ZRHULET, FRABNGIRATLAZ—FTI/FvERRIZIVRY—IVROCDK Y>> FILd—
RERBEULET, COCDKTFY7L—MEEARICADLETI—YIIRLTES TEERIRELTH
D, IROBELZZI—RPAXAY I EZLEATVET, TNIKRE>TAWS DF7—FTIF AR
K75 F4APCDK A—RDHRIVA X EBBLYPILLTEIE2BNELTVWET,

MEANDBAT | /N1 TS50 37701 |

Jump to | Changelog | HowTo | ¥ILF 7 A7 > NBEA DT 7O | Standalone lRDS NILF 7 AT >

F7O1o5h 7

TTZACMTBRTYAICOWTRHLET, 77O LEIFT
SHEARIT A IREOBREILTLEBESH D XA
JI—ROEENBHICKRDIREZRST I EDNTEDH,
IFT( 9 EOHRAREERAR T2 LERBHLET,

AR FM

a.Iv91L4h

LTS 14L%ERALET, & 0S SEDFIBICHRELT
VAR=ILULTLEET W,

e Node.js (>=14.0.0)
o npm (>=8.1.0)
o Git

npm (& workspaces Z{EfA Y %7 8.1.0 U ENRETT,
BHN—=YaYEUTOLSICLTAYARN=ILLTLES
L,

npm install -g npm

b. FIRRE

CDK O— RERLICIRET 2. RIEHRBAFKEZITORRL
SR CHOTHHRRREDEY NPy FE2HEULET, UT
[T VisualStudioCode Dt v b7 v 7FIEZRULE T,

o [FIE]: VisualStudioCode Dt k7 v FFIE

\ HowTo (CL\BWB(EEkd D FT

aws
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HBNBEAFIR

BLEA ZESHEDRH BRENBEAFIRIERDED TY,
CTTREMDFAIY NCHNF Y AR=RETAKNTF
Vy—2ave8AI3FIRERLET,

1.EEZATZVDA VA M=)LEDA—RDEILR
2. AWS CLI OFBFEIERDRE

3. F7OMRROT AU Y MERK

4. HNF Y ZAR—2%FT7AOA

5, 7ANZ IV r—yaybyy 7 e7704

NOTE: & Z Tl& B¥fi77 17 > kI Standalone iR 3/
YANR—Z & Web 77U —3 3 >8> 7LD ECS kR
#EAULZXY, ControlTower 2>V ILFFHT Y
NRRDEFEAFIEICDWLWTIL. Deploy to ControlTower
environmentzZR LT EE W,

BAFIE

ZITEBHY VTG, B—F AT MO Standalone
MREBAZEBC &> TRELET,

1L YRYNIOREE7OY 7 MO
1-1. YRV MY OB

git clone https://github.com/aws—samples/baseline—en
cd baseline-environment-on-aws
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= Yl

1. U370 RERICBRERDINFTZADEZRT
SERRER(FT ST ROMEZED U2 DHE L L

2. T2TL—KMCELBHITFXR
—>F 2 L— hafEo EOMEREDEHR

3. Baseline Environment on AWS (BLEA) OHIE
1. BLEA X—X51>
2. BLEA O RX S RAFTLABT)L
3. 12t AWS CDK 720D ?
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