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Add intelligence to your developer operations
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CodeGuru Reviewer Secrets Detector

V—RXO— RFOEET 7 AILD
P BERDIEEDIA A% 1A

Recommendations (43)

Q Found 1 match

Type = Secrets | X Clear filters

your code conta coded AWS jardec crets or credentials can all 0 authentication methods and perform malicious actions. We recommend
2.

revoking access to resources using this credential and storing future credentials in a management service such
Learn more abou of hardcoded credentials (2

Hardcoded credentials can be intercepted by malicious actors. Even after removing them from the code they may still poss attacker might have recorded them to use them at a
later point in time.

Protect your c

CodeGuru

jdk:

- oraclejdk8

deploy:
provider: s3

aoC access_key_id:
secret_access_key:
secure:

bucket: drop-zone
skip_cleanup: true

Continue to AWS Secrets Manager to create a new secret X

AWS Secrets Manager recommends storing your secrets in the same AWS account that
hosts your production application. If you don't have access to the AWS account your
organization uses for Secrets Manager, contact your AWS administrator. Learn more [
about protecting secrets using Secrets Manager.

‘ Cancel ‘\
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Amazon DevOps Guru for RDS
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Primary metric

DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS)

Slice DB Load by = Wait event ¥

DB load (db.load.avg)

;
27 13.5x spike) Info

Typically: DB load up to 2 AAS

Related metrics (2)

When your DB load is high, other mets

2021-11-19T17:55:00+00:00 — 2021-11-19T19:24:00+00:00

Average active sessions (AAS)
18:17

Nov 19 Nov 19 Nov 19 Nov 19 Nov 19
18:00 18:15 18:30 18:45 19:00

Time (UTC)

==VCPUs == Anomalous DB Load [l CPU [l wait/io/aurora_redo_log_flush
wait/io/table/sql/handler M wait/synch/sxlock/innodb/hash_table_locks
wait/synch/sxlock/innodb/index_tree_rw_lock [ High severity anomaly
View in Performance Insights [3

our performar

Analysis and recommendations (2)

What was detected Analysis

What we recommend Related metrics

Investigate the following high-
load wait events:

The DB load for the 10
and CPU wait types was * CPU

over 27 average active
High-load wait events sessions (AAS). This was

roubleshooting doc [4 DB Load (db.load.avg)

99% of the total DB load.

Why is this a problei

View troubleshooting doc [4

Why do we recommend this?

The Running tasks
exceeded 6 processes. Investigate the heavy CPU usage.

CPU capacity exceeded
99%.

CPU utilization exceeded If necessary, upgrade the Running Tasks (os.tasks.running.avg)
instance type to increase CPU CPU Utilization (os.cpuUtilization.total.avg)

capacity.

Why is this a problem?

Amazon CloudWatch anomaly detection

HRFEZRAWTA NI IAD
HIFHEDET )L Z2ER U7 S — AICTER

f(CHE. AWS Cost Anomaly Detection/d &
BRARIRS — 2 T FE B H IERInTAE
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Next Action : One Observability WorkshopZz{2> CH KD !
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One Observability workshop

One Observability Workshop CAmazon CloudWatchziash & Uz
ObservabilityBEY — E XDk 4 I3 gE AR\ T2 TE T,

aWs  workshop studio

One Observability One Observability Workshop

One Observability Workshop

Workshop

AWS Observability D%

Event Engine ND 77 A One Observability FTEIDI—II3yINESTF, CODI7—U 3y 7. AWSHEHETIZXIELHRY-ILEVvhT ZF7UT
> ESGE —avOEREERZEY NPV T T2OORBNLBERZIRET I EZENELTVET,
W e S J—I0—RHEAYTLIZATH AWS TH, 7 7UT—YavhRERBE/ YR TH, BIFOVAIOY—EAR—ZRD7—*7F
IFvTH, AWWSOATH—-NEUTFaY=ILId, FTVI5—23 D7 AT VAEEEHICBETS2LDRNVEREZR/ZIDICE
5%,
_ AWSO DR REIEICEBNICRA T 7YV )a—Yavid, XxFE0O07 XNUy I, RL=RAT—9%2FHTREDIKL T ER
v Eouatay e < RBLRY S, B, REEERETSE BRNBEMEEREL X T,

o ZOT—0YayTTHEAT. CERESTEILEEL,

» AWS X-Ray

» Contributor Insights

p CloudWatch Evidently

aWS © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
N1


https://observability.workshop.aws/

aws © 2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
) —





