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https://pipelines.devops.aws.dev/
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https://ntrs.nasa.gov/citations/20100036670
https://ntrs.nasa.gov/citations/20100036670



https://aws.amazon.com/jp/blogs/news/how-to-approach-threat-modeling/
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https://en.wikipedia.org/wiki/STRIDE_%28security%29
https://catalog.workshops.aws/threatmodel/en-US
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H awslabs / git-secrets



Python PythonD AT I—75 -« > ##J PEP8 https://pep8-
ja.readthedocs.io/ja/latest/

Java JPCERT(CKBJava A—F 1 >0 https://www.jpcert.or.jp/java-rules/
A —R
Ruby Ruby Association(C &3 Ruby https://www.ruby.or.jp/ja/tech/develop

d—5 1 >/ ment/ruby/050 coding_rule.html



https://pep8-ja.readthedocs.io/ja/latest/
https://pep8-ja.readthedocs.io/ja/latest/
https://www.jpcert.or.jp/java-rules/
https://www.ruby.or.jp/ja/tech/development/ruby/050_coding_rule.html
https://www.ruby.or.jp/ja/tech/development/ruby/050_coding_rule.html
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https://owasp.org/www-community/Source_Code_Analysis_Tools
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https://www.veracode.com/state-of-software-security-report
https://www.veracode.com/state-of-software-security-report
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https://owasp.org/www-community/Vulnerability_Scanning_Tools
https://owasp.org/www-community/Vulnerability_Scanning_Tools



https://catalog.workshops.aws/sec4devs/ja-JP






https://slsa.dev/

MO0

Sonatype, 2021 State of the Software Supply Chain, The Linux Foundation, Software Bill of Materials Synopsys, 2022 Open Source Security and Risk
https://bit.ly/300E5UJ (SBOM) and Cybersecurity Readiness, 2021, Analysis Report, https://bit.ly/3ctqgHMp
https://bit.ly/3yYeGpP



https://bit.ly/3ooE5UJ
https://bit.ly/3yYeGpP
https://bit.ly/3ctqHMp






https://slsa.dev/spec/v1.0/about
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slsa-verifier verify-artifact ¥
--provenance-path "python-client.multiple.intoto.jsonl" ¥

--source-uri github.com/awslabs/aws-1atk ¥
aws-1atk-0.1.0.tar.gz



https://awslabs.github.io/aws-iatk/security/
https://docs.powertools.aws.dev/lambda/python/latest/security/
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https://www.amazon.co.jp/dp/4820729632



https://www.amazon.co.jp/dp/4820729632
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https://aws.amazon.com/jp/blogs/news/how-organizations-are-modernizing-for-cloud-operations/
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https://catalog.workshops.aws/sec4devs/ja-JP
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https://aws.amazon.com/jp/blogs/news/how-organizations-are-modernizing-for-cloud-operations/
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