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Amazon CloudWatch

PagerDuty

®» DagerDuty

Amazon CloudWatch Integration Guide | PagerDuty

Configure the Amazon Cloudwatch integration

Amazon CloudWatch + PagerDuty Benefits

¢ Amazon CloudWatch provides monitoring for AWS resources and customer-run applications. The service can
collect data, gain insight, and alert users to fix problems within applications and organizations.

* Amazon CloudWatch gives system-wide visibility into resource utilization, and notifications can be set for
metrics that cross specified thresholds. These notifications can be automatically sent to PagerDuty, which
reliably alerts the correct on-call responder through their preferred contact methods.

Requirements

General:

* This integration expects to find in the Message property a nested JSON-encoded object; if this is not received,
no alert will trigger. If you have any questions or need any assistance, please contact our Support team.

To Configure the Integration:

« In PagerDuty: Managers, Admins, Global Admins and Account Owners can configure the integration.

W Note

This integration is available for Amazon CloudWatch on AWS Cloud or AWS Outposts.

How it Works

* When an AWS service metric goes beyond a predefined threshold, a CloudWatch alert sends a notification to a
PagerDuty endpoint, triggering an incident.

* When the AWS service metric returns to an OK state below the predefined threshold, a resolve event is sent to
the same endpoint, resolving the PagerDuty incident.
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status Resolved

URGENCY High v
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PagerDuty

Private laaS and Container Platform are experiencing issues

Last updated today at 1:29 am

LEGEND: @ Operational A Impacted

BUSINESS SERVICES (ordered by most to least impacted) INCIDENT (ordered by most to least impacted)

Alarm Server down on Virtual Machine : backstage is

A Private laas v i
Critical

IMPACTED DURATION

A Container Platform v
Initech Cloud 2m

Container Platform
Private laaS

LATEST STATUS UPDATE
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Responders

Response Effort by Responder @

Marcus Clausen

Semira Welde

Olga Axelsson

Colleen Hoover

Iliman Panova

Liam Sandberg

Jan Lukic

James Hancock

Cameron Cole

Ethan Jones

B
2
g
g

view report

Incidents by Responder @

100

3

5

3

0

120
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Over Time

Total Incidents @
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A No Escalation Policy Update
payment © srian

2 Payment

Today
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DagerDuty 12

PagerDuty

R

° Timeline  from 2022/02/09 22:45 to 2022/02/09 23:50 (1h 5m 19s)

Available Data

Tip: You can hold shift to select multiple contiguous entries.

1048.PM

Note added.

INCIDENT #229349
Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

1045PM

INCIDENT #229349
Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

10:45PM Custom rule action Revert to L
service event rule.

INCIDENT #229349

ploy has been incident by a

Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

percentile >100

INCIDENT #229349
Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

10:488M Priority set to “P2"
INCIDENT #229349
Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

1048, PM Assigned to Ken Barber.
INCIDENT #229349

Product Search API: Search Resoonse Time is Hiah for orod - (95th percentile >

1046PM E Alert Product Search API: Search Response Time is High for prod - (95th
i 1om) i

Last Saved Wed Feb 09 2022 23:52:30 GMT-0800

Included in timeline

These are the entries that will show up on the report.

+ New Timeline Entry

February 9, 2022

10:45RM

n27.eM

T:50.M

# Add Summary
‘Triggered through the AP

tion: Product Search API: Search Response Time is High for prod - (95th
percentile > 100 ms on average during the last 10m) (View Message)
INCIDENT #229349
Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

# Add Summary

by Ken g

INCIDENT #229349

Product Search API: Search Response Time is High for prod - (95th percentile >
100 ms on average during the last 10m)

# Add Summary
Resolved by Ken Barber through the website.
INCIDENT #229349

Product Search API: Search Response Time s High for prod - (96th percentile >
100 ms on average during the last 10m)

Postmotems
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. Full Service Ownership

. Incident Response

. Customer Service Operations

. DevSecOps

. Best Practices for On Call Teams
. Autoremediation

. Postmortems

. Operational Reviews

. Retrospectives

*  Security Training

. Internal Stakeholder Communications
. Business Incident Response

PagerDuty

PagerDuty Products~  Solutions

Ops Guides

Expert-level, in-depth, and practical guides practitioners can use to improve

their real-time operational chops.

Dive Deep

Pricing Company v  Resources v

Q ContactUs Login STARTF

Real-time operations is the practice of quickly and effectively responding to digital events that require a
coordinated human response. These resources are compiled from practical use, research, and
experience. We update them frequently and invite your input.

Full Service
Ownership Guide
Ensure the reliability of systems &
services through a deeper

understanding of how code functions in
production.

—> View guide

A

Incident Response

Adetailed outline of response
processes for technical incidents -
practiced by PagerDuty and our leading
customers.

—> View guide

g8

Customer Service
Operations
Customer Service teams are a key

piece of the customer experience,
especially during incidents.

—> View guide
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