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笝׽鱮׀׬׳Failure ַם׼鲭ֿت٤َتٝ (3) (1)

! �[� ���*�9�¿<m%¼�Ì�þ�ñ�Ú�á§t�u•_'Ó�âiŸ�Ë�Ý�·

! ���H�[�"�m�(�X�d�]�J�\�Ú�á�0���Q�����9�õ•_A{�u<�3Ç�Ê�ñ�Ì
! 'F ) PostgreSQL JDBC: socketTimeout

! �Ò�Ó�Ê�u�€X\A{�ÚO‡§t��‘Ð�Ê�Ù�·�þ�¾�•�€Dtt»�¿�Ý�·�¾�•�á-q+¯�Ý
�Â�0���Q�����9�Ê�ñ�Ì

! �€n~O‡§t�ÚxÙ���þ�õ�á�•�Û�€§NO‡§t�¾�¾�ý�¹�þ�õ�á�•�Ú+¯�áJØyˆ“�
<Š��'3�¹�Û�·�Ö�ÒA�7��¿DR‘Ð�Û�Ý�ý�ñ�Ì
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�	�€	° �����<�"�8�4���8�F�M�M���" �S�D�I�J�U�F�D�U�F�E���'�S�B�N�F�X�P�S�L��	ô�T
Q�w�ª �������3�&�-���� ���#�1������ �«�å� �ž�ï�Ä�»� �Ü�ž�¢�Ä�›
ƒ���b�” �>���


https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/reliability-pillar/understanding-availability-needs.html
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笝׽鱮׀׬׳Failure ַם׼鲭ֿت٤َتٝ (3) (2)

! X\A{�¾j�A{�¾�á+­N†�â.Ž€��¾

! TCP%��Þtcp_keepalive�Û�·�¹�R���<�+�Q�¿<�3Ç�Ê�ñ�Ì

! Linux�á�8�F���\�9�Ú�â�u 2O‡§tæ±�[�9�Z��

! Aurora PostgreSQL�Ú�â�u�û�ýn~�·�0���Q�����9��Jß7b
! tcp_keepalive_time = 1

! tcp_keepalive_intvl = 1

! tcp_keepalive_proves = 5

! o¬“À�á�Ò�ô�Þ•�,v+Zg|�¿DR‘Ð�Ú�µ�ý�u�9�]�m�:���F�¿�µ�þ
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�	�€	° �����<�"�N�B�[�P�O���"�V�S�P�S�B���1�P�T�U�H�S�F�4�2�-�t�‘�”�ô���Ñ�£� �ç�¦�”�Ì�” �>���


https://docs.aws.amazon.com/ja_jp/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.BestPractices.FastFailover.html
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笝׽鱮׀׬׳Failure (4) ⺲⯥鉮婊מ㜊䷴׾׌

! RDS�á�F�����\���m�A�m�â.²+å’nZJ�Ú<”N§�È�ÿ�þ

! .²+å’nZJ�Þ7
Mô�Ì�þ�Û�F�����\���m�A�m�¿<m%¼�Ê�Ý�·
! xõQ½�¿���H�[�"�m�(�X�d�]�J�\�Ú���T�4�(�V�È�ÿ�Ù�·�þt¡

! JavaVM�Ú0–¬-�Þ�Ý�þ5Y.¬�¿�µ�þ�¿�u&=�á.Ž€�Dê�õ

! �F�����\���m�A�mO‡�Þ.²+å’nZJ�¿MÉ�ô�Ù<”•f�È�ÿ�þ�¾�7�*�9
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�	�€	° �����<�"�N�B�[�P�O���"�V�S�P�S�B���1�P�T�U�H�S�F�4�2�-�t�‘�”�ô���Ñ�£� �ç�¦�”�Ì�” �>���


https://docs.aws.amazon.com/ja_jp/AmazonRDS/latest/AuroraUserGuide/AuroraPostgreSQL.BestPractices.FastFailover.html
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(1)יׄ⺸מ٭ف٭؛ؘٜؕنם냕鵭׽׻

! �&�m�A�Û� �Z�����d�9�¿-œ”'�Ì�þ���m���7� �2�T�õ~��»�ü�ÿ�þ
! Amazon Web Services (AWS) JDBC Driver for MySQL

! Amazon Web Services (AWS) JDBC Driver for PostgreSQL

! Aurora�â�u�F�����\���m�A�m*U (writer) �Û�F�����\���m�A�m*]
(reader) �¿�u�·�Í�ÿ�õA{�Þ,Â&ü�Ê�Ù�·�þ

! �F�����\���m�A�m�â�€CÔ,��á6ºP¬�•

! Cü�Ö�Ù�u•J�Ú•¾N��áDB���d�*�0�d�*�ÞJØyˆ�Ê�u°Õ•m�Ý�F�����\
���m�A�m��<”go.Ž€�
! Failover Plugin

27

https://github.com/awslabs/aws-mysql-jdbc
https://github.com/awslabs/aws-postgresql-jdbc


© 2022, Amazon Web Services, Inc. or its affiliates.

ャ䷉عّؗؓؕذ (2)יׄ⺸מ٭ف٭؛ؘٜؕنם냕鵭׽׻

! -¡x~�Ý�0���Q�����9 : �[� ���*�9�áDê—ì�Þ'c<��Ì�þ

! TCP KeepAlive : OS�Þ'c<��Ê�Ù�·�þ

! JØyˆ�:�Z���A�á�]�J�\�Ú<”•7�Ì�ÿ�ã�u�û�ýR�›��Þ=ZDt.Ž€�

! “�<Š'F ) Aurora PostgreSQL.¸�Ä

28

// JØyˆNC<�+›�â �€ jdbc:aws -wrapper:postgresql :�• �•
final Properties properties = new Properties();
properties.setProperty ("wrapperPlugins ", " failover,efm ");
properties.setProperty ("connectTimeout ", "30");
properties.setProperty ("socketTimeout ", "30");
properties.setProperty ("monitoring -connectTimeout ", "10");
properties.setProperty ("monitoring -socketTimeout ", "10");
conn = DriverManager.getConnection (url,properties );
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(3)יׄ⺸מ٭ف٭؛ؘٜؕنם냕鵭׽׻

! °Õ•m�F�����\���m�A�m�á<”N§'F

29

$ java PgAvail5
software.amazon.jdbc.wrapper.ConnectionWrapper@7f03894c - org.postgresql.jdbc.PgConnection@1b9a901e
....
Mon Oct 31 10:14:06 UTC 2022 2022 -10-31 10:14:05.707066+00
Mon Oct 31 10:14:07 UTC 2022 2022 -10-31 10:14:06.861876+00
10PÖ31, 2022 10:14:17 -Ž+å software.amazon.jdbc.plugin.failover.FailoverConnectionPlugin failover
¡�6û : The active SQL connection has changed due to a connection failure. Please re-configure session state if required.
software.amazon.jdbc.plugin.failover. FailoverSuccessSQLException : The active SQL connection has changed due to a connection failure. 
Please re-configure session state if required.

at software.amazon.jdbc.plugin.failover.FailoverConnectionPlugin.failover(FailoverConnectionPlugin.java:654)
at software.amazon.jdbc.plugin.failover.FailoverConnectionPlugin.pickNewConnection(FailoverConnectionPlugin.java:774)
at software.amazon.jdbc.plugin.failover.FailoverConnectionPlugin.dealWithOriginalException(FailoverConnectionPlugin.java :590)
at software.amazon.jdbc.plugin.failover.FailoverConnectionPlugin.execute(FailoverConnectionPlugin.java:196)
at software.amazon.jdbc.ConnectionPluginManager.lambda$execute$3(ConnectionPluginManager.java:298)
at software.amazon.jdbc.ConnectionPluginManager.lambda$makePluginChainFunc$2(ConnectionPluginManager.java:250)
at software.amazon.jdbc.ConnectionPluginManager.executeWithSubscribedPlugins(ConnectionPluginManager.java:228)
at software.amazon.jdbc.ConnectionPluginManager.execute (ConnectionPluginManager.java:295)
at software.amazon.jdbc.util.WrapperUtils.executeWithPlugins (WrapperUtils.java:224)
at software.amazon.jdbc.wrapper.StatementWrapper.executeQuery (StatementWrapper.java:41)
at PgAvail5$1.run(PgAvail5.java:39)
at java.base/ java.lang.Thread.run(Thread.java:829)

Mon Oct 31 10:14:25 UTC 2022 2022 -10-31 10:14:17.133971+00
Mon Oct 31 10:14:26 UTC 2022 2022 -10-31 10:14:25.331213+00

! �^�!�¾�ü“‹x·�ÝIø,Â�õo¬“À.Ž€��Ú�Ì
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(4)יׄ⺸מ٭ف٭؛ؘٜؕنם냕鵭׽׻

! ZðFka 
! �F�����\���m�A�mO‡�á=Z+Z�¿j��Ý�þ�Ò�ô�u�$�m�:�á‘älá�Ê�õDR‘Ð�Ú�Ì

– PostgreSQLס㕙⺬յ❆㛙ֿג׿׈٭ٞت䏲מ䫘禈؅⫋⛼䡗׾׌䑒釐ֿ׌ױ׽םׂם
! �ñ�Ò�u'F6Ù�Þž5+‰�Þ=ZDt�Ì�þDR‘Ð�¿�µ�ý�ñ�Ì

– 䫘禈ֿ⫋⮵榫ֿ׌ױ׀ךյס٤٘بؠا٤ٚع⫋㲔车ֿ䑒釐׌ך

! “�<Š�âvh-¡�Ú�Ì�¿�u-‡+†�Ý�7�*�9�¿DR‘Ð�Ú�Ì
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ր㍑䐝ⱱցסع٤ؓؕٚؠت٭يذ٭ظ

! �Æ�ÿ�Ú*’�Ù�á Failure�ÞHÆCŽ�Ú�À�Ù�·�þ�¾

! �Ú�À�Ù�·�Ý�·.Ž€�Dê�õ�µ�þ

! �Ü�¹�·�¹g|iº�Ú DB� �Z�����d�9�Þ���Z�m�¿�½�À�Ù�õ

! PÃCò�Þ���H�[�¿ž?•Ô�Ì�þ�á�â
! JØyˆ�Ú�À�Ý�·�l�Ý�·�Ê�uJØyˆ�¿%HN†�Þ�Ý�Ö�Ù�0���Q�����9���Z�m

! Dtt»�¿�Ý�Â���H�[�"�m�(�X�d(Ð�Ú�0���Q�����9���Z�m

! �8�m�0�J�m�*�ÞDtt»�¿�Ú�À�Ý�·�u�âPÃxÙl3�Þ���H�[�á,Â&ü�Þ�Ý�þ
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ր㍑䐝ⱱցיַחמյ⮯ס⣐ꪫ׼־縒ֻ׾

! �Ý�Þ�¿�€0–¬-�•�Ú�Ý�Þ�¿�€3QD��•�Ý�á�¾ æÅ
! DB / EC2 / OS / Network / É.

! �W�m�'�Þ�Û�Ö�Ù0–¬-�Ý�ü�u�Ð�ÿ�¿0–¬-

! �F���m���*�Ì�ì�À�â�u(��y�á�&�m�D�*�áI�•ol3(Ðª«�¾

32

�Æ�á5Y.¬�á KPI �â�u�&�m�D�*�á•Þi«�áI�•ol3(Ðª«�Ú�â�Ý�Â�u�D�)�>
�*'k(A�Þ§Š�Ì�þI×V��Ú�µ�þDR‘Ð�¿�µ�ý�ñ�Ì�v�Æ�ÿ�Þ�û�Ö�Ù©�<¹l&iŸ
O‡�á‚�,Â•_ns�Û•�™I�¿.Ž€��Þ�Ý�ý�u©�<¹�Þ=Z+Z�Ì�þ�u�ñ�Ò�â©�<¹��

'ãX\�Ì�þ�Ò�ô�áD�Nþ�H�^�,�*��‚�,Â-+�Ú�À�ñ�Ì�v
�	�€	° �����<�"�8�4���8�F�M�M���"�S�D�I�J�U�F�D�U�F�E���'�S�B�N�F�X�P�S�L��	ô�T
Q�w�ª ������	ô�T
Q ������
ƒ�-�j�� �>���


https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/reliability-pillar/design-principles.html
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ր⟓갔䓪ס刻ց׾ֽׄמր䐝仾䡵樋ց
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�È�ñ�É�ñ�Ý�0���H�á©�<¹���Ð�ÿ�Ñ�ÿJTJ?�ue�<Š�u'ãX\�Ì�þ�Ò�ô�áNŒ
�Ê�·�R���<�+�Q��Uvu£�Ì�þ�á�Ú�â�Ý�Â�u�È�ñ�É�ñ�Ý���7�%�[�á©�<¹

��.±�ËD�NþHuj��Þ�O�4�E�d�!�Ê�ñ�Ì�v

*Ë˜¯,Â‚�&î�â�u
©�<¹�¾�üD�Nþ�Ì�þ�Ò�ô�ávh-¡�Ú'Ó¬��Ú�À�þN ZÎ�Ú�Ì�v

eoZ²�Ç�Û�Þ���*�0�Q'ãD���Uvu£�Ì�þ�á�Ú�â�Ý�Â�u
�Ð�á�·�Í�ÿ�¾�����d�*�0�d�*�á©�<¹�Û�Ê�ÙHý�·�ñ�Ì�v

�	�€	° �����<�"�8�4���8�F�M�M���"�S�D�I�J�U�F�D�U�F�E���'�S�B�N�F�X�P�S�L��	ô�T
Q�w�ª ������	Ë�•���g �������3�&�-���� ���#�1������ �b�‚�o�w�è� �à�”�w	.
î�›�×�ˆ�=�b�” �>���


https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_auto_healing_system.html
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׾ֹ׽؀ַ؀ֵַעր䐝仾䡵樋ց׵מ☽

! Elastic Load Balancing æ±EC2 Auto Scaling
! �€ �I�\�*�2���4� �•�Ê�Ù �u�€ 7
Mô�•�Ê�Ò�ü�€%ëK5æ®æÃ*Ë˜¯,Â æ¯�•

! �€ DB+Zg|�¿�¹�ñ�Â�·�¾�Ý�¾�Ö�Ò�•�ü�€�I�\�*�2���4� 7
Mô�•�Þ�Ì�þ

! Y53QJØyˆ��&üHW�Ì�þ
! JØyˆ��'3�·3Q�Ì�¾�ü�u�F�����\���m�A�m�¿˜¯�À�Ò�ü0–¬-�Þ�Ý�þ

! Y53QJØyˆ��&üHW�Ì�þ�Û�u0–¬-�¿�½�À�Ù�õ�Ì�Ã3QD��Ú�À�þ

! �Ý�Ü�Ý�Ü ÉÉ

34

PÿCè•_�ý�Þ,Â�Â�¾æÅ
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ր㍑䐝ⱱցמ㵚׾׌յ熭㰢氳ؓز٭ٞو

! &^”� : �€�À�Ö�Û�Æ�ÿ�Ý�üN�+†�ÚD�Nþ�Ú�À�þ�â�Í�•

! <”¯f : �€<”¯f�Ê�Ò�Û�Æ���uH¥‘ÐO‡§t�¿ 5+†�•

! T>“� : �€©�<¹T>+s�ñ�ÚF6<Š�û�ýO‡§t��‘Ð�Ê�Ò�•

! MÉ0ã: �€�I�\�*�2���4� “�<ŠæÅ or +¯�á���H�^�m�2æÅ�•

! �Ü�á���H�^�m�2�¿ƒA�·�¾�â�u5Y.¬�Þ�û�þ
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DR�Í�7�*�9�Ì�þ�Æ�Û�¿6û%Ä

�	�€	° �����<�3�&�-���� ���#�1������ �§�¦�µ�¤�ï�´�Ç�ž�æ�ï�¬�›�–�;�`�o�s
î�—�›�Â�µ�Ä�b�” �>���


https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/reliability-pillar/rel_testing_resiliency_failure_injection_resiliency.html
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AWS Well -Architected Labs ր⟓갔䓪ס刻ց

! �€ RDS Failure Injection�•�Z�M�Ú�uq­<"l3�Ý���H�^�m�2�á'F���ÇxÆ
&-�Ê�Ù�·�ñ�Ì

36

https://www.wellarchitectedlabs.com/reliability/300_labs/300_testing_for_resiliency_of_ec2_rds_and_s3/5_failure_injection_rds/
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Failure׾墦דױ׵ך׿א

! Q�CŽ�Þ+Zg|�¿¡��·�B�0�m�d
! � ���[6ºP¬˜¯3T

! %�ž5+‰�Ýy4’¶Eï5T

! 4ùlÅ(Ð�á�M�9�\�>�4� 

! �2�V�m�<�d�!�÷�u4ùlÅ(Ð�á�*�"�m�[�d�!æ®�*�"�m�\�����9�l�*�"�m
�\���4�Hæ¯�Û�·�Ö�Ò=ZDt�¿DR‘Ð

! �`�m� �^�m�:�Þ�û�ý=Z+Z�¿j��Ý�þ
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AWS Well-Architected �€�B�F���m�O�d�*,–fÍ�áR;�•�ë�×�Ø�Â ÉÉ
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״כױ
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Amazon RDS עמ㍑䐝ⱱֵֿ׌ױ׽

! �(�*�7�Q*’&î�Þ3QD�,q�¿�µ�þO‡�á�ò�u,–Q½��l&KY�Ê�ñ�Ì

! ©�<¹�¾�ü�á‚�,Â3QD��¿�Ú�À�ÿ�ã�u•m�÷�¾�Ý3QD��õ �Ú�À�ñ�Ì

! U‹�y�Ý �R�d�7�;�d�*�áž5i«�[�*� �õ&å�Â�Ý�ý�ñ�Ì

! �(�*�7�Q��PÃNŒ�áeoFÜ�Þ'Ê�Ô�÷�Ì�Â�Ý�ý�ñ�Ì

39

�€�F�����\���m�A�m�•�õ�€�R�d�7�;�d�*�•�õ
�€F6<Š6Ù�áe�+¯�Ý�Æ�Û�•�Ú�â�Ý�Â�€F6<Š*Â�•�ë
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One more thingÉ

! =‰�u�F�����\���m�A�m.	3T�â RDS���J�d�9�Þ�Ù�ÇRÅ*Â�Ê�Ù�·�ñ�Ì
! �8�m�0�J�m�*���d�*�0�d�*� �Z�*�ë�á6ºP¬�áž5i«

! �W�m�'�m�¿ �%�#�����d�*�0�d�*�á�F�����\���m�A�m���[� ���*�9�Ê�ñ�Ê�Ò

! �5�I�F���Q�S�J�N�B�S�Z���I�P�T�U���P�G���U�I�F���3�%�4���.�V�M�U�J���"�;���J�O�T�U�B�O�D�F���J�T���V�O�I�F�B�M�U�I�Z���	�3�%�4���O�\�2 �"�;�����d�*�0�d�*�á�H�Z���O�[�L�*�9�¿j�A{�Ú�Ì �


! �5�I�F���Q�S�J�N�B�S�Z���I�P�T�U���P�G���U�I�F���3�%�4���.�V�M�U�J���"�;���J�O�T�U�B�O�D�F���J�T���V�O�S�F�B�D�I�B�C�M�F���E�V�F���U�P���M�P�T�T���P�G���O�F�U�X�P�S�L���D�P�O�O�F�D�U�J�W�J�U�Z���	�3�%�4���O�\�2 �"�;�����d�*�0�d�*�á�H�Z���O�[�L�*�9�Ú�u
�>�4�9�`�m� JØyˆ�¿+‰N†�È�ÿ�Ò�Ò�ô�u+¼•ü�Ú�À�ñ�Î�� �


! �5�I�F���3�%�4���.�V�M�U�J���"�;���Q�S�J�N�B�S�Z���J�O�T�U�B�O�D�F���J�T���C�V�T�Z���B�O�E���V�O�S�F�T�Q�P�O�T�J�W�F���	�3�%�4���O�\�2 �"�;���H�Z���O�[���d�*�0�d�*�â�D�)�m�ÚDtt»�Ê�ñ�Î�� �


! �%�B�U�B�C�B�T�F���J�O�T�U�B�O�D�F���Q�B�U�D�I

Ð �s�‘

! �&�N�m�9�Þ�½0–�·.¬���Î�·�Ò�Ó�Â�Æ�Û�Ý�Â�F�����\���m�A�m.	3T��
�Ço¬“À�·�Ò�Ó�Ä�ñ�Ì�á�Ú�u�Ç[hi«�Â�Ó�È�· æ§
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https://aws.amazon.com/jp/premiumsupport/knowledge-center/rds-multi-az-failover-restart/
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Thank you!
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