
CENTRALIZE DATA LAKE SECURITY MANAGEMENT WITH AWS

© 2023, Amazon Web Services, Inc. or its affiliates.© 2023, Amazon Web Services, Inc. or its affiliates.

Analytics in 15
Centralize Data Lake 
Security Management with AWS

Ramkumar Nottath

D A T A  G O V E R N A N C E  &  S E C U R I T Y

Sr. Solutions Architect, Data & Analytics

Amazon Web Services



CENTRALIZE DATA LAKE SECURITY MANAGEMENT WITH AWS

© 2023, Amazon Web Services, Inc. or its affiliates.

Agenda

• Customer challenges in building data lakes

• Centralize Data Lake Security Management with AWS

• How can you get started?
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Customer challenges
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Challenges in building data lakes

Data Ingestion & Data 

Management 

Challenges

Security and 

Governance is hard

Complex Self-Service 

Analytics, Data Sharing, 

External Integrations 
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Centralize Data Lake Security 
Management with AWS
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Blueprints simplify ingest, store and catalog faster

ML transforms for data cleaning

Comprehensive portfolio 

of integrated tools

AWS Lake Formation 
is a fully managed 
serverless service that 
allows you to build 
and secure data lakes 
in days

INGESTION AND IDENTIFICATION

SIMPLIFIED SECURITY

SELF-SERVICE

ACCESS TO DATA

Centralized permissions table 

and column

Real-time monitoring and 

integrated auditing
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Lake Formation secures your data lake

DB-style fine-grained permissions on resources

Scale permissions management Lake Formation 
Tag-Based Access Control (LF-TBAC)

Unified Amazon S3 permissions

Integrated with services and tools 

Easy to audit permissions and access

Amazon S3–

based data lake

Amazon
QuickSight

AWS
Glue

Amazon
Athena

Amazon 
EMR

Amazon
Redshift

Amazon
SageMaker

Third-party
application

Lake Formation

Permissions Data catalog
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DB: Sales

Scale permissions management with LF–TBAC

Define LF-Tags Create policies on LF-TagsAssign LF-Tags to resources

• Specify who can assign LF-Tags 

and values

• Tag databases, tables, columns

• LF-Tags are hierarchical and may

be overridden

• Scale by applying permission

on LF-Tags

IAM user/role

AD users and groups

(SAML assertion)

<class>

<class=private>

<class=limited>

<class=public>
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AWS Lake Formation centralized authorization

              

       

            

Amazon S3 

data lake storage

AWS Lake Formation

Permissions Data Catalog

Amazon
QuickSight

AWS
Glue

Amazon
Athena

Amazon 
EMR

Amazon
Redshift

Amazon
SageMaker

3rd party
app
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New Integrations For Centralized 
Data Lake Security Management
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Expanded support for Lake Formation permissions –
Amazon EMR Runtime Roles

- Jobs submitted using a Runtime Role enabled 

cluster will use Lake Formation for 

enforcement

- Jobs can be submitted through EMR Steps, 

Amazon SageMaker Studio Notebooks, or 

directly to the cluster using JDBC for Hive or 

Livy for Spark

EMR Cluster

IAM Role

User

EMR Runtime Roles

User Amazon SageMaker

Notebook

IAM Role
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Centrally manage granular access to data across all 

consuming data services

Improve security and governance with row level and 

column level granular permissions on data sharing

No manual scripting or complex querying

Define policies once and enforce those consistently for 

multiple consumers

Data sharing access control with 
AWS Lake Formation

Centrally manage data sharing with 

AWS Lake Formation

AWS 

LAKE FORMATION
Amazon Redshift

Amazon Redshift

Amazon Redshift
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Hive Metastore Federation
A C C E S S  H I V E  M E T A S T O R E D A T A  W I T H  A T H E N A ,  R E D S H I F T  A N D  E T L

1. Connect Hive Metastore to 

Lake Formation
2. Provide Access to Users 3. Use with Athena, Redshift, 

Glue and other services

Amazon
Athena

AWS
Glue

Amazon
Redshift

Data Catalog

Table

Column

Data Permissions

Amazon
API Gateway

Amazon S3

AWS Cloud
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AWS Data Exchange for AWS Lake Formation

AWS Lake 

Formation
Providers use LF-tags to 

indicate which data 

subscribers should have 

access to

Third-party data 

provider

Provider stores data in AWS 

Lake Formation

AWS Data Exchange

Grants subscriber read-only 

access to the data tagged with 

the key-value pairs specified by 

the provider when a 

subscription starts and 

automatically denies access 

when it ends

AWS Marketplace

Automated payments 

and billing

Subscriber

Subscribers see the data 

once their account 

is verified

Query provider 

data

Query, transform, or 

share access with the 

appropriate user groups 

without any upfront ETL

AWS Cloud AWS account

+

AWS Data Exchange for AWS Lake Formation
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How can you get started?
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Call to action: Next steps

Discovery Workshop

Data-Driven Everything

THINK BIG SCALE FAST

AWS ProServe

Partners

Data Labs

AWS ProServe POC

START SMALL
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Thank you!
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Ramkumar Nottath

rnottath@amazon.com

www.linkedin.com/in/ramnottath
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