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Agenda
• Benefits of Integrating Security Services

• Use Cases

• Automation techniques

• Call to Action
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AWS Security Services

Network Edge Protection
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Benefits of Integrating 
AWS Security Services
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Benefits of Integrating AWS Security Services
Distributed Mitigation Actions

Service 2 Service 3 Service 4 

Service 1 
Detects malicious 

behavior

Executes Automated Mitigation actions 
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Benefits of Integrating AWS Security Services
Sharing of Threat Intel

Service 2 

Service 3 

Sharing threat intel improves visibility

Service 4 

Service 1 
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Benefits of Integrating AWS Security Services
Correlation of Threat Intel

Service 1 

Alerts of same malicious activity detected by multiple services increases 
the fidelity of the event – reduces false positives 

Service 2 Service 3 Service 4 

Improvement of fidelity of threat = reduced false positives
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Benefits of Integrating AWS Security Services

Service 1 

Centralized 
Management

Centralized Management/Monitoring

Centralized management delivers consistent and scalable config options 

Centralized 
Monitoring 

(SIEM/SOAR/XDR)

Service 2 Service 3 Service 4 
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Integrating AWS Security 
Services through 
automation techniques
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Distributed Mitigation Actions via Shared Intel
AWS Network Firewall + Amazon GuardDuty 

DETECT AUTOMATE RESPOND

Amazon 
GuardDuty

AWS Step
Functions

AWS 
Network Firewall

AWS  Network 
Firewall Endpoints

VPC

GuardDuty scans VPC 
FlowLogs and detects 
suspicious communications

Network Firewall blocks communications 
to suspicious host for all firewalls that 

use the same rule group

Resource in VPC attempts 
communication to suspicious host 



© 2023, Amazon Web Services, Inc. or its affiliates. 

Distributed Mitigation Actions via Shared Intel
AWS Network Firewall + Amazon GuardDuty 
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Distributed Mitigation Actions via Shared Intel
Amazon Route 53 Resolver DNS Firewall + Amazon GuardDuty 

AUTOMATE RESPOND

AWS Step
Functions

Amazon
DNS Firewall

DNS Firewall
Rule Groups

VPC

GuardDuty scans VPC FlowLogs 
and detects suspicious DNS 
communications

DNS Firewall blocks communications 
to suspicious domain in the rule 

group’s domain list

Resource in VPC attempts 
communication to 
suspicious domain 

DETECT

Amazon 
GuardDuty
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Distributed Mitigation Actions via Shared Intel
Amazon Route 53 Resolver DNS Firewall + Amazon 
GuardDuty 
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Distributed Mitigation Actions via Shared Intel
AWS WAF + Amazon GuardDuty 

DETECT

Amazon 
GuardDuty

RESPOND

AWS
WAF

+
• Protection from L7 attacks destined to web applications using AWS WAF
• Inferences from Guard Duty influence triggers on Lambda
• Lambda functions are used to create Web ACL in AWS WAF and updates subnet network ACL
• AWS WAF rules actions can block, allow, rate limit, or instantiate CAPTCHA challenges upon 

detection of suspicious activity 
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Distributed Mitigation Actions via Shared Intel
AWS WAF + Amazon GuardDuty 



© 2023, Amazon Web Services, Inc. or its affiliates. 

Investigations

Remediation Actions

Findings Findings

Taking  Action PartnersAudit prep

AWS WAF

AWS Shield

AWS Network Firewall

VPC security groups

Route 53 DNS Firewall

AWS 
Firewall 
Manager

Correlation of Threat Intel
• Threats detected by each service, in exclusion, results in threat level for the 

event that is not worthy of taking a reliable remediation action 
• Correlation of threats across services, in Firewall Manager, results in a high 

fidelity event that allows IR teams to reliably take a remediation action
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Centralized Management and Monitoring
Integration of AWS Firewall Manager with AWS Security & 3rd Parties

• Centrally enable 
baseline security 
using AWS WAF, 
Shield, and VPC 
security groups 
across your 
organization

• Consistently enforce 
the protections, even 
as new applications 
are created

• View perimeter 
protection posture 
centrally across your 
AWS accounts

• Expand deployments 
to include 3rd party 
security solutions

AWS WAF AWS 
Shield

AWS Network 
Firewall

VPC 
security groups

AWS Firewall 
Manager

Amazon Route 53 
DNS Firewall

AWS Security

3rd Party  Security 3rd Party  SIEMs*

**

AWS 
SecurityHub
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Call to action

BLOG: Automatically block suspicious traffic with AWS Network Firewall and 
Amazon GuardDuty

BLOG: Automatically block suspicious DNS activity with Amazon GuardDuty and 
Route 53 Resolver DNS Firewall

BLOG: How to use Amazon GuardDuty and AWS WAF v2 to automatically block 
suspicious hosts

AWS Firewall Manager      |      https://aws.amazon.com/firewall-manager/
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Thank you!
Michael Leighty
mleighty@amazon.com

Mun Hossain
munahoss@amazon.com


	Building a comprehensive security solution with AWS Security services�
	Agenda 
	AWS Security Services
	Benefits of Integrating AWS Security Services
	Benefits of Integrating AWS Security Services
	Benefits of Integrating AWS Security Services
	Benefits of Integrating AWS Security Services
	Benefits of Integrating AWS Security Services
	Integrating AWS Security Services through automation techniques
	Distributed Mitigation Actions via Shared Intel�AWS Network Firewall + Amazon GuardDuty �
	Distributed Mitigation Actions via Shared Intel�AWS Network Firewall + Amazon GuardDuty �
	Distributed Mitigation Actions via Shared Intel�Amazon Route 53 Resolver DNS Firewall + Amazon GuardDuty �
	Distributed Mitigation Actions via Shared Intel�Amazon Route 53 Resolver DNS Firewall + Amazon GuardDuty �
	Distributed Mitigation Actions via Shared Intel�AWS WAF + Amazon GuardDuty �
	Distributed Mitigation Actions via Shared Intel�AWS WAF + Amazon GuardDuty �
	Slide Number 16
	Centralized Management and Monitoring�Integration of AWS Firewall Manager with AWS Security & 3rd Parties��
	Call to action
	Slide Number 19

